Module 14

SQL Injection

Cac Chu Pé Chinh Trong Chuong Nay
Téin Céng SOI Injection La Gi

Cdc Léi SOL Thuong Gép

Mot 86 Dang Tan Cong SOL Injection Théng Dung

Phong Chéng Tan Céng SOL Injection



Gidi Thiéu Vé SQL Injection

Pa s tng dung web ngay nay déu quan ly va dap tng cac yéu cau truy xuét dit liéu
thong qua ngdn ngit truy van cau tric SQL. Cac hé quan tri co s¢ dit liéu thong dung
nhu Oracle, MS SQL hay MySQL déu co chung mot dac diém nay, chinh vi vay nhirng
dang tin cong lién quan den SQL thuong dugc xép hang dau trong danh sach cac 16 hong
nguy hiém nhit, va dang tan cong vao nhirng 16i nay goi la SQL injection.

Vao thang 12 nim 2010 mdt dot tdn cong SQI injection di lay di hang trim ngan thong
tin khach hang, hoic tin vé hacker Albert Gonzalez dugc cho 1a di lay cip 130 triéu
thong tin thé tin dung thong qua tdn cong SQL injection vao cac website va cai dit cong
cu sniffer dé danh cap dir lidu, day dugc xem 1a mot dot trom cap thong tin nguoi ding
dugc  16n nhat trong lich sir Hoa Ky dugc dang trén InformationWeek trong Hinh 14.1.

~r December 22, 2010 01:43 PM

InformationWeek

100,000 Credit Cards Compromised By Data Breach

A data breach affecting Twin America, the parent company of CitySights NY, potentially
compromised an estimated 100,000 customers’ personal details, including credit card
numbers.,

According to a security breach notification letter sent to the New Hampshire attorney
general, as required by that state’s laws, attackers successfully exploited a Twin America
Web server by using a SQL injection attack.

The letter, written by Twin America's lawyer, Theodore Augustinos, said that Twin
America first suspected its systems had been breached in late October, "when a Web
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Albert Gonzalez, an indicted hacker stele 130 million credit
and debit cards, the biggest identity theft case ever prosecuted l S
in the United States. He used SQL injection attacks to install
sniffer software on the companies’ servers to intercept credit
card data as it was being processed. d .
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Hinh 14.1 — Thong tin cac thé tin dung bi danh cép

Chung ta thiy, cac tdn cong dang niy cua hacker thudng danh vao cic trang web chua
thong tin tai khoan quan trong ctia ngudi dung trén cac trang web thuong mai dién tu,
két qua thu duoc co gia tri kinh té cao, va kha ning thanh cong 16n, dé tién hanh 1 nhirng
dac diém khién cho SQL injection dugc xép hang s 1 trong danh sach nhiing 18i bi anh
hudng nhiéu nhét trong nam 2010 nhu Hinh 14.2



SOL Injection is the VMiIost Prevalent
Vulnerability in 2010

SAL Injection E:DLA

Cross Site Scripting Nzl

Hinh 14.2 — Danh sich cic 16i trang web bi tan cong nhiéu nhat

Vay SQL injection 1a gi va cac hacker thuc hién chiing nhu thé nao ma nguy hiém dén
vay, cac ban hdy xem phan mo ta tuong doi day du vé dang tan cong nay qua trang
wikipedia.org nhu sau :

“SQL injection 1a mdt k¥ thuat cho phép nhirng ké tan cong loi dung 16 hong cia
viéc kiém tra dir liéu ddu vao trong cac ing dung web va cac thong bao 15i cua hé
quan tri co s& dit liéu tra vé& dé inject (tiém vao) va thi hanh cac ciu 1énh SQL bét
hop phap, Sql injection c6 thé cho phép nhitng ké tan cong thuc hién cac thao tac,
delete, insert, update,... trén co s& dit li€u cua ung dung, tham chi 1a server ma
tmg dung d6 dang chay, 16i nay thuong xdy ra trén cac ung dung web c6 dit lidu
duoc quan 1y bing cac hé quan tri co so dit liéu nhu SQL Server, MySQL, Oracle,
DB2, Sysbase...

Cac Loi Thuong Gap
Khong kiém tra ky tu thoat truy van

bay la dang 16i SQL injection xay ra khi thleu doan mi kiém tra dir liéu dau vao trong
cau truy van SQL. Két qua 1 ngudi dung cudi c6 thé thuc hién mot sb truy van khong
mong mudn dbi voi co sd dit liéu cia tng dung. Dong mé sau s& minh hoa 15 nay:

statement = "SELECT * FROM users WHERE name = '" + userName + "';"

Cau 1énh nay dugc thiét ké dé tra vé cac ban ghi tén ngudi ding cu thé tir bang nhing
nguoi ding. Tuy nhién, néu bién "userName" dugc nhdp chinh xac theo mét cach nao d6
boi nguoi dung ac y, nd ¢o thé tré thanh mot cau truy vin SQL v6i muc dich khac han so
voi mong mudn cia tac gia doan ma trén. Vi du, ta nhap vio gia tri cia bién userName
nhu sau:



a' or 't'='t

Khién cau truy van c6 thé dugc hiéu nhu sau:
SELECT * FROM users WHERE name = 'a' OR 't'='t';

Néu doan mi trén duge sir dung trong mdt thu tuc xéac thyuc thi vi du trén co6 thé duogc st
dung dé bat budc lua chon mot tén nguoi dung hop 1¢ boi 't'="t' luén dang. Trong khi hau
hét cac SQL server cho phep thyuc hién nhiéu truy van cung lic chi véi mot lan goi, tuy
nhién mét s6 SQL API nhu mysql_query cua php lai khong cho phép didu do vi 1y do bao
mét. Diéu nay chi ngin can tin tic tan cong bang cach sir dung cac cau 1énh riéng r& ma
khong ngin can tin tic thay ddi cac tir trong ct phap truy van. Céc gia tri ciia bién
"userName" trong cau truy van dudi ddy sé& gy ra viéc xoa nhitng nguoi ding tir bang
ngudi ding cling twong ty nhu viée x6a tat ca cac dir liéu duoc tir bang dir lidu (vé ban
chit 1a tiét 10 cac thong tin ciia moi ngudi dung), vi du ndy minh hoa bang mot API cho
phéo thyc hién nhiéu truy van cing luc:

a';DROP TABLE users; SELECT * FROM data WHERE 't' = 't
Khién cau truy van c6 thé dugc hiéu nhu sau:
SELECT * FROM users WHERE name = 'a' OR 't'='t';

Néu doan mi trén dugc st dung trong mot thu tuc xac thyc thi vi du trén cé thé duoc sir
dung dé bat budc lya chon mot tén ngudi dung hop 1¢ boi 't'="t" luén ding. Trong khi hau
hét cac SQL server cho phép thuc hién nhiéu truy van cing luc chi véi mot 1an goi, tuy
nhién mot s6 SQL APT nhu mysql_query cua php lai khong cho phép didu d6 vi 1y do bao
mét. Diéu nay chi ngin can tin tic tan cong bang cach s dung cac cau l¢nh riéng r& ma
khong ngin can tin tic thay doi cac tir trong ct phap truy van. Céc gia tri ciia bién

"userName" trong cu truy vin dudi day s€ gdy ra viéc xod nhirng nguoi dung tir bang
nguoi dung ciing twong ty nhu viée xo6a tat ca cac dir lidu duoc tir bang dir liéu (vé ban
chit 1a tiét 16 cac thong tin ciia moi nguoi dung), vi du nay minh hoa bang mot API cho
phéo thyc hién nhiéu truy van cung luc:

a';DROP TABLE users; SELECT * FROM data WHERE 't' = 't
Dicu nay dua tdi ct phap cudi cung cua cau truy van trén nhu sau:

SELECT * FROM users WHERE name = 'a';DROP TABLE users; SELECT * FROM
DATA WHERE 't' = 't';

Xtr Iy khong dung kiéu

Lbi SQL injection dang nay thudng xay ra do 1ap trinh vién hay ngud¢i dung dinh nghia
dau vao dir licu khong rd rang hoac thiéu budc kiém tra va loc kicu dir li¢u dau vao. Piéu



nay c6 thé xay ra khi mot truong s6 dugc sir dung trong truy van SQL nhung 1ap trinh
vién lai thiéu budc k1em tra dir liéu dau vao dé xac minh kiéu cta dir liéu ma ngudi ding
nhép vao c6 phai 1a s6 hay khong. Vi du nhu sau:

statement := "SELECT * FROM data WHERE id = " + a variable + ";"

Ta c6 thé nhan thdy mot cach rd rang y dinh cua tac gia doan ma trén Ia nhap vao mot sd
tuong Ung v6i trudng id - truong sb. Tuy nhién, ngudi ding cudi, thay vi nhap vao mot
50, ho c6 thé nhap vao mot chudi ky tu, va do vay co thé trd thanh mot cau truy van SQL
hoan chinh mdi ma bo qua ky ty thoat. Vi dy, ta thiét lap gia tri ctua bién a_variable la:

1;DROP TABLE users

khi do, no s€ thyc hién thao tac xda nguoi dung co6 id tuwong tng khoi co s¢ dir li¢u, vi
cau truy van hoan chinh da dugc hiéu la:

SELECT * FROM DATA WHERE id=1;DROP TABLE users;

Blind SQL injection

SQL injection dang nay la dang 16i ton tai ngay trong ung dung web nhung hau qua cua
ching lai khong hién thi tryc quan cho nhiing ké tan cong. N6 co thé gay ra sy sai khac
khi hién thi ndi dung ctia mot trang chira 161 bao mat nay, hau qua cua su tan cong SQL
injection dang nay khién cho lap trinh vién hay nguoi dung phai mét rat nhiéu thoi gian
dé phuc hoi chinh xac timg bit dif liu. Nhitng ké tin cong con cb thé sir dung mot 6
cong cu dé do tim 16i dang nay va tdn cong v6i nhimg thong tin di duoc thiét 1ap sin.

Mot S6 Dang Tan Cong SQL Injection Thong Dung

C6 bdn dang tin cong thuong gip bao gdm: vuot qua kiém tra lic ding nhap, st dung
cau lénh SELECT, str dung cau 1¢nh INSERT, sur dung céac stored-procedures.

Dang tan cong vuot qua kiém tra lac dang nhap

Vi dang tin cong nay, tin tic c6 thé d& dang vuot qua cic trang dang nhap nhd vao 16i
khi dung cac cau Iénh SQL thao tac trén co s¢ dit li¢u ctua trng dung web. Thong thudng
dé cho phép ngudi ding truy cép vao cac trang web dugc bao mat, hé thong thudng xay
dung trang dang nhép dé yéu cau nguoi dung nhdp thong tin vé tén ddng nhap va mat
khau. Sau khi nguoi dung nhap thong tin vao, hé thong s& kiém tra tén ding nhap va mat
khau c6 hop 18 hay khong dé quyét dinh cho phép hay tir chdi thyc hién tiép.



Dang tan cong st dung cdu 1énh SELECT

Dang tin cong nay phue tap hon. Dé thyc hién dugc kiéu tin L cong nay, ké tan cong phai
c6 kha nang hiéu va loi dung cac so ho trong cac thong bao 16i tir hé thong dé do tim cac
diém yéu khoi dau cho viée tin cong. Vi du, trong cac trang tim kiém. Cac trang nay cho
phép ngudi ding nhip vao cac thong tin tim kiém nhu Ho, Tén, ... Poan mi thuong gip
la:

<%

Dim vAuthorName, objRS, strSQL

vAuthorName = Request ("fAUTHOR NAME")

strSQL = "SELECT * FROM T AUTHORS WHERE AUTHOR NAME =' " &
vAuthorName & " ' "

Set objRS = Server.CreateObject ("ADODB.Recordset")

0bjRS.Open strSQL, "DSN=..."

Set objRS = Nothing %>

Twong tu nhu trén, tin tic c¢6 thé lgi dung so hé trong cdu truy vin SQL dé nhap vao
truong tén tac gid bang chuodi gia tri:

' UNION SELECT ALL SELECT OtherField FROM OtherTable WHERE ' '=' (¥*)

Luc nay, ngoai cau truy van dau khong thanh cong, chuong trinh s€ thuc hién thém 1€nh
tiép theo sau tir khoa UNION nita. Gid sit doan ma nhap vao la:

' DROP TABLE T AUTHORS --

Cau truy van s€ thuc hién viéc x6a bang.

Dang tan cong st dung cau 1énh INSERT

Thong thuong cac ing dung web cho phép ngudi dung dang ki mot tai khoan dé tham
gia. Chirc ning khong thé thiéu 1a sau khi dang ki thanh cong, ngudi ding c6 thé xem va
hiéu chinh thong tin ciia minh. SQL injection co thé duoc ding khi hé thong khong kiém
tra tinh hop 1€ ctia thong tin nhdp vao. Vi du, mdt cau Iénh INSERT c6 thé co cu phéap
dang:

INSERT INTO TableName VALUES ('Value One', 'Value Two', 'Value
Three')

Néu doan mi xay dung cau 1énh SQL c6 dang :

<

o\



strSQL = "INSERT INTO TableName VALUES(' " & strValueOne & " ', "' "
& strvalueTwo & " ', ' " & strValueThree & " ') "

Set objRS = Server.CreateObject ("ADODB.Recordset")

0bjRS.Open strSQL, "DSN=..."

get objRS = Nothing %>

Thi chéc chin s& bi 161 SQLA, boi vi néu ta nhdp vao truong thir nhat vi du nhu:
' 4+ (SELECT TOP 1 FieldName FROM TableName) + '

Luc nay ciu truy van sé 1a :

INSERT INTO TableName VALUES(' ' + (SELECT TOP 1 FieldName FROM
TableName) + ' ', 'abc', 'def')

Khi d6, Iic thuc hién I¢énh xem thong tin, xem nhu ban da yéu cau thuc hién thém mot
1&€nh nira do la:

SELECT TOP 1 FieldName FROM TableName

Dang tan cong sir dung stored-procedures

Viéc tin cong bang stored-procedures s& gy tac hai rat 1on néu tmg dung duoc thuc thi
voi quyén quan tri hé théng 'sa’. Vi du, néu ta thay doan ma ti€ém vao dang: '; EXEC
xp_cmdshell ‘cmdd.exe dir C: '. Lic nay hé théng s& thuc hién 1énh liét ké thu muc trén 6
dia C:\ cai dat server. Viéc pha hoai kiéu nao tuy thudc vao cau 1¢nh déng sau cmd.exe.
fg
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Qua cac mo ta kha day du trén cac ban da c6 mot cai nhin tong quan vé SQL injection, dé
tan cong dang nay cac hacker thuong tién hanh cac bude nhu sau :

1. Su dung trinh duyét tim kiém cac trang ding nhap cua web site hay nhing trang
tiép nhan dir liéu dau vao nhu cic form khai bao mat va phuc hoi mat khau. Kiém
tra cac trang hién thi Iénh POST hay GET bang cach tim kiém trong source code
nhu trong bai tdp hack trén trang web hoc tan cong khd ndi tiéng 1a
www.hackthisite.org

2. Tlep theo, kiém tra may chu SQL bang cac truy van dung cap ddu nhay don (*°)
néu may chu dap ng bang céac thong diép nhu use ‘a’=’a’ hay tuong tu nhu vay
thi cac hacker ¢6 thé daon dugc may chu c6 kha ning bi tin cong theo dang SQL
injection. Ngoai ra, cac dit liéu thuong dung cho qua trinh kiém tra 16i khac nhu ¢
or 1=1- hay ” or 1=1-



3. Khi phat hién thiy may chu hay trang web bi 15i hacker s& dung cac Iénh
SELECT d¢ lay dir li€u tir may chui hay 1énh INSERT dén chén thong tin vao co
so dir licu.

Eo®

O o http://juggyboy com/Badlogin aspx

@ Boy.com

Attacker Launching SQL Injection

SELECT Count(*) FROM Users WHERE UserName='Blah' or l=1 --' AND Password='Springfield'

Hinh 14.3 — Attacker khai thac 161 SQL injection

Céc budc truy van dir li€u va khai thac trén thuong duoc tu dong hoa véi cac cong cu
tan cong chuyén dung cho SQL injection nhu Havji, SQL Ninja. Con qua trinh kiém
tra thi st dung Web Acunetix Scanner, W3AF ...Sau day la danh sach cac cong cu
chuén ding dé tan cong SQL injection hién nay :

. rute sinthe
' saLBrut Absinth
http://www.gdssecurity.com | http://www.0x90.0rg
—_— [
]:'r\ |' =
e=: BobCat | & 1} SQLInjection Brute-forcer
= hitp://www.northern-monkee.co.uk g http://code.google.com
] ()
i Y
|:.;'J.‘.:|‘ Sqlninja U sqlmap
E"- :—J http://sqlninjo.sourceforge.net I http://sqlmap.sourceforge.net
| ——
&9 salGeT K sQL Injection Digger
W http://fwww.darknet.org.uk Eb http://sqid.rubyforge.org

Hinh 14.4 — Cac cong cu tin cong SQL injection



Phong Chéng Tan Cong SQL Injection

Dé phong chdng tin cong SQL Injection trudc hét ching ta cin gn quyén thich hop
cho ngudi ding khi két ndi dén co s¢ dir liéu va ap dung mat khiu manh cho tai
khoan SA hay tai khoan quan tri. Cac hacker thuong chan doan 15i dya trén cic thong
bao tra vé, do d6 viéc han ché cac thong bao nay ciing giup tang cuong an ninh cho
website hay may chii web va giam thiéu riii ro bi tdn cong SQL injection.

Ngoai ra, cac ki ty ma hacker nhap vao de g6i dén may chi thudng co cac ki tu dic
biét nhur dau nhay don () nén cac ban can kiém tra chat che cac dir liu nhap Vao
cua nguoi dung trong ma nguon tir chdi cac truy vin kha nghi hay cai dat cac
module, plug-in hd trg phong chéng SQL Injection. Vi du nhu khi ding md ngudn
mé Joomla dé xay dung trang web thi nén cai dat plug-in Anti SQL, LFI cho trang
web nhu minh hoat tai ddy : http://www.youtube.com/watch?v=LdXrHurs- o hay
thudng xuyén kiém tra hé thong bang cac chuong trinh quét 16i website truc tuyén
nhu minh hoa tai http://www.youtube.com/watch?v=_17P1 uZexc
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Hinh 14.5 - Hinh minh hoa sau khi cai dat plug-in anti sqli & Ifi

Viéc do tim ma ngudn xem cé bi SQL Injection hay khong ta ¢é thé dung Microsoft
Source Code Analyzer hay Microsft URL Scan
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Hinh 14.6 - Két qua kiém tra mot tap tin voi Microsoft Source Code Analyzer

Bén canh d6, cac may chu co s¢ dit li¢u can dugc cap nhat va va 101 day da, nén dat

microsoft.com

sau hé¢ théng tudng lita dé tranh sy tuong tac tryc tiép, diéu niy s& giup ting cuong

bao mat.Trén hé théng can co thém céc dich vu hay thiét bi do tim xam pham trai

phép (IDS/IPS) nhu SNORT, Cisco IDS ...

Tong Két

Qua chuong nay chung ta da biét dugc 16i bao mat SQI injection 14 gi va nhitng cong
cu ma hacker thuong st dung dé tan cong vao cac trang web dinh 161 trén. D& phong

chong bi tan cong cac ban can chu y ki€ém tra cac bién hay dir li€u dau vao, dac biét la

nhiing form nhap li€u trén trang web, loc cac ki tu dac bi¢t ma hacker co6 thé dung dé
ki€ém tra hay gdi 1énh truy van nguy hiém dén co s¢ dir li¢u. Trong chuong ti€p theo
chung ta s€ tim hi€u vé “Tan cong mang khong day”.
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