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IDS, Firewall va Honeypot 1a cac thianh phan bao vé mang, phong chéng va do tim
hacker hitu hiéu nhat. Ca IDS va Firewall déu 1a nhitng thiét bi loc packet thiét yéu ding
dé giam sat cac ludng dit liéu vao va ra hay dang luu chuyén trén hé thdng mang dya trén
tap hop nhitng quy tit duoc dinh nghia thich hop. Trong khi 6 honeypit dugc xay dung
v6i muc dich danh lira hacker voi mot sé 16 hdng bao mét duge tao ra c6 chu dich moi
goi hacker tan cong. Piéu nay khong nhitng bao vé dugc hé thong that sy ma con luu giir
cac chiig cu dé c6 thé 1an ra dau vét cta hacker, phat hién cac dang tan cong moi hay
tham chi cac to chirc bao mét con sur dung honeypot dé phat hién ra cac h¢ thong botnet.
Vi véy, cic to chuc t6i pham mang rat ngai nhirng hé thong honeypot nhu vay, va néu
nhu bon chiung phat hién ra cac hé thong nhu trén thi s& tién hanh céc dot tan cong
DoS/DDoS nham danh sip cac “biy bao mat” nay.

Tuy nhién, cling nhu nhiéu thanh phén bao v¢ mang khac IDS, Firewall va Honeypot can
duoc thiét ke sap dat tai nhiing vi tri hop 1y moi dem dén hiéu qua. Trong vai tro CEH
chiing ta can hiéu rd co ché van hanh cta cac hé thong trén ciing nhu nhirng riii ro ciia
ching.

Cac Loai IDS - H¢ Théng Do Tim Xam Pham Trai Phép

IDS 1a viét tit cua Instruction Detect System, hé théng do tim hay phat hiém cac sy xam
pham trai phép. Hé thong nay tuong ty nhu chudng bao dong trong cac toa nha dung dé
canh bdo khi cé trom xam nhdp. IDS hoat dong dya trén cac quy tat va nhiing dir licu
nhan dang, néu mot hanh dong xay ra khép voi mot dir liéu nhan dang thi hanh dong
tuong ung di duoc dinh nghia trong quy tét s& dugc thue thi. Noi mot cach don gidn khi
cac ban trién khai mot hé théng IDS, va c6 mot hacer dang tién hanh scan port dé do tim
cac dich vu dang chay thi hanh dong nay s& tuong tmg voi qyuy tat vé scan port attack,
do d6 mot hanh dong thich hop s& dugc goi dén sysadmin dé c6 hanh dong thich tmg,
viéc canh bao nay co thé thuc hién qua email, cudc goi thoai hay tin nhan.

Cao cép hon, cic hé thong canh bio ¢ kha ning thuc hién hanh dong ngin ngira thich
hop vi du nhu s€ c6 14p dia chi IP da phat dong cudc tan cong, hay tam dong céac dich vu

. day chinh 1a IPS hay Instruction prevention system — hé thong ngin ngira sy xam
nhap trai phép.

Nhu vay, dé IDS / IPS c6 thé phat hién cac su xdm nhap trai phép cin c6 co sé dir liéu
nhan dang dung, do d6 chung ta can phai cap nhat day du dir liéu nay dé IDS luén nhan
biét dugc cac hanh dong bat thuong xay ra. Nhung ciing nhu nhitng hé thong canh bao
trong doi thyc, viéc canh bdo sai 1a mét trong nhitng han ché cua nhitng hé théng nay.

Cé hai dang IDS :

Host-based IDS (HIDS) : La irng dung duogc cai dit trén mot h¢ théng hay mot
may tram va gidm sat thong tin truyén thong dua trén cac dir liéu nhan dang cho
riéng hé théng hay may tinh dugc cai dat, va khong co kha nang giam sat cho cac
hé théng khac. Mot s6 HIDS thong dung trén thi trudng nhu Norton Internet



Security hay Cisco Security Agent (CSA). Luwu y : Mot sd virus c6 kha ning vo
hi€u hoa cac HIDS.

Network-based IDS (NIDS) : C6 chic nang tuong tu nhu HIDS nhiing pham vi
hoat dong bao phu 1én toan mang chur khong chi c6 tac dung trén mot may tinh
hay mdy tram riéng ré. NIDS c6 kha nang do tim va phat hi¢n ra ra nhiing dang
tan cong ma firewall khong nhan biét dugc. Bao gdm cac tinh hudn tin cong vao
nhitng dich vu bi khiém khuyét vé bao mat, tdn cong leo thang mirc wu tién hay
con goi la leo thang déc quyén, dang nhap trai phép, truy cép vao khu vue dir liéu
nhay cam hay phat hién cac ma doc lan truyen trén mang. Vi du khi hé thdng
mang bi 1dy nhiém virus conflicker thi hé thong NIDS Snort c6 kha ning nhan
biét dya trén dir liéu nhan dang cia vrus nay va goi bao dong vé cho sysadmin,
ciing can luu ¥ Snort ¢6 thé hoat dong nhu 1a NIDS hay HIDS.

Trong vai tro NIDS, hé théng hoat dong nhu 1a mot passive sniffer (léng nghe thy
dong) chuyén luu giit va phan tich cac dit liéu truyén va so sanh voi cac dit liéu
nhan dang dé do ra nhirng hanh dong gy anh huong dén an toan thong tin nhu
khai thac, quét 16i, do cong ... sau d6 huu lai trong cac tap tin nhat ki va goi tin
hi€u canh bao.

Gi6i Thiéu Vé Snort IDS

Snort (ngudn www.snort.org) la phan rnem IDS manh mé& c6 kha nang hoat dong ¢ hai
ché d6 HIDS hay NIDS. Do 1a mot phan mém ngudn mé, mién phi nén Snort dwoc mg
dung nhiéu trén nhitng hé thong va 1a chwong trinh dugc binh chon bdi cac hacker trng
danh sach nhitng cong cu bao mat hang dau. Snort co 4 ché d6 hoat dong khac nhau d6
la:

« Sniffer mode: & ché docnay snort s& lang nghe va doc céac goi tin trén mang sau
d6 s& trinh bay két qua trén giao dién hién thi.

 Packet Logger mode : luu trit cac goi tin trong cac tap tin log.

» Network instruction detect system (NIDS) : day la ché do hoat dong manh mé
va dugc ap dung nhiéu nhét, khi hoat dong & NIDS mode Snort s& phan tich céc
goi tin luan chuyén trén mang va so sanh véi cac thong tin dugc dinh nghia cia
nguoi ding dé tir d6 ¢6 nhirng hanh dong tuwong tng nhu thong bao cho quan tri
mang khi xdy ra tinh hudng quét 15i do cac hacker /attacker tién hanh hay canh
béo virus..

« Inline mode: khi trién khai snort trén linux thi ching ta c6 thé ciu hinh snort dé
phan tich cac gobi tin tu iptables thay vi libpcap do d6 iptable c6 thé drop hodc
pass cac goi tin theo snort rule.



Co Ché Hoat Pong Cua Snort

Snort ding mot card mang & ché do promocous mode dé luu giir cac goi tin trude khi
phan tich ching cho nén tét nhét 1a cic may tinh chay Snort nén dit ¢ cac colision
domain hay trén cic may chu tap tung cac truyén thong trén mang nhu router hay
gateway hodc két ndi vao cac céng SPAN cua Switch , ban ¢6 thé dat Snort trude hodc
sau mot hé thong firewall tlly yéu cau bao mat cta to chirc. Va néu hé thdng mang co
nhiéu phan doan mang thi méi subnet (I6p mang con) phai c6 mot may chu Snort dugc
cai dat, khong nhu cac san pham thuong mai khac ngoai tinh nang chi phi ban quyen cao
thi thuong doi hoi cau hinh phan cimg man, v6i Snort ban c6 thé, vang c6 thé cai dat va
c4u hinh trén x386 computer, tuy nhién ta can c6 dia cing c6 du khong gian tréng dé luu
trit cac packet duoc bét giit, va voi cong nghé luu trit hién nay thi didu ndy khong phai 1a
mot van dé.

Snort hoat dong nhu mdt network sniffer ling nghe va luu giit cac packet trén mang sau
d6 so sanh cac noi dung (payload) hodc header ciia chiing véi mot tap cac qui tic di duoc
dinh nghia goi la cac Snort rule va khi mgt sy trung khép gitra rule va cac packet thi
nhitng hanh dong cua rule s& dugc tién hanh tuy theo dinh nghia. Mot diém thuan loi 1a
cac rule nay ludn duoc cap nhét nhanh chong boi cong d6ng phat trién cho nén kha ning
dap tmg ctia Snort trudc cac dang tan cong hién dai rat cao.

Snort sir dung ba thanh phan sau dé tién hanh cong viéc ctia minh:

« Packet decoder : phan tich goi tin, ké ca IP Header va Data Payload
« Detect engineer : do tim cic ddu hiéu kha nghi theo tap hop cac quy tic.
* Logging va alert system : luu giit va canh bao.

Ba thanh phan nay dung libcap. dé luu gitr goi tin khi ching ta cai Snort trén hé diéu hanh
linux. Con néu ta cai trén hé thong windows thi phai thay libcap bing winpcap.

Trong bai viét nay t6i trinh bay phuong phap cai dit Snort trén hé théng Windows XP
Pro. Ching ta co thé tai winpcap tr www.iltiloi.com va Snort tir trang web
www.Snort.org va chon ban cai trén Windows. Dé tham khao thém vé trién khai Snort
trén hé thng Windows cac ban hiy tham khao cac demo tai day ...

K¥ Thuat Tranh B1 IDS Do Tim Cua Hacker

Bén canh viéc nhan biét nhirng dau hiéu kha nghi dya trén dir li¢u nhan dang goi 1a cac
signature thi IDS con co thé phat hién ra cac mdi de doa dua trén nhiing hanh dong bat
thuong goi 1a anomaly detection. Nhitng hé thong phat hién theo co ché anomaly
detection cin ¢t vao mdt mdc chuin ma tai d6 hé théng hoat dong on dinh hay dat muc
an toan, va khi c6 nhitng hanh vi lam thay d6i tinh trang nay thi IDS s& dwa ra nhirng
canh bao tuong Gmg. Vi du thong thuong CPU chi hoat dong & muc 30 % hiéu suit nhung
d6t nhién tang 1én hon 90 % thi ddy chinh 1a mot tinh hudng bét thuong can quan tam dic



biét, hodc bang thong mang dot nhién bi tran ngép bd cac goi tin thi c6 kha ning hé thong
dang bi mot dot tan cong tur choi dich vu.

Dé tranh bi cac hé thong IDS phat hién thi nhitng hacker kinh nghiém thudng thay d6i dir
liéu truyén sao cho khung trung khép véi dir liéu nhan dang nhu sir dung mdt giao thirc
khic 13 UDP thay cho TCP hay HTTP thay cho ICMP d¢ trién khai cic dot tin cong.
Ngoai ra, nhitng ké tan cong con chia cac géi tin thanh nhidu géi tin nhé hon nhim qua
mat IDS nhung khi tong hop thanh dit liéu gbc tai dich dén thi co6 kha ning giy nguy
hiém dén hé théng Co ché nay duogc goi la session splicing. Mot s6 ki thuat qua mit IDS
khac co thé ké dén vi du nhu chén thém cac dir liéu mo rong, obfuscating dir liéu hay dia
chi bang cach ma hoa, truyén thong khong dong bd hay chiém quyén sd hiru session cia
client.

Mo Hinh Firewall

Firewall hay tuong lita 1a nhitng thiét bi phan cting hay phan mém c6 tac dung nhu hang
rao bao vé cho hé théng mang. Firewall kiém soat cac ludng dir liéu vao va ra trén hé
thong mang va dua ra cac hanh dong cho phép / tur chdi (allow / deny) can cir trén tap hop
cac quy tit 4p dung cho nhiing ludng dit lidu nay. Nhitng thiét bi firewall phan cing nhu
Checkpoint Firewall, Cisco ASA, CyberRoam ..., con cac firewall dang phan mém thi co
IPCOP, ISA Server Firewall.

Khi trién khai firewall dé bao vé hé thong mang ching ta can luu y dén vi tri ciia chung.
Thong thudng thi nhitng thanh phin bao vé nay dugc dat tai cac ving bién (perimeter) dé
bdo v€ va ngan cach 16p mang bén trong vdi bén ngoai la internet. Vung bén trong
thuong duogc goi la vung tin cay trusted-zone, con phia bén ngoai 1a untrusted-zone hay
dugc mo ta bang cac mau tuong tng 1a xanh va do.
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Hinh 16.1 - Kién trac mot firewall (bastion host)

Mot s6 ting dung con quy dinh vung DMZ (lay tir thut ngtr quan sy chi nhitng vung phi
quén sy) dung dé dat cac may chi quan trong ctia to chirc nhu may chi mail, web, co s&
dir liéu. Vung nay dugc gdn ma mau cam tach bi¢t hoan toan vadi phi bén trong va phi bén
ngoai, ngan chin cac sy tuwong tac truc tiép nhim bao vé tdi da cho cic may chii quan
trong.



Hmh 16.2 - Kién trac mot firewall (screened sunnet) véi viing DMZ

Ngoai ra, nhitng mang 16n hay ding hai hé théng firewall theo md hinh back-to-back
tao ra mot h¢ théng bao vé& hai 16p dem dén sy an toan cao hon. Hai firewall nay thuong
do cac nha cung cap khac nhau hoat dong trén nhiing nén tang cong nghé khac voi muc
ti€u gia tang sy tré ngai cho nhing ¢6 gang truy cép trai phép. Theo mot s6 khuyén nghi
thi firewall 16p trong hay ding cac hé théng application firewall nhu ISA Server Firewall
dé d& dang quan tri hodc c6 kha ning tich hop voi hé thdng quan tri vang Active
Directory, con firewall 16p ngoai nén tng dung cac thiét bi phan cing voi tinh niang loc
g6i tin manh m& nhiam nang cao kha ning xur 1y.
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Hmh 16.3 - Hé thong back-to-back firewall hay multi-homed firewall
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DMZ hay Demilitarized Zone 1a thuat ngir chi nhimg vang phi quan sy dung dé dit cac
may chu, ngdn chan sy twong tac truc tiép cua cac ngudi dung bén ngoai hé thong va ca
nhitng nguoi bén trong hé thong. T4t ca nhirng sy truy cap dén may chu dit trongv Ung
nay dé duogc firewall kiém soat chit ch& dua trén cac quy tit.

Cac Loai Firewall

Packet Fitering Firewall : Hoat dong tai téng mang cua mo hinh OSI va thuong 1a mot
thanh phan mo rong cua cac thiét bi dinh tuyén. Cac packet filtering firewall c6 kha nang
kiém soat dua trén dia chi IP ngudn va dich cling nhu s6 hiéu cong ngudn va dich cua
ludng truyén thong.
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Hinh 16.4 - Packet Filtering Firewall

Circuit Level Gateway Firewall : Hoat dong tai tAng Session ctia mé hinh OSI ding dé
giam sat qua trinh three-way handshake d€ xac dinh cac két ndi khong hop I€.
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Hinh 16.5 - Minh hoat Circuit Level Gateway Firewall

Application Level Firewall : Hoat dong tai ting Gng dung, ddy 13 nhitng firewall cao cp
c¢6 kha ning kiém soat dit liéu truyén nhu data payload dé phat hién virus, trojan. Céc
may khach trong viing trusted-zone phai cdu hinh str dung prozy dé truy cap qua firewall
dang Application.
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Hinh 16.6 - M6 hinh hoat dong cua application fireall

Ngoai ra, cac firewall hi¢n dai c6 thé chira chirc nang cua ca ba loai firewall trén va dam
nhiém cong viéc tai cac tang network, session va application trong md hinh OSI. Nhirng
hé thdng firewall kiéu nay duoc goi 14 Stateful Multilayer Inspection Firewall nhu hinh
minh hoa du¢i day
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Hinh 16.7 - M0 hinh Stateful Multilayer Inspection Firewall

Ngoai kha nang bao v¢ h¢ thong dua trén Viéc kiém soat cac dit liéu vao va ra, kiém tra
cac dia chi IP ngudn / dich hay cac sd hiéu cong lién quan dén nhitng dich vu thi cac hé
thong firewall con ¢ kha nang phat hién cac dang tan cong nhu scan port, banner
grabing hay kha ning 4n port d& phong tranh viéc phat hién. Khi ¢6 du hiéu kha nghi
xdy ra thi firewall s€ phat ra cac tinh hiéu canh bao hay hanh dong thich hop do nguoi
quan tri thiét lap. Tuy nhién, da s6 cac firewall can phai tich hop vé6i cac thanh phan mé
rong dé c6 thé quét virus, trojan cho dif liéu tai vé clia ngudi ding.. Vi du nhu  hé thong
mé rdng Webmonitor GFI dung cho IS4 Server Firewall.

HoneyPot — Hé Thong Panh Lira Hacker

Theo nghia den thi honeypot 1a mot hii mat dé by con triung nhu cau thanh ngit cua Viét
Nam 13 “ mét ngot chét rudi”. trong moi trudng an toan thong tin thi honeyot con dugc
goti la decoy server, mot may chu gia mao v6i nhiing 16 hdng bao mat dugc ¢ tinh dung
1én nhdm danh lira cac hacker, khi ho tin cong vao nhitng h¢ thong nay sé& bi dinh biy va
c6 kha niang bi truy lung hay luu lai cac phuong phap tan cong moi dung dé do tim
nhiing trojan hay cac mang botnet nguy hiém dang hoat dong Néu c¢6 nhiéu may tinh gia
duoc dung 1én dé danh lira hacker thi hé thong nay duogc goi la honeynet.

C6 kha nhiéu phan mém dugc dung dé xay dung cac honeypot hay honeynet nhu dich vu
honeyd, phﬁn mém kfsensor hodc cac ban cd thé tu minh trién khai mot hé théng
hoenypot bang cai dit mot may chii trén nén windows ‘hay linux v6i nhirng dich vu ma
cac hacker quan tdm nhu ftp, web server va bat cac ché do canh bao, ghi nhat ki day da
nham lvu lai cac dau vét ma hacker dé lai khi xam nhap he thong. Mot nguyén tat khi
trién khai cac hé théng nay 1a hiy lam sao cang giéng hé thong that cang tdt, vi nhu vay
cang d& danh hra nhirng ké tin cong hon.

Trong qué trinh tim kiém ngudn gdc tin cong cua nhirng mang botnet thi cac chuyén gia
bdo mat cling thuorng dung cac honeypot dé tu lay nhiém virus, torjan roi cai dat cac
chwong trinh gidm sat nham theo doi nhiing két ndi hay hanh dong bat thuong dén mot
website hay dia chi IP nao d6, rdi tir d6 s& 1an thoe nhirng dau vét kha nghi trén. Da s6 ca
hacker bi phat hién theo cach nay vi thiéu kinh nghiém hay do chi quan, ho thuong st
dung may tinh & nha dé diéu khién hoic cac ndy tinh & nhitng noi quen thudc, trong qua
trinh tan cong thi it khi dung cac bi¢n phap che dau nhu 4n danh nén viéc bi 16 chan



tudng 1a didu khong tranh khoi. Vi viy c6 mot nhan xét kha thi vi vé cac hacker do6 1a
“Néu ban 1a mdt hacker gidi thi moi nguoi déu biét dén ban. Con néu nhu ban 1a mot
hacker xuat sac thi sé khong ai biét dén ban! “

Honeypot
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Hinh 16.8 - Mt honeypot dat trong vung DMZ

Cac K¥ Thuat Phong Tranh Fireall Va Honeypot

“V6 quyt day c6 mong tay nhon”, ¥ néi cac hacker luon tim kiém nhirng cach thic vuot
qua sy kiém soat cua nhitng hé thong phong thu va do tim. Mot trong nhiing cach thic
vuot qua su kiém soat cua firewall hidu qua 1a dung tir ving tin cdy trusted-zone dé tién
hanh tan cong. Vi du nhu trong mét mo hinh lab dugce xdy dyng boi hacker mii tring
Mati Aharoni (thanh vién sang 1ap du 4n BackTrack) thi 6ng ta di trinh dién cach thirc
vuot qua hé thong firewall back — to — back bang cach gdi email chira trojan dén cho mot
nhéan vién kinh doanh ctia doanh nghiép dé yéu cau bang bao gia dich vu. Khi nhan vién
nay mo thu s& bi nhiém trojan va trojan nay sé& dimg tir bén trong mang tai cac cong cu tir
mdt website & bén ngoai hé thong, do may tinh nay ¢ trong mang ndi b nén firewall da
cho phép truy cép. Tlep theo, cac cong cu tai veé s€ tao ra mot ket ndi dugc bao bo bang
mot gia thirc khac dé qua mit firewall, vu thé 1a hacker trén mudn kiém saolt man hinh
may tinh cta nhan vién kinh doanh nay thong qua cong 3389 ciia dich vu remote - desktop,
nhung firewall khong cho phép nhung két ndi dén cac may tinh nhén vién qua cong 3389
do d6 giai phap dwa ra 1a boc giao thirc st dung cong 3389 bang mot giao thirc duoc
firewall cho phép thuong 1a HTTP (80) hay SSH (22). K¥ thuat nay duoc goi la
tunneling, mot phuong phap vuot firewall rat hiéu qua hién nay.

SSH Tunneling

Trong vai trd quan tri hé thong hay chuyén vién hd trg k¥ thuat, doi khi ching ta can két
ndi tir may tinh trong vin phong dén cac may tinh ¢ nha hodc & cac chi nhanh dé tién
hanh céc thao tac xtr Iy su ¢b hodc hd tro ky thuat ndo d6 thong qua cac chwong trinh nhur
VNC,Terminal Service hay RAdmin. Tuy nhién khi cong ty sir dung Firewall nhu ISA,
CheckPoint dé bao vé hé thong va kiém soat cac luong dr liéu vao va ra mdt cach chit
ch@ thi ta s& gip trd ngai 16n. Ching ta khong thé (hodc khong co quyén) mé cac TCP



Port 4899 (Radmin), hay 5900 (VNC) dé thuc hién cac két n01 cua minh. Vay lam céch
nao dé chang ta van c6 thé hoan thanh dugc cong viéec ma van dam bao chinh sach bao
mét ciia cong ty khong bi thay d6i?

Cho du hé théng ctia ban co cac Firewall bao vé thi cac TCP Port quan trong nhur 110
(pop3), 80 (http), 21 (ftp), 22 (ssh) van thudng mo dé tién hanh cac cong viéc can thiét
nhu duyét web, e-mail.. dac bi¢t TCP Port 22 cua dich vu SSH c6 chirc nang mé hoa
phién truyén thudng dugc cac firewall wu i cho qua, va chung ta s& dua vao dich vu nay
dé tao ra mot SSH Tuneling d4p tmg cho cong viéc ciia minh.

Ta can co ssh server cai trén cic may & xa (remote computer), ssh client trén may diéu
khién (local computer) va nhitng chuong trinh remote control nhu VNC, Terminal
Services hay RAdmin. Trong phan niy toi s€ dung mdt chuong trinh rat thong dung la
RAdmin (ngdai ra VNC ciing 14 mdt phan mém remote control 5 sao mién phi rat duoc
ua thich, cach thyc hién twong tu chi khac 1a ta phai dung TCP Port 5900 thay cho 4899).
Cai SSH Server trén remote computer thong qua Cygwin

Néu may tinh can diéu khién chay cic hé thong nhu Linux thi ban co thé tai vé& cac goi
openSSH tur http://sourceforge.net (thong thuong trén cac ban Redhat, FC hay Mandrake
da co sin openSSH trén bo dia source (ta chi can vao Add/Remote Application va chon
goi openSSH dé cai dat SSH Server. Con néu nhu cac may xa ding hé diéu hanh
Windows thi cac ban co thé cai Tectia SSH Server hay phan mém Freeware Win_Open-
SSH (tai vé tir http:/are-peace. com/v2/download.php ). Trong phin nay t6i trinh bay giai
phép cdu hinh SSH Server dya trén phin mém tao mdi trudng Linux trén Windows 1a
CYGWIN.

Cygwin la mot phdn mém tuyét voi c6 thé tao mdt moi truong linux-like giap cac ban
muon nghién ctru Linux nhung ngai cai dat va van dung hé thong Windows hién c6 cua
minh. Cygwin cé thé dugc cai truc tiép tir Internet rat dé dang, mac du khong phai la mot
moi trudng Linux thuan tay nhung ciing giip cic ban nim dugc cic cau trac va dong
1énh cua Linux nhanh chéng. Cac thong tin tham khao va cai dat cygwin co thé xem &
http://cygwin.com.

10



Fod

= Cygwin Setup - Choose Download Site(s) = I I:II
Choose A Download Site E

Choose a site from this list, or add vour own sites to the list

Avalable annluad Sltes

P g

ftp:/#ftp. ale. Drg

frpe A2 fep, e bermit] &t
frp: /Aftp, chig.ru

ftp: A4, cise. ufl edu
ftp: A/ ftp eazynet, be
ftp: 4/ ftp. eg.uc. pt
ftp:/#ftp. Ezat. net

Fp: /At it seuitbr. 2
frp: /AFtp. Furet, i

ftp: //ftp.guwdg. de

ftp: A4 FEpiitrn, &, in ;J

[ P T T S TP R [P

ger URL: Add

< Back I Hemt » I Cancel I

Hinh 16.9 - Qua trinh cai dat tir http://cygwin.com

Chon Ftp site va nhin Next sau d6 lya cac goi openssh va openssl trong khung Select
Packages ctia chuwong trinh cai dit, tuy nhién ta c6 thé cai thém cac goi khac néu mudn:

= Cygwin Setup - Select Packages = Il:llﬂ
Select Packages
Select packages to install Lo

" Keep ¢ Prev © LCur ¢ Exp View| Category

| B|| 5r| FPackage LI

o T Trgr T T T I T T o TR

nfa  nfa lighttpd: A light-weight and flexible webserer

nfa  nfm naim: Console AlM, ICG, IRC, and Lily client

nfa  nfa ncttp: Animproved FTP clisnt

nfa nfa netcat: & zimple but powerful networl:; tool

nfa  nfa apenldap: Lightweight Directory Access Protocal clients and serve
openldap-dewvel: Lightweight Directory Access Protocol libranes ar
openzsh: The OpenSSH server and client programs

openzzl The OpenS5L runtime environment

FEH
FEEHE

e R

[l
ping: & basgic network, tool to test [P retwark, conectivity _ILI
]

< Back I Mewt » I Cancel |

Hinh 16.10 — Chon cac package dé cai dat
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Hinh v€ cac gbi openssh va openssl trong Seclect Packages

~ 0% - Cygwin Setup ] =101 x|
Progress C
This page deplays the prograss of the download of mstalation
D oweridanding
atk-1.8.0-1 tar be2

51 % [5MM11k) 4.8kb/s

Pockege:
Total

Disk —————

| e | =

Hinh 16.11 - Cai ddt cygwin véi cac package dugc chon
Khi qua trinh cai dat hoan tit ta hdy nhip vao biéu tuong cygwin trén Desktop dé load

shell ctia cygwin, va thuc thi dong 1énh ssh-host-config dé cdu hinh SSH Server nhu hinh
duoi day:

ERDHE . prrivae]

lozt configuration Findshed. Hawe fun?

Hinh 16.12 — Khoi tao SSH

Sau do khoi dong SSHD bang 1énh net start sshd thong qua giao dién dong 1énh cia
Windows (nhan Start->Run->CMD ).
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)

wDocuments and Settings~’_,_. 7 2 _ | net start sszhd

The CYGWIN hd serwice iz startiny.
The GYGWIN szhd service was started successfully,

Hinh 16.13 — Kiém tra cac dich vu

Vay la chiing ta di hoan tit qua trinh cdu hinh remote server phuc vu cho cong viéc ciia
minh (6 day to1 khong trinh bay phuong phap cai dat VNC hay RAdmin).
Cai bat Va Cau Hinh SSH Client Trén Local Computer Bang Putty

Mot trong cac chwong trinh ssh client mién phi xuit sic 1a Putty co thé tai vé tur
www.sectools.org. Sau khi tai vé ta chi can nhan kép vao bicu tugng Putty dé khoi dong
va nhap vao cac tham so nhu dudi day:

52 PuTTY Configuration @

Categary:

= Session Basic options for wour PuT T session

Loggng Specify pour connechion by host name o IP address
= Tetminal Hast Mame [or [F address] Fot

E*‘-'ﬁbﬂafd 20321021812 22

=)
Protocot
Fesues | ORw  OlIenet ORban  GSSH

= Wiridow

Appeslance Load. save o delete & slored session

E"ha";'“’_”' Savad Sessions
sokcion || [2hutundieg
Default Settrgs oad
l.‘.uln!.na szh_tuneling
= Connection =,
ave
Prcone
T ielrst Delete
Rilogin
- 55H
Atk
T
Bm:eis Cloge window on exit )
o O Mways O Never () Ory on clean exi

[ Qpen | [ concel |

Hinh 16.14 — Giao di¢n Putty

- Host Name (or IP address) 203.210.218.12 la dia chi public cia remote server .
- Port 22 1a TCP Port ctia SSH tai tang van chuyén

Tjép theo hdy chon muc Tunnels tir giao dién Putty dé thiét 1ap SSH tunnel theo cac thong
s0 nhu hinh bén (nhé chon niit Add dé€ ghi cac tham s6 nay vao khung Forwarded ports )
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% PuTTY Configuration

Categane

= Session Oiptions cordroling SSH tunneling
Loggng #17 forwarding

= Teminal ] Enabie =11 forwarding
heghos ¥ display location
il ocalhost0
Features

= Window Part forwarding

B war::e [] Local ports accept connections from other hasts
i [] Bemote ports do the zame [S5H v2 only)

Tranzlation
Selechon Forwarded ports:
Colours
. i L4899 220G M0.218124893
Py
T elrist
Rlogn
= S5H Add new fcawarded port
Auith Source pet | 4899 Agdd
Turwesks
Bugs Destnation | 203.210.21812:4893
(*) Local i) Remote

=0 (e ] [(Corcel ]

Hinh 16.15 — C4u hinh SSH tunneling

* Source port 1a port cua chwong trinh remote control dang ling nghe trén may
duogc dicu khién (VNC dung port 5900, RAdmin: 4899).

« Destination 13 dia chi remote server va port dang ling nghe.

Biy gio ta da c6 thé tién hanh cong viéc remote control vugt qua firewall dua trén ssh
tunneling , hdy nhin Open dé tao két ndi ssh dén remote server va ding nhap véi tai
khoan hop 1¢. Sau khi qua trinh dang nhap hoan tat kiém tra lai bang 1énh netstat —na s&
thiy TCP Port 4899 trén may & xa da dugc map dén may ndi bo:

10n§hurn:4ﬂﬂi? 10n§hurn.§ateway.cum:ﬂ LISTENIHNG
longhorn 1855 longhorn.gateway.com:A LISTENING
longhorn-48%% longhorn.gateway.com:8 LISTENING

longhorn:nethios—=szn longhorn.gateway.com:A LISTENING
longhorn:=1568 DELL:microsoft—ds TIME_WAIT

Hinh 16.16 — Két qua thyc thi 1énh netstat

Tao két ndi Remote Control bang RA client :
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P sddeess or DHS nams Pout
~ Cormection lype
127001 o |89
I l = Ful contol
. ¥ Use del skt port ~ Viows ool
| Advanced sellmdgs
™ Tekrwst
[T Conemct tacugh hoat
™ Fiba tranthe
| =]  Shutdown

e —
Concel |
Hinh 16.17 — Két ndi ¢én may chu bang RA client

Cubi cung, hiy mé RAdmin client két ndi dén TCP Port 4899 ciia may ndi bo (IP
127.0.0.1 ), vdi tai khoan hop 18 1a ching ta dd c6 thé twong tac dugce voi man hinh trén
may tinh & xa dé tién hanh thao tc stra chita hay cai dat thém phin mém ma khong can
thay d6i policy cua firewall nhu Hinh 16.18

il | . et I
% ‘Wirdows Lipdate _ Thing gus cic khéas die tas kY tholt Hew Horzons Vidt Ham trang B chi stent Docu
kifn thic 48 1§y céc chimg chi quiic B8 -
I A
MICROSOFT
| PR L]
‘j SO Cac chimg chl Mionosoft
1S5 Dameis S 0 certiod Microsoft
E 5 CERTIFIED
Ho = .
O v
¢ P
E Shist Down... rht'-*“
fistart || 71 G0 2 B 7 Eew . | Eek | 8o, | Eoir. IET: E-liﬂ'i.?'ﬂu AW o

Bistart]| | (3 8 * | D3w.s| Hro.. | YWoes. | [Gase.. | B2 S21.. -||11'z - [ VRIAA@SH zem
Hinh 16.18 - Man hinh cta remote computer véi public IP 203.210.218.12

Video minh hoa : http://youtu.be/tEDIUCEP3-s

Luwu ¥ : Giai phap nay ciing dwgc hacker sir dung dé tao két ndi ngugc ra ngoai
internet, cong cu putty lic nay s€ 1a ing dung dong 1énh dé han ché vé mat dung
luong.

Tong Két

Qua chuong nay ching ta da nim vé cac hé thong phong thi quan trong nhu firewall,
honetpot hay IDS cung v6i nhitng chirc nang cua chung. Mbi hé thong c6 nhiing déc
trung riéng vi vay khi ing dung vao hé thong chiing ta can c6 sy thiét ké hop ly dé viéc
trién khai mang lai hiéu qua cao. Bén canh d6 1a nhitng k¥ thuat ma hacker dung dé vurot
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qua cic sy kiém soat ndy ma cac bai thi cia CEH thuong dé cap nhu tunnling, session
splicing ...
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