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Tong Quan Vé Buffer Overflow

Buffer Overflow hay BoF la 15i tran bd dém, c6 nguyén nhan gin gidng vé6i tinh hudn
tan cong SQL injection khi ngudi ding hay hacker cung cip cac bién dau vao hay dir liéu
vuot qua kha niang xir 1y cia chuong trinh lam cho hé théng bi treo din dén tir chd dich
vu (DoS) hay c6 kha nang bi cac hacker lgi dung chén cac chi thi trai phép nham thuce thi
cac doan mi nguy hiém tir xa. Co hai dang 16i tran bd dém 1a stack-based va heap-
based.

Ca hai thanh phin stack va heap déu duoc sir dung dé Iuu trit cac bién ngudi dung khi

chay chuong trinh. Khi mét chuong trinh duoc nap vao by nhd dugce chia thanh 6 giai
doan tuong tng vdi so d6 phan doan trong bd nhd nhu hinh minh hoa bén dudi :

text data .bss Heap é s é Stack Env.

Hinh 17.1 - So d6 céc phan doan trong b nh&

Pau tién, cac chi thi 1énh hay md may (phan tap tin thuc thi nhi phin) s& dwoc nap qua
phan doan text dé thyc thi cac tac vu cua ung dung, ving ndy dwoc gan gia tri chi doc co
kich thudc cb dinh tiy thudc vao gia tri khdi tao khi chuwong trinh dwoc nap. Tiép theo 1a
phan doan data chua cac bién toan cuc c6 gia tri khoi tao ban dau. Sau dé 1a ving bss
(below stack session) ciing dung dé luu cac blen toan cuc nhung khong c6 gia tri khoi
tao, kich thuoc cua ving nay va data cling ¢b dinh khi chuong trinh dugc nap. Va cudi
cung 1a ving ENV, dung dé nap cac bién mdi trudng va ddi sb, ciing 1a giai doan sau
cung khi irng dung dugc nap va thuc thi.

Trong cic phan doan trén thi phan doan heap va stack 13 nhitng noi ma hacker sé& tién
hanh khai thac 11 tran bo dém, ving heap dung dé cép phat cac bién dong trong khi thuc
thi bo cdc 101 goi ham nhu malloc(). Heap phat trién tir ving bo nhé ¢6 dia chi tir thap
dén cao theo nguyén tit FIFO (Firt in flrst out, bién ndo nap trude sé ldy ra sir dung
trudc). Nhu hinh dudi minh hgoa mdt ndi dung ctia Heap :

! A= malloc(10); ! C= malloc(4) ;
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Hinh 17.2 — M4t ndi dung cta heap

Khi mot tmg dung sao chép dir liéu ma khong kiém tra kich thudc co phu hop véi kha
ning luwu trit hay khong thi hacker sé tan dung dé cung cap nhirng dit liéu c6 kich thuoc
16n 1am tran heap va ghi dé 1én cac bién dong khac din dén tinh trang heap-based
overflow.



Con ving stack thi ngugc lai ding dé Iuu trit cac 101 goi ham theo nguyén tit LIFO (Last
in first out, 16i goi ndo nap vio sau sé dwoc sir dung trudc). Nhing bién duoc luu trit
trong cac vung nay s€ cho cho dén khi nhan duoc 1oi goi ham dé thuc thi, va moi khi cac
bién nay bi ghi dé boi mot chwong trinh nguy hiém nio d6 thi chuong trinh s& thuc hién
chi thi nay ctia hacker thong qua 16i goi ham ctia minh, va tinh hudng bi khai thac 16i nhur
vay goi la stack-based buffer overflow.

Shell Code

Shellcode hay paypload la thut ngit ding dé chi nhiing chuong trinh thudng c6 kich
thuéc kha nho ma hacker s& chén vao dung céac vi tri thyc thi 1énh ké tiép ctia con tré khi
bi tran bo dém. V&i muc tiéu sé tién hanh cac hanh dong ma hacker mong mudn nhu
trong phan video minh hoa mot dang tin cong 15i tran bo dém trén Windows XP t6i chon
shell code 14 nap giao dién dong 1énh trén may tinh bi tin cong, shellcode nay co tén 1a
reserver_shell, ngoai ra c6 nhiéu loai shell code khac nhau di dwgc viét sin nhu chén cac
dIl méi 1én may tinh bi tin cong, hay tao tai khoan ngudi ding méi ...

Céc shellcode thudng duoc viét bang hop ngit va chén truc tiép vao cac doan mi khai
thac. Vi du vao ngay 26.3.2012 c6 mot méi khai thac 16i buffer overflow ciia UltraVNC
1.0.2 Client dugc cong bd tai dia chi http://www.exploit-db.com/exploits/18666/ v&i
shellcode 1a :

sploit = "A\x52\x46\x42\x28\x30N\x30\x33\x2e\ %30\ %31\ %36 \x8a" << [sploit.length].pack{'N') << sploit

Hoac céc shellcode khac ¢6 dang nhu :
"yx2d\x0b\xd8\x% \xac\xl5\xal\x6e\x2 £\ x0b\xdc\xda\ x90\x0b\x80\ x0e"
"y x92\x03\xa0\x08 \x94 \x1a\x80\x0a\x9c\ x03\xa0\x10\xec\ x3b\ xbf\xL0"
"yxdc\x23\xb\xfB8\xc0\x23\xbf\xfc\xB2\x10\x20\x3b\xaa\ x10\x 3£\ xL£"

"hx91\xd5\x60x01\ x990\ x1b\xc0\x0 £\ xB82x10x20x01 %91\ xd5\x60x01"
Hinh 17.3 — Mot doan shellcode

Cac bude tién hanh khai théc buffer overflow

1. Tim vi tri hay cac diém gy ra 15i tran b dém cua ing dung.

2. Ghi cac dit liéu c6 kich thudc 16n dé vuot qua kha ning kiém soat ciia chuong trinh.
3. Ghi dé 1én dia chi tra vé cta cac ham.

4. Thay d6i chuong trinh thyc thi bang doan mi ctia hacker.



Nhu doan code bén dudi mé ta mot tinh hudng bi 18i bof cua ham bof (), do kich thude
buffer chi chira t6i da 8 ki ty nhung ham strcpy sao chép dén 20 ki tu vao by nhé vuot
qua kha nang luu trir da duogc khai bao trong bd nh¢ dé¢m.

/* This is a program to show a simple uncontrolled
overflow of the stack. It will overflow EIP with
0x41414141, which is AAAA in ASCII. */

#include <stdlib.h>
#include <stdio.h>

#include <string.h>
int bof () {

char buffer[B] ;
strcpy (buffer, "ARAAARAAARAAAAARAARRAA") ;
[*copy 20 bytes of A into the buffer*/

return 1; [®return, this will cause an access
violation due to stack corruption.*/ }

int main (int argc, char **argv) {

bof () ; [*call our function®/

[*print a short message, execution will never reach
this point because of the overflow*/
printf ("Lets Go\n");

return 1; f*leaves the main function*/ }

Hinh 17.4 — Mt doan ma bi 15i tai ham bof()

Céc ban hay tham khao thém mot vi du vé tran bo dém viét béng ngon nglt C 1a overrun.c



#include <stdio.h>

main() {
char *name ;
char *dangerous system command;
name = (char *) malloc(10);
dangercus_system_cﬂmmand = (char ¥)
malloc {(128) ;
printf ("Address of name is %d\n", name) ;

printf ("Address of command is %d\n",
dangerous system command) ;

sprintf (dangerous system command, "echo
£s", "Hello world!"™) ;

printf ("What's your name?");
gets (name) ;
system (dangerous_ system command) ;

}
Hinh 17.5 — Mdt vi du khac vé tran bd dém

Trong phan dau ciia doan mé sé khai bao hai bién kiéu chudi va gan bo nhé cho chung.
Tiép theo bién name s& dugc cap phat 10 byte trong bd nhd (co thé Iuu tdi da 10 ki ty)
con bién dangerous system command duoc cip phat dén 128 byte, nhu vy hacker co
thé chay d¢ (overrun) 1én ving nhé cua bién name thong qua cac gia tri nhip vao qua
bién dangerous_system_command de thyuc thi cac shellcode cua minh (chung ta s€ thao
luén vé chu dé shell code & phan tiép theo)

Khi céc ban bién dich doan ma overrun.c trén linux s€ cho két qua nhu sau :

gocc OoVerrun.c —o overrun

[¥XX]18 ./overrun

Address of name is 134518696
Address of command is 134518712
What's your name?xmen

Hello world!)

[XX]$

Hinh 17.6 — Két qua bién dich overrun.c

Nhu vay, néu nhu hacker nhap vao plét bién c¢6 do dai 16 ki tu thi s& bj tran 6 ki tu cho
phép thuc thi cac chi thi ngoai y mudn nhu cat /etc/passwd trong hinh 17.7 :



[XX]5 ./owverrun

Address of name i=s 134518696
Address of command is 134518712
What's your
name?0123456789123456cat/ete/passwd

root:x:0:0:root: froot: /bin/bash
bin:x:1:1:bin: /bin:

daemon:x:2:2 :daemon: /sbin:

adm:x:3:4:adm: fvar/adm:

lp:x:4:7:1p: /var/spool/lpd:
sync:x:5:0:synec: /sbin: /bin/sync

shutdown:x: 6:0: shutdown: /sbin: /sbin/shutdown
halt:x:7:0:halt: /sbin: /sbin/halt
mail:x:8:12:mail: /var/spool/mail

Hinh 17.7 — Cung cép bién gy 15i tran b dém

Tim Kiém L&i Tran Bo Pém Cua Ung Dung

Pé tim kiém cac 16i tran b dém hacker c6 thé ding cong cu BOU (Buffer Overfolw
Utility) kiém tra xem cac web site ¢ bi 10i buffer overflow hay khong. Hay kiém tra bang
cong cu OllyDbg nhu trong hinh minh hoa dudi sé xac dinh dugc céc dia chi bi ghi de.
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Hinh 17.8 - OllyDbg

Mot quy trinh kiém tra ing dung miu sample.exe véi OlIDbg Debuger nhim tim xem ¢
bi 16i BoF :

1 — Kiém tra ing dung sample.exe (mé chuong trinh v6i OlIDbg)

2 — Khéi dong chuong trinh trong OlIDbg

3 — Nap vao mot s0 luong 16n cac ki ty vi du AAAAAAAAAAA vao ung dung.

4 — Chay chuong trinh véi dit liéu dau vao da nap dé kiém tra cac bao céo cua OIIDBG

5 — EIP chua gia tri 41414141 tuong trung cho chudi AAAA trong hexa 1a cac gia tri bi
tran.

|Registers (FPU) £

Eriz (s
ECH QOI20FB4
E0i B@414141

EBX YFFDDDBE
ESP @QI2FEEC ASCI * RRSAARRNRRRSAACanarnias
EEF 41414141
ES] oddatnze

Hinh 17.8 — Kiém tra tng dung sample.exe dé tim 161 tran bo dém

Ngoai ra, ching ta con ¢ thé dung IDA Pro dé xac dinh cac ung dung bi 16i tran bd
dém, sau day la danh sach cac chuong trinh dung dé kiém tra 10i BoF :
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Hinh 17.9 — Céc cong cu6 kiém 16i Buffer Overflow

Minh Hoa Khai Thac Loi Tran B BPém

Khi hé théng bi BoF cac hacker co thé xac dinh cac vi tri va gia tri gay 16 dé chén
shellcode vao chuong trinh, thong qua dé c¢6 thé chiém quyén diéu khién tir xa. Nhiing
cong cu khai thac phd bién hién nay ma cac hacker thuong st dung 1a Metasploit
Framework hay Core Impact, Backtrack. Trong video minh hoa sau chung ta s€ s dung
cong cu khai thac dé chiém quyén diéu khién mot hé théng ding hé diéu hanh Windows
XP (http:/www.youtube.com/watch?v=AKwyY 2bfgv8)
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Hinh 17.10 — Khai Thac Thanh Cong



Sau khi khai thac 16i tran bd dém cua dich vu netapi trén Windows XP, hacker co thé
chaylénh trén may nan nhan qua payload reserve shell.

Tong Két

Trong chuwong nay chiing ta di tim hiéu vé quy trinh nap tng dung vao bd nhé va nguyén
nhan dan dén tinh trang tran by dém, can phan biét trinh ty xur Iy cua heap va stack. Cac
ban lyu y nhitng cong cu ma hacker ding dé phat hién 15i ciing nhu céc chwong trinh khai
thac thong dung.

Dé khong bi tan cong BoF thi cac chuong trinh khi duoc viét can tuan theo cac quy tit an
toan ngay tir luc bat dau, kiém tra 15i can than voi nhitng chuong trinh debug nhu IDA
Pro, OlIDbg, dac biét quan tam dén cac ham hay bi BoF nhu gets, strcpy ...Bén canh do
khi bién dich nén str dung cac chuong trinh bién dich an toan nhu StackGuard nhim ngin
chan dia chi tra vé bi ghi d¢. Kiém tra cac bién dau vao va han ché thuc thi chwong trinh
voi quyén root (trén linux) hay quyen quén tri cao nhat trén Windows. Dat cac thong bao
tir Google v&i tir khoa lién quan dén nhitng chu dé hay 161 bao mat can quan tam tai dia
chi http://www.google.com/alerts nhu minh hoa ..

Google meng bao

U JLL s LT e ST Khéng cé két qua gén ddy ndo cho truy vin tim kiém cla ban. Duwéi day 13 vi du vé loai két
qud ma ban s& nhin duec
Loai két qua: Mai thir -
. . e Web 4 két qua méi cho buffer overflow
Tan suat: Mét lan mét ngay -
Tim hiéu I5i Buffer Overflow trén Windows - -~ HVAGnline - i
S6 Iy ong Chi két qua tét nhat - 15 Thang Mwdi Méat 2008 ... Din dan chinh - Thao ludn thdm nhap - Tim hiéu |3 Buffer £
Overflow trén Windows - XML ..... Cho mét wi dy sau cé I8i tran stack (buffer
overflow) ...
Email cla ban: ‘ alet@security365.vn www._hvaonline_net/hvaonline/posts/list/26195_hva
BuﬁE[ over’ﬂow(bao caq': ) ) ; ) N ) .
22 Thang Sau 2010 ... Giao vign hwéng dan : Pham Van Tinh Sinh Vién Thue Hién: Ho
L Thanh Mhan L& Thanh TAm Héng Sec Xwéng
G vy e Ea www.slideshare.net/phanleson/buffer-oveflowbao-cao

Thac mac/Hai Kaspersky bao Intrusion Win.NETAPI. buffer-overflow ...

Minh 1dm dich vu Internet. Kaspersky 2010 tir may chd bao nhw sau: D4 phat hién:
Intrusion.Win.NETAP|.buffer-overflow.exploit TCP tlr 192.168.1.103 t&i.
www.vn-zoom.comv.../kaspersky-baoc-intrusion-win-netapi-bu

Hinh 17.11 — Dat thong bao vai Google Alert

D6i voi hé diéu hanh va cac ung dung hoat dong trén may chu can dwoc thudng xuyén
kiém tra bang nhitng chwong trinh nhu NESSUS, Retina, GFI nham phat hién kip thoi
cac ung dung hay tién trinh gay 16i. Trongvai trd quan tri hay mot CEH thi ching ta nén
dinh ki cap nhép cac ban va, hotfix, theo doi nhirng thong tin mai nhat vé 15i bao mat lién
quan dén cac mg dung hay hé thong ma co quan, t6 chirc dang ding.



