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Cryptography La Gi

An toan thong tin 13 bdo v¢ cac ddc tinh riéng tu (confidentialy), toan ven (intergrity) va
kha dung (availabilty) cta thong tin.

C : (confidential) bao vé tinh riéng tu ciia dir liéu thong qua cic co ché ching
thuc va ma hoa, ngan ngira nhitng ngudi khong hop 1€ sé khong duge doc nhiing
thong tin. Giong nhw cdc bi thw khi phdt lwong thwong dwoc din chiv
Confidential, chiing ta cé thé hinh dung trong méi truong IT la mét nguoi chwa
log vao domain sé khong duwoc truy cap nhitng dir lieu chi chia sé cho cac Domain
User.

I : (integrity) bao v¢ tinh toan ven cua dir liéu thong qua cac thuat tban message
digesst, SHA, MDS5.. ngan ngura attacker thay doi cac thong tin nhay cam trong
qua trinh truyén.

A : (available) bao dam dit liéu ludn & trong trang thai san sang dap ng nhu cau
cua nguoi dung. Trong cac ki thi chung chi bao mdt cua Security+ va SCNP cdac
cdu héi vé CIA rat hay ra, dic biét luu ¥ chiv A la twong trung cho Available chi
khong phai Authentiacation.

Non-Repudiation : Tinh khong thé chdi bo, nghia 1a dir liéu ngudi nao goi di thi
ho phai c6 trach nhi€ém véi cac thong tin ciia minh thong qua cic xac nhan nguon
goc nhu chir ki dién tu.

Encryption

Plaintext

Objectives of Cryptography

Confidentiality
Integrity
Authentication

Non—Repudiation

Hinh 18.1 — Cac muc ti€u cia ma hoa.

Pé thyc hién diéu nay chung ta ap dung cac bién _phap xac thuc va md hoa. Va mdt ma
hoc hay cryptography 1 nganh hoc nghién ciru vé vin dé mi hoa.

M3 hoa 1a mot tién trinh bién doi dir liéu tir dang cleartext (vin ban thuan tiy dé dang
nhan biét) thanh két qua ciphertext, dang dir liéu khong thé doc dugc néu khong duoc



giai md bang cac khoa thich hop. Muc tiéu ciia mi hoa 1a ngin ngira viéc tn cong man in
the middle, sniffer danh cap dir liéu trai phép hodc phong ngira viéc mat mat dir liéu khi
bi hacker tin cong vét 1y nhu trom dia cing, may tinh xach tay hay tham chi dot nhap vao
hé¢ théng van khong thé xem duoc cac dir liéu riéng tu, bi mat da duoc bao vé bang cac
thuat toan ma héa manh mé.

Hinh 18.2 - Ma hoéa s€ ngan khong cho attacker xem trom dir liu

Tong Quan Vé Mi Hoa

Mi hoéa c6 thé ap dung cho dit liéu luu trit trén dia cimg hodc khi ching truyén qua mang,
va cac thuat toan md hoa s& c6 nhiém vy bién ddi dir liéu tir dang clear text sang cipher
text va nguoi lai la gidi ma tir cipher text thanh clear text. Ngay tur thoi xa xua, vi tudng
linh tai ba Cesar da biét Ung dung k¥ thuat ma hoa dé bién d6i mot thong diép gdc thanh
mot thong diép khong thé doc dugc dé truyén thong trong moi truong quan sw. Thuat
todn nay g01 1a Cesar Shilf va c6 thé xem 13 thuét toan mi hoa cb xua nhat, hoat dong
kha don gidn. Vi du mot thong diép khi truyén 1a ABC s& duoc tmg dung mi hoa dich
chuyén ki tg qua phai mét vi tri s€ thanh la BCD, nhu vay khi nhan duogc s€ ing dung
giai mi bang cach dich ngugc vé trude mo ki ty, ddy ciing chinh 1a khoa dé giai ma. Vai
phuong phéap nay thi chi can quét can voi khoang 27 1an 1a cho ra két qua gdc, nhung dua
trén y tuong ndy cac nha khoa hoc di cho ra doi cac thuat toan md hoa dich chuyén
transposition khong thé bé khoa.

Ngoai phuong phap dich chuyén 1a traspoesition con c6 co ché mi héa khic nhu
substitution 13 phuong phap thay thé ki tu ndy bang mot ki tu khac. Cac thuit toan ma
hoa s& ing dung nhung cong thirc toan hoc dua trén co ché thay thé hay hoan d6i vi tri dé
tao ra cac dir li€u an toan.

Trong qua trinh giai mi ta cin c6 khéa thich hgp. C6 hai kiéu sir dung khéa giai ma la
sysmetric key encryption va asymmetric key encryption hay con goi 13 ma héa déi xirng
va md héa bat doi xirng. Mdi phuong phap c6 nhitng dai dién 1a cac thuat toan DES, AES
hay Elgamel ma chung ta can phan biét trong cac ki thi chirng chi CEH. Sau day 1a bang
mo ta va cac thuat toan thong dung dai di¢n cho hai co irng dung khéa nay :



Bang 17.1 - Cac Thuat Téan Ma Hoa

Thuat Téan Ma Hoa | Mo ta Vidu
Symmetric/Private Symmetric encryption (md | [ Data Encryption Standard
key héa doi xitng) con duoe xem | (DES)
la private key encryption | [1 Triple DES (3DES)
tién hanh ma hoa va giai ma | ] Advanced Encryption Standard
dwa trén mot khoa duy nhat. | (AES)
Diéu nay c6 thuan lgi vé mit | () Rijndael
téc do trién khai cling nhu | [ Rivest Cipher (RC) 4 va 5
chi phi thap nhung lai co tinh | [] Skipjack
bao mat kém vi khi tién hanh | [ Blowfish
truyén dit lidu phai gorl kém | [1 CAST-128
ca khoa ding dé giai mé vi
vay khi khoa bi danh cap s
lam cho dit liéu bi mait an
toan. Do d6 khi ap dung co
ché nay cin c6 co ché truyén
khoa an toan.
Stream cipher la symmetric
encryption
Asymmetric/Public | Asymmetricencryption  (ma | [ Rivest Shamir Adelman
key héa bat doi ximg), hay con | (RSA) cryptosystem

goi 1a public key encryption
la phuong phap ma hoa cao
cap hon so v6i symmetric
encryption va an tdoan hon.
Trong co ché mi hoa nay
mot cdp khoa duogc ap dung
gdm public key c6 tac dung
dbi véi tat ca moi nguoi, va
dir liéu s& dugc md hoa bing
public key cua recipent (bén
nhan) va chi c6 private key
cta recipient méi co thé giai
ma dir li¢u. Phuong phap ma
hoa bat d6i Xlng giai quyét
duoc van dé chia s& private
key ctia ma héa ddi xtng, do
do tinh an toan cling cao hon.

[ Diffie-Hellman
1 Elgamel




Cac Thuat Toan Bam (Hash)

Céac ham bam 13 nhitng thuit toidn mi héa mot chidu va khéng c6 co ché giai ma vi du
nhu phuong phap message digest st cac thuat toan bam (hashing algorithm) nhu cac giao
thirc MDS5 va SHA. Khi sir dung céc thuat toan bam s€ tao ra cac gia tri bam (hash value)
1 digest voi kich thude phu thude vao dit lidu gde.

Trong qua trinh truyen thong ca dir liéu da ma hoa (ciphertext) va digest déu duoc truyén
dén bén nhan & phuc vu cho qua trinh so sanh dir liéu sau khi truyén voi cac thuat toan
thich hop. Digital signature ngoai viéc cung cp co ché bao dam tinh toan ven (integrity)
con loai trir khd ning chdi bo trach nhiém cua bén gdi dir li€u, dic trung nay con dugc
goi 1a non-repudiation nhu c6 trinh bay trong phan trén — mot trong nhirng tinh ning
quan trong trong moi truong trao doi thong tin dién tir.

Bang 17.2 - Cac Thuat Téan Bam

Céc thuat toan Hashing Mo ta

Secure Hash Algorithm (SHA-1, SHA- | La thuat téan ma héa manh nhat trong s6 2
256, SHA- thuat téan bam duogc gioi thi¢u. SHA-1 tao
384, va SHA-512) ra cac hash value 160-bitcon SHA-256,

SHA-384, va SHA-512 thi tao ra cac hash
value tuong ung 256-bit, 384-bit, va 512-
bit.

Message Digest 5 (MD-5) MD?5 str dung 128-bit message digest.

Public Key Infrastructure (PKI)

PKI hay ha tang khoa cong khai bao gom nhiéu thanh phan khéac nhau nhu con nguoi,
chirng chi dién tir, chinh sach, thiét b phan cling, phan mém va quy trinh thyc hién nhu
trong hinh minh hoa. Trong cac thanh phan trén thi CA hay Certification Authority 1a
quan trong nhét chiu trach nhiém cap phat va quan 1y cac chimg chi dién tir (certificate)
va x4c nhan tinh hop 18 ciia thanh phan tham gia qua trinh trao d6i théng tin ing dung
cong nghé¢ mi hoa khoa cong khai. Cac ban c6 thé hinh dung PKI nhu 1a mot bo may
quan 1y ctia chinh phi v6i cac co quan quan 1y va thi thyc, mdi ngudi dan 13 cac thanh
phan lién két, trao doi thong tin. Va chimg chi dién tr 13 chirng minh nhan dan hay
passport (hd chiéu). Khi chung ta can su dung mot dich vu nao d6 nhu di chuyén bing
may bay thi cac ban can phai xuit trinh ching minh nhan dan dé co quan an ninh xac
nhan tinh hop 1¢, nhitng co quan an ninh hay bd phan quan 1y nay van hanh theo mét quy
trinh do chinh phu quy dinh.




Quay tré vé v6i mo hinh PKI, khi mot ngudi dung sender can goi thong tin dén ngudi
nhdn 14 receiver thi ca hai phia cdn phai xin mot certificate tir don vi chi quan 1a may
chii CA thong qua cac yéu cau xin khoa duoc goi 1a enrollment, qua trinh nay c6 thé
dién ra nhanh chéng bang cach gai yéu cau truc tiép dén CA néu nhu cac thanh phan trén
& trong mdt mdi trudng tin cdy nhu Actice Directory. Nhung da sb chung ta phai xin
khoa qua modt yéu cdu theo dinh dang chudin PKCS #10 (tham khao
http://www.rsa.com/rsalabs/node.asp?id=2132), néu yéu cau hop 1& cic certificate duoc
cap phat voi dinh dang X.509 chira cac thong tin gom cap khoa public key, private key va
thoi gian hop 18 cta cac khoa nay (khi hét thoi gian thi khong sir dung duoc cac khoa nay
nita v phai yéu ciu mot cip khoa méi). Néu sender can goi mot email dén receiver thi
anh ta s& dung public key cua receiver & ma héa, sau do th6ng diép goi dén bén nhan va
receiver s€ dung private key cua minh dé giai md, vi khoa giai ma khong bao gio' dugc
truyén trén hé théng mang nén do bao mat rat cao.
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Hinh 18.3 — Qua trinh truyén thong trong moi truong PKI

Chiing ta ¢6 thé ty trién khai cac hé thong PKI trén Windows hay Linux nham phyc vu
cho nhu cau trao ddi thong tin trong ndi b béng cach cai dat thém dich vu CA trén hé
diéu hanh Windows Server 2000 / 2003 / 2008. Néu mudn sir dung cong nghé khoa cong
khai trong moi truong cong cong nhu (ng dung cho trang web cua co quan, doanh nghi¢p
thi can phai mua hodc thué cac dich vu cap phat va quan ly Certificate tir nha cung cap
bén thir 3 12 VeriSign (tai Viét Nam c6 VASC la dai ly ctia Thawte) hay Thawte, Entrust,
Comodo, Sitelock ... Ngoai ra, co thé st dung cac h¢ théng PKI m¢ nhu OpenPGO,
GNUPG.



coMODO =] (O thawte

=All digitul cerfificates. All in one place.
F\ Q
http://www.verisign.com http.//www.entrust.net

Hinh 18.4 — Céc nha cung cép dich vu xéc thuc va chiing chi dién tir

Chit Ky S6 (Digital Signature)

Chit ky s6 chi 1a mot thanh phan cua chir ky dién tir. Chit ky sb 1a chit ky dién tir dya trén
k¥ thuat md hoa khoa cong khai ma ching ta da d& cap, véi mot cip khoa danh cho mdi
nguoi la khoa bi mat (private key) va mot khda cong khai (public key). Khdéa bi mat
khong bao gid truyén trén mang con khoa cong khai co thé cong bd cho tat ca moi ngudi
tham gia c6 thé biét. Vi du dé trao d6i thong diép bi mat, ngudi giri s& tim khoa cong
khai trong dir liéu dugc cong bd nhu trong co sd dit lidu cia OpenPGP (khi nay chung ta
can cai phan mém OpenPGP) va sir dung khoa cong khai nay cua nguoi nhan dé ma hoa
thong diép can giri, tiép theo bén nhan s& sir dung khoa bi mét twong tng ciia minh dé
giai ma thong di¢p.

Chir ky dién tir 1a théng tin duoc ma hod bang kho4 riéng ciia nguoi giri va giri kém theo
van ban nhim dam bao cho ngudi nhan dinh danh, xac thuc ding ngudn gbc (non-
repudiation) va tinh todn ven cua tai liéu nhan dwgc (intergrity). Chir ky dién tir thé hién
van ban guri di 1a da dugc ky bdi chinh nguoi s¢ hiru mot khoa riéng tuong ting véi mot
chirng chi dién tur nao do.
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Hinh 18.5 - Minh hoa qua trinh géi thu dién tu c6 ung dung chit ki s6

Ma3a Hoa Dir Li¢u Trén 6 Cling

Dé bao vé dir liéu trén 6 cung ching ta thuong str dung cac phuong phap mé hoa véi
thuat toan c6 d6 manh nham phong chdng hacker d4nh cap thong tin va giai ma. Néu st
dung hé théng Windows véi dinh dang NTFS ta c6 thé dung tinh ning mi hoa EFS
(Encrypt File System) dé bao vé dir liéu trén may tinh cua minh. Nhung v61 phuong phap
EFS néu bi hacker dot nhép may tinh v6i quyén cua nguoi dung thi ké tan cong co thé
doc thong tin mat ma khong can giai ma do dédc tinh mé héa va giai ma trong subt dbi voi
nguoi dung. Chinh vi vay, mot ing dung ngudn mé duge nhiéu nguoi st dung cho van
dé ma héa dir liéu trén dia cting 1a TrueCrypt v6i cac thudt toan rit manh mé va hau nhu
khong thé giai ma. Mot trong nhiing tinh ning tha vi cia TrueCrypt 1a cho phép ma hoa
toan bd hé thong, ngin chin hacker ngay tir budc dang nhap. Va cho du may tinh hay dia
cling cta quy vi c6 bi danh cip thi dir liéu riéng tu van hoan toan bi mat.

Huéng Dan Sir Dung TrueCrypt

TrueCrypt la phin mém ngudén mo c6 kha ning ma hoa toan bd mot khong gian 6 clng
theo co ché on-the-fly - nghia 14 tit ca dit liéu s€ dugc ma hoa va giai ma hoan toan ty
dong khi chung dugc doc hay ghi ma khong can bat ky sy tuong tac nao clia ngudi dung.
Diéu nay gan gidng voi tinh ning mi héa EFS cua hé théng Windows Server 2000/2003
hay XP khi cac ban dinh dang cac phan chia theo NTFS. Tuy nhién véi TrueCrypt ching
ta c6 thé quan 1y dir lidu an toan hon, khong thé giai mi thong tin da bi ma hoa ma khong
c6 cac khoa thich hop, va mot khi thiét 1ap co ché ma hoa véi TrueCrypt toan bd hé thong
tap tin bao gdm céc file/folder, metadata va khong gian tréng déu dwoc ma hoa.

Céc tap tin trén "6" (volume) TrueCrypt c6 thé sao chép, di chuyén mot cach binh



thuong. Khi mot tap tin dugc doc no s€ dugce gidi ma on-the-fly (trong bd nhé/RAM),
nguoc lai khi tap tin hay thu muc dugc chép 1én b TrueCrypt thi s€ dugc ty dong ma hoa
trude khi lwu. Han 1a cic ban s& thic mic c¢6 can phai ting thém RAM khi sir dung
TrueCrypt hay khong, vi qua trinh ma hoa/giai mi on-the-fly tién hanh trén bd nhé nay.
Cau tra 10 1a khong boi vi khong phai toan b tap tin s& duoc nap vaio RAM cung luc dé
tién hanh mi hoa hay giai ma, ma chwong trinh chi nap mot phan tap tin vao bo nhé dé
thyc hién qua trinh nay, sau d6 nap tiép nhitng phan con lai theo co ché "cudn chiéu".
Diéu nay lam cho by nhé khong bi chiém dung toan bo nhung van cé thé tién hanh ma
hoé/giai ma trong suét qua trinh xtr Iy tap tin nhu doc, ghi, xem video ...

Mot diéu can chii y nita 1a TrueCrypt khong luu bat ky dir lidu da dugc giai mi 1én dia

cirng ma chi tam thoi luu trir 1én RAM, khi hé théng shutdown/restart hodc bi sy cd mat
nguon dot ngdt thi dir li€u van dugc luu trong trang thai an toan.

St Dung TrueCrypt
Budc 1:

Dau tién chiing ta tai vé phin mém va cai dit trén may tinh cia minh. Céc ban co thé tai
TrueCrypt tur dia chi:

http://www.truecrypt.org

Buoée 2:

Sau khi cai dat, chay chuong trinnh bang cach nhan chudt vao biéu tuong TrueCrypt trén
desktop hodc trong trinh don Start>Programs>TrueCrypt.

Buoée 3:

Trong ctra s6 chinh cta TrueCrypt, hiy nhin Create Volume.

R ~15ix
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Ctra s6 TrueCrypt Volume Creation Wizard s& xuat hién, nhin Next.

E TrueCrypt Yohame Creation Wizard
TrueCrvpt Volume Creation Wizard

= Cratm o standard TrueCrypt volime
" Creste a hickden TrueCrypt volume

‘What i 3 hidden voluma?

This wizard vall belp vou to creabe & new TrosCrypt volame,

Important: Collection of random data has begun. The data will be
ussd in genersting the master key, the secondary key (LRW mods),
ared 5, fior tha nae volumne, The collected dats indhads your
moUse movements within ths window, keystrokes, and other data
bk ained from the system, The data should be as random as
possible, 50 the more randomly and the longer you move the

s, the batter,

(] o [ ] ow |

Budc S:
Trong budc nay ta can xac dinh vi tri tao "6" (volume) TrueCrypt. Mot TrueCrypt
volume c6 thé dat trong mdt file, dugc goi 1a container, hay trong mdt partition (goi la

device). O diy chung ta s& tao mot TrueCrypt volume trong mot file.

Nhéan Select File dé tiép tuc.

Volume Location

I j Select File. ..

v Mever save histary Select Device, .,

Budc 6:

Chung ta s€ tao mot TrueCrypt volume (container) trong folder D:\My Documents va dat
tén la My Volume. Ban c6 thé chon tén khéc va luu trir vao vi tri tuy y nhu trén 0 dia
USB.

Luu y : TrueCrypt khong ma hoa bat ky tap tin ndo da c6 sin trén hé thong. Cho nén, néu
ta chon mdt tap tin c6 san thi tap tin nay s€ bi ghi dé va thay thé bang mot container. Vi

vay ban can tao mdt volume va di chuyén tép tin vao volume nay.

Nhap tén va nhin Save dé quay tré vé man hinh TrueCrypt Volume Creation Wizard.
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Lack e [T My Docaents =] & @& et EE-
-y

-
ek Cicetrgnsier

My Documants

[raaiclop

Filez of lype: |1 Fies 27 =

Fila pame: iz Youme) | I Save
Canceal
g

Buwoe 7:

Trén cira s6 Volume Creation Wizard hiy nhan Next.

Volume Location

| D=1y Documentsity Vohene x| selectFile...
P Mever save history Select Device. .. I

Youl can creabe File-hosted conbainers or encrypk entiré hard desk
jpartitions, foppy disks, USE memany sticks, and other storage
devices. Click Select File., . to spacify the name and path of the
file b be created ko host bhe new volums, or click ‘Select Device. ..
to choose a partition or device to endarypt,

‘Warning: If you encrypt & partition or a device, all data currenthy
stored on the partition or the device will be erased.

wep | <prev Next > cancel |

Buoec 8:

Pén day, chung ta chon cac tham s6 can thiét nhu thut toan ma hoa, thuét toan bam. O
day str dung céc thiét 1ap mac dinh la AES va RIPEMD-160, r6i nhan Next.



Encryption Options

Erv:m:tlm Algorithim

FIPan:pn:-'.'ud cipher {Rijndael, published in 199&) that may be
used by L5, government departments and agencies bo probect
clazsified infarmation up ba the Top Secret level. 256-bE key,

126-bit bock, 14 rounds (AE3-256). Mode of operation is LRW.

|RIPEMD-160 | Information on hasch slgorithms

Help I < Prev I Mt = I Cancel

Buéc 9:

Hay xac dinh kich thu6c cia TrueCrypt container, vi du 1 megabyte nhu trong hinh. Ban
c6 thé xac dinh kich thudc thich hop v&i nhu ciu ctia minh va nhin Next.

Please specify the size of the container to create,

If waou create a dynamic (sparse-file) container, this parameter will
specify ks maximum size,

Mote that the minimum possible size of a FAT volume is 19 KB, The
minimumm possible size of an NTFS volume is 2526 KB,

Help < Prey Cancel |

Buwéc 10:

Day 1a mot trong nhitng budc quan trong nhat: xac dinh mat khau (password) cho
TrueCrypt volume. DPé chon mot password manh céc ban cé thé tham khao céc tai liéu
lién quan, & day chi néu vin tit mot mat khau manh thi do dai it nhat phai la 8 ky tu két
hop chir hoa, chit thuong, s6 va cac ki tu dic biét. Sau d6 nhan Next.
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Volume Password
Password: | |

Conffirm: I }
I™ Displsy password feyhiles:,
™ Use keyfiles -

It is very imporkant that vou choose & good password. You shauld
avoid choosing one that contains only a single word that can be
found in & dickionary (or a combination of 2, 3, or 4 such words). It
should not conkain any names or dates of birth, It should nok be easy
ko guess, & good password is a random combination of upper and
lower case lethers, numbers, and special characters, suchas @ =4
* + etc. We recommend choosing a password consisting of more than
20 characters (the longer, the better), The macdmum password
lerwgth is &4 characters.

s | _com [B] on |

Bworce 11:

Hay di chuyén con tro chudt trong pham vi cira s Volume Creation Wizard trong khoang
30 gidy. Thoi gian di chuyén chudt cang lau thi chit lugng ciia khoa ma hoa tao ra cang
t6t. Dé tiép tuc hay nhan Format. Tuy thudc vao kich thudc ctia TrueCrypt volume ma
tién trinh dinh dang dién ra lau hay mau, sau khi hoan tat chung ta s€ c6 mot TrueCrypt
volume tén 1a My Volume trong thu muc D:\My Documents\, va thong bao hoan tit qua
trinh tao volume.

Nhén OK dé dong hop thoai.

Volume Forimat
~ Cptians
Flesystem |[FAT = C‘m}befaut i I~ Dymamic

Random Pool: FAAE]1CDISESSOFLCAFCEZESIDEE1TTSC W
Header Key:
Master Key:

At

Here you can sek additional options that will affect the Format of the
e volume. Please refier bo the documentation For more information.
‘ihen done, click Format’ bo creste vour new volume,

wop | <eer [[Eomat ]  conce

Bwoce 12:
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Nhu vay, chiing ta d3 tao xong mot TrueCrypt volume (file container). Hiy dong cira s6
TrueCrypt Volume Creation Wizard bang cach nhan Exit .

Help { Erev _. ....... Mex'::} ........ .\, Ex": I

Buwéc 13:

Trong phan tiép theo chiing ta s& "gan" (mount) volume vira duoc tao v6i mot tén 6 dia.
Vi du chung ta gan TrueCrypt volume véi tén 6 dia M nhu hinh sau.

Lizix

Fila VYolumes Keyfies Tools Ssttings Help Homegpage
Drive | Vokme | See | Encryphion Algorithm | Type | =]
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Create Yoluma I

Bworc 14:

Nhén Select File.
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Detver | ok || Size | Encryption Algorithm | Type | =]
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Spkrme Propertes

Buoéec 15:

Chon tap tin My Volume ma ban da tao ra trong cac budc 6 dén 11 va nhan Open.

213
Lok e | I3 My Documents = #Eld'@!
ﬁq!- Iy

-
ey Cicetrguiier

[raaiclop

Fiecan

Fibe e [Mz hame I Dpen

Files of lype: |arFies ) =| Cancal

Buéc 16:

Trén ctra s6 chinh cac ban nhan Mount, lic nay mgt hop thoai yéu cau cung cap mat khau
xuat hién.
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Drive | Volme snmml_m- =
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E i Vohame Took.. | SelectDgvie.. |
Bwéc 17:

Nhap mat khéu mévban da xac dmh trong budc 10 va nhin OK. Néu mat khau hop I€ thi
volume s& duogc hién thi nhu la 6 dia M.

e

Fila Wolumes Keyflss Tools Seitings Help Homegpags

Drive | Volme Size | Ercryption slgorithm | Type | |
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S Enter password for DMy Document sy My Yodsme
L= Tat
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L
ek
b H

Nhu vay chung ta da tao ra mét 6 40 M ma tét ca nhirng tap tin luu trir trong néd déu dugc
ma hoa. Ban c6 thé sir dung n6 nhu mét 6 dia thong thuong chi khéc 1a dir li¢u khi luu triv
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trong 0 dia ndy s& dugc bao mat, va tién trinh ma hoa ciing nhu giai ma dién ra mot cach
trong suot va khong co6 bat ki dir liéu nao dugc Iuu trén dia clrng ma chi luu trén RAM.

Fila Wolumes Eeefies Took Ssttings Hel

=loj
tk-wm_

G
G H
]
]

Drive | Wohsne | Sie | Encryphion Algorithm | Type | «]

[+ Hever save history T I

[~ Wokume
‘ E [ Dbty Documerasitty Vokume =l Select ...

[smourt ﬂ| Ww[ Digmount &l [

Néu ban muén dong volume va khong cho phép truy nhdp vao nhing dit liéu duoc Iuu
trtr bén trong, hdy md giao di€n chinh ctia chuong trinh TrueCrypt va chon volume da

dugc mount sau d6 nhan Dismount.

B TrueCrypt .i.l_!j x|
Fila VYolumes Keyfies Tools Ssttings Help Homegpage
Drive | Vokme e | Encryption Algorithm | Type |+
G
S}
g
]

]
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Thay vi tao céc file container, cac ban co thé ma hoa toan bd phﬁn chia trén 6 cing hay
thi€t bi luu trit bang céch tién hanh cac budce tuong tu tir 1 — 17, sau do thay vi Select
File, hay chon Select Device.

Sau day la danh sach mdt s6 cong cu ma hoa dir liéu trén 6 cuing

‘i._\ r 1
| DriveCrypt i[_ BitLocker
http://www.securstar.com http://www.microsoft.com
- ShareCrypt £ DriveCrypt Plus Pack
7 http://www.securstar.comm — - A http://www.securstar.com
prtd —
T 1 »
[l am!] PocketCrypt 6 &y Master Voyager
‘:‘ http://www.securstar.com E http://www.mvoyager.com
.\i-'.} FreeOTFE / FreeOTFE4PDA ,.....Q FreeOTFE Explorer
'.:.- http://www.freeotfe.org a‘__;a http://www.freeotfe.org

Hinh 18.6 — Danh sach cac cong cu ma hoa sit liu

Tong Két

Trong chuong mat ma hoc ching ta da tim hiéu vé cac thuat toan ma héa véi co ché ma
hoa doi xirng hay ma hoa bat doi xung, cong ngh¢ ma hoa khoda cong khai, chit ki so ...

Mic du nhitng ky thuat ma hoa cé kha ning phong chdng nhidu dang tin cong nguy hiém
nhung hacker van ¢6 thé bé khoa néu nhu nhiing thudt toan dugc sir dung khong du do
manh hay mat khau yéu s& bi tin cong brute-force, do tir dién hay bé khoéa MD35 vdi cac
cong cu online nhu http://mdScrack.com . Ngoai ra, khi sir dung cac chirng chi dién tur
trong mdi trudng khong tin cdy van c6 kha ning bi hacker tin cong bang phwong phap
gia mao certificate hay con goi 1a Fake Certificate, do d6 trong moi trudng hop can tuan
thi nhitng nguyén tit an toan thong tin nham dem dén su bao mat t6i da cho thong tin, dir
liéu bi mat. Trong phan cudi cing chiing ta s& thao luan vé chii dé Penetration Test.
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