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Security Assessment La Gi ?

“Biét ngudi biét ta trim tran trim thang” 1 cAu thanh ngit ndi tiéng ctia binh phap Ton
T, vi vay trong nhiéu tai liéu vé an toan thong tin hay trich dan cau noéi nay voi tiéu dé
“Know Your Enemy” . That vay, dé c6 thé bao mat thong tin va phong chéng cac cugc
tan cong cua hacker thi chinh nhiing nguoi chiu trach nhiém vé an ninh c4n phai nim rd
nhirng cach thirc ma hacker s& tién hanh dé tan cong vao hé thong. Noi cach khac, chung
ta cAn phai dot nhap vao hé thong ctia minh nhu 1a mot hacker, qua trinh nay dwoc goi la
penetration test (goi tat 1a pentest) con nhitng nguoi thuc hién chinh 13 cic penetration
tester.

Trudc tién penetration tester hay nhirng chuyén gia an ninh mang can tién hanh danh gia
muc do bdo mat thong tin, woc lugng cac rili ro c¢6 thé xay ra cho hé thong mang, Qua
trinh nay dugc goi la Security Assessment. Day cling 1a mdt budc trong tién trinh kiém
dinh bio mat ma chiing ta hay goi bang thuat ngir security audit va cudi ciing 1a thyc hién
penetration test. Day 1a cac cong viéc quan trong can dugc thuc hién boi nhitng chuyén
gia c6 kinh nghiém va tién hanh theo quy trinh khoa hoc dé dem lai hidu qua cao nhét.

Trong qué trinh kiém dinh bao mat hay d4nh gia cac diém yéu cua hé thong ching ta can
quét cac 16p mang dé tim ra nhitng 16 hong cua hé thong ton tai trong cac dich vu hay
may tram, may chu, xac dinh cac hé thong dang hoat dong cung nhirng dich vu dang chay
trén cac cong tuong g, va c6 hay khong nhirng 15i cau hinh nhu gan quyén sai, sir dung
thong tin cau hinh mc dinh la cac default password co thé bi cac hacker loi dung dé xam
nhép hé théng va danh cép dir lidu. Sau do, cac hacker thién chi hay pentration tester s&
dwa trén nhirng thong tin ndy dé thuc hién mot cudc tin cong thue sy vao he thong nhim
kiém tra xem mirc d9 thiét hai va kha ning chiu dung cac cudc tan cong trén.

Cac Mo6 Hinh Penetration Test

C6 hai mo hinh pentest la white-box va black-box tuong Umg véi vi tri cia pentration
tester 1a & bén trong hay bén ngoai hé thong muyc tiéu.

O mb hinh black-box cac penetartion tester s€ nhu la cac hacker black-hat thuc sy nam
bén ngoai hé thong, do d6 viée danh gia bao mat can phai tién hanh theo dung quy trinh
hacking ma chung ta da thao ludn tir Module 2 tr6 di d6 la tim kiém va tap trung tat ca
nhiing théng tin lién quan dén myc tiéu tir cac ngudn trén internet nhu co s¢ dir liéu
Whois, tién hanh thu thap thong tin DNS, str dung Google dé tim kiém nang cao véi cac
tiy chon lién quan dén trang web cua t6 chirc, cac dia chi email cong bd trén cac dién dan
cong cong. Sau d6 1a quét 16i nham xac dinh cac 16 hong bao mat hay cac khiém khuyét
lién quan dén mg dung dang chay roi tir d6 xac dinh phuong phap tan cong thong qua
internet nhdm vao muc tiéu.

Qua trinh pentest theo md hinh black-box c6 thé gdy ra mot s6 vin dé anh huéng dén qua
trinh hoat dong ctia h¢ thong, do d6 trudc khi tién hanh cac ban can sao luu nhiing dir li¢u
quan trong can than hay c6 mot ché d§ bao dam tinh li€n tuc ctia h¢ thong nham tranh



nhirng tac d()ng tidu cyc. Vi pentest 1a mot qua trinh tin cong hop ¢, can co sy dong ¥
cua don vi chu quan nén nhiing nguoi quan ly c6 quyén dua ra nhiing ngoai 1é ma
penetration tester khong nén thir nghi¢ém tan cong, tat ca nhitng diéu nay s& duoc quy
dinh 1 trong ban yéu cau dich vu Service Level Argeement (SLA).

Nguoc lai véi mé hinh back-box, khi cdc penetration tester danh gia bao mat va thur
nghiém tan cong tur phia bén trong mang noi b s& duge goi la white-box, va khac voi
tinh hudng tan cong tur bén ngoai nhirng mbi de doa tir bén trong s& c6 nhiing thudn loi
hon do cting hé théng nén c6 sy twong tac truc t1ep vé vat Iy vo1 may chu, may tram hay
thong tin lién lac ciia nguoi dung. Céc tai liu thong ké cho rang nhiing nguyén nhan mét
mat dir liéu tir bén trong mang ndi bd nhiéu dén mirc ngac nhién, 1én d&én 80 % , va tal
Viét Nam chung ta ciing di thdy cac tinh hudng nhitng nhan vién bi nghi viéc da c¢d tinh
phé hoai dir liéu, tin cong trang web dé lam xau hinh anh ciia don vi chi quan trude day
ctia minh. Chinh vi vdy chiing ta can danh gia cin k& nhitng mdi nguy hiém dén tir bén
trong dé ¢6 hinh thirc d6i pho va dé phong thich hop.

Néu cong ty hay t6 chire chi mubn danh gia va kiém dinh vin dé an toan thong tin thi
nhitng tinh hudng tuwong tng khi thuc hién ¢ bén trong va bén ngoai h¢ thong la internal
assessment va external assessment. Dé dat dugc hiéu qua cao to chirc can tuyén dung
nhirng nhan vién cé chuyén mon trong linh vuc an ninh mang hay thué bén ngoai thuc
hién cong viéc nay. Cac chuyén gia c6 ching chi kiém dinh bao mat qudc té CISA la
nhirng nguoi thich hop.

Vé mit cong cu thi cac hacker du 1a black hat hay white hat, & bén trong hay bén ngoai hé
thdng ciing déu stir dung nhung cong cu nhu nhau. C6 thé d6 1a nhitng Gng dung thuong
mai v&i nhidu chirc ning manh mé& va thuong 1a rit dé sir dung, doi khi tién hanh cac thao
tac tham do va khai thadc hoan toan tu dong nhu Core Impact hodc cac cong cu chuyen
tim kiém 15i cua ung dung Web nhu Web Acunetix. Ngoai ra, nhu:ng chuong trinh mién
phi hay ma ngudn mé ciing 1 céc cong cu dugc nhiéu chuyén gia bdo mdt va ngay ca cac
hacker tin ding nhu Nessus — Cong cu mang va bio mat sd 1 thé giéi hién nay duoc
danh gia boi hon 2600 hacker, hay Metasploit Framwork ma chung ta da c6 dip tham
khao nhiing chirc ning manh m& cua chung qua céc vi du minh hoa. Tuy nhién, viéc sir
dung nhitng cong cu audit tu dong nay ciing c6 mot sé diém han ché nhu phat hién sai khi
chua kip c@p nhét thong tin nhén dang cua cac 16 hdng, do d6 chung ta can update nhiing
chwong trinh nay day di va két hop gitra cac ing dung kiém dinh ty dong véi cac phuong
phap thi cong thong qua viéc hoach dinh, 1dp lich ciing nhu danh gia cac riii ro dua trén
tinh hinh thuc té ciia hé thong hay khao sat nhu cau clia ngudi dung.

Tuy nhién, trong qué trinh kiém dinh va pentest thii cong chung ta can thué cac chuyén
gia giau kinh nghiém dé dat duogc hiéu qua cao nhit. Nhitng nguoi ¢6 k§ ning hacking
nhu CEH va c6 kién thirc vé kiém dinh bao mat (vi du co chimg chi CISA) la nhirng
chuyén gia dang tin cay dé té chirc, doanh nghiép thué lam pentest va audit hé thong.

Cac Budce Cuaa Qua Trinh Penetration Test



Qua trinh Penetration Test gdm c6 ba giai doan d6 14 :
- Giai doan Pre-attack
- Giai doan tan cong

- Giai doan tong két Post-attack

Hinh 19.1 - Céc giai doan tién hanh Penetration Test

Trong giai doan Pre-attack chiing ta can tap hop cac thong tin lién quan dén hé thong tir
cac ngudn dir lidu cong cong tir Whois hay DNS Check tuong ing voi giai doan
Footprinting va Reconnaissance. Sau khi thu thap day du cac thong tin can thiét thi giai
doan tin cong thuc sy moi bt dau, qua trinh nay s& gdm Penetrating The Perimeter,
Acquiring The Target, Escalating Priveledge Va Executing, Implant Va Retracing voi y
nghia cia tung giai doan nhu sau :



Perimeter

Hinh 19.2 — Céc budc cua giai doan tan cong

Penetrating The Perimeter : Cong doan ndy gom c6 xem xét cac bao céo 10i, kiém tra
danh sach truy cép Access Control List, danh gia cac bo loc giao thirc hay nhirng quy tat
dugc ap dat trén Firewall d6i voi cac giao thire nhu SSH, FTP, Telnet. Ngoai ra, nguoi
thuc hién can tién hanh klem 16i tran bo dém, SQL injection, hay tan cong DoS. Bén canh
d6 nén kiém tra thém vé cdu hinh ctia hé thong mang khong day hay cac ung dung web
ndi bo.

Acquiring The Target : Day la qua trinh tan dung cac két qua da xac dinh nhu nhitng 16
hdng hé thdng, 15i bao mat cua tng dung dé tdn cong, xAm nhap vao muc tiéu. Trong giai
doan ndy cac ban c6 thé str dung cac chuwong trinh khai thac ty dong nhue CORE IMPACT
hay ung dung chuyén dung cho céc penetration tester la Back Track (phién ban hién nay
la BackTrack 5).

Escalating Privilege : Sau khi thim nhap hé thong hacker s& tién hanh ning quyén véi
de chiém quyén quan tri cao nhat. Hanh dong nay duoc goi 1a Escalating privilege hay
leo thang murc wu tién.

Executing, Implantlng, Reacting : DPay 1a cong doan cudi cung cua qud trinh
penetration test. Can luu ¥ cdc hanh dong cta chung ta trong cac giai doan nay khong
dugc gdy anh huong dén qua trinh hoat dong cua doanh nghiép, vi vy mot 56 t6 chirc s&
yéu céu chung ta khong tién hanh mot s thao tac trong giai doan nay nhu viéc chay thu
nghiém mot s6 ung dung c6 kha ning lam 16 nhimng thong tin mat, anh huéng dén hoat
dong chung ...

Cubi cung 13 post-attack bao gdm viéc tao béo cao danh gia chi tiét vé& nhitng 151 bao mat,
cac riii ro dbi voi an toan thong tin va trinh bay nhitng van dé nay trudc khach hang hay



hoi déng tham dinh. Pua toan bo hé théng troy vé trang thao hoat dong trudc day néu nhu
trong qua trinh tién hanh c6é nhitng su thay d6i. Mot van dé can quan tam nira la chung ta
phai dua ra dugc cac gidi phap nham khac phuc cac diém yéu bao mat da phat hién.

Nhitng Cong Cu Tién Hanh Tan Cong Tu Pong

Cac cong cu dung dé penetration test _hay tan cong co rat nhidu loai khac nhau, tiry thudc
nhu cau va kha ning tai chinh ctia mdi to chirc ma chiing ta s& dung ban co phi hay mién
phi, chwong trinh chay trén Windows hay Linux ...Sau ddy 1a mot sé tmg dung cin quan
tam :

Nessus : Day 13 img dung duoc dénh gia 1a sé 1 trong cac cong cu bio mét thong
tin, viéc danh gid nay duoc thyc hi€n trén 3000 hacker va chuyén gia bao mat.
Nessus ¢ kha niang do tim nhirng 15 hong bao mat cho nhiéu tmg dung, hé thong
va ca thiét bi khic nhau mot cach ty dong. Diém dic biét 1a Nessus hoat dong
theo md hinh client — server nghia 1a chi cin cai ing dung trén mot may va tién
hanh quét tir nhiéu may khac nhau.

GFI LANGuard : Mot g dung quét 16i rat manh mé dwoc nhiéu ngan hang sir
dung, c6 kha ning phat hién 16i dya trén co so dit liéu nhan dang 16n va dac biét
14 GFI LAN Guard c6 thé va 13i trén cac may tinh trong hé théng nhu bat chic
audit, va 11 tir xa.

CORE IMPACT : Chuong trinh do 16i va tu dong khai thac cac muyc tiéu.

MBSA : Ung dung mién phi chay trén h¢ thong Windows dung dé do tim cac ban
cap nhat hé thong, ban va 13i bao mat cho hé diéu hanh va tng dung duogc phat
trién bai Microsoft nhu SQL Server, Exchange Server. MBSA dugc phat trlen boi
Microsoft nén kha ning tim kiém va quét 13i trén hé théng mang Widnows rt t6t.

BackTrack : Ung dung niay hoan toan mién phi, va c6 thé noi la cong cu toan
dién nhét cho cac hacker ciing nhu cac penetration tester. V&i hon 200 cong cu tir
khai thac, do 18i, tdn cong va ca dich vu honeypot ...BackTrack dap tung dugc day
du nhu cau cia cac penetration tester hay attacker. Cac ban co thé s dung
BackTrack trén dia DVD ma khong can cai dat, nhung BackTrack s€ hoat dong
t6t hon, ciing nhu c6 thé luu lai két qua, bao cdo néu cac ban cai ing dung nay
trén dia cirng hay cai trén USB va khoi dong tryc tiép tir thiét bi nay.

Téng Két

Nhu vy, chung ta dd nam vé khai niém penetration test cting cac quy trinh va m6 hinh
hoat dong cua qua trinh tan cong thir nghiém. Nhirng trng dung tim kiém 151 va khai thac,
tan cong manh mé. Can luu y penetratlon test 1a “tan cong de phong thu” cho nén chung
ta can phai cung cip bao cdo day du cho khach hang, hay t chirc ma chung ta tién hanh
pentest.



Liét ké cac 16i duoc tim thiy, nhitng mbi nguy hiém hay rili ro ¢6 thé xay ra.

Phan tich két qua.

Théo ludn va giai thich vé nhitng két qua di tim ra.

Po ludng mirc d6 nguy hiém.

Luu giit lai céc tap tin nhat ki, va cung cip cac cong cu luu giit chimg cir nhim
phuc vu cong tac diéu tra khi c6 sy cb xay ra.

Tao mdt ban tom tit cia toan bd qua trinh lam viéc. Pat tén va ngay gid thuc
hién.

Va cudi cing phai luu giita va goi cic két qua nay cho nhitng ngudi c¢6 thim
quyén qua cac kénh an toan, bao mat cao nht.



