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NHAN XET CUA GIAO VIEN HUONG DAN
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Yéu cau: Poc tai liéu da dwoc cung cip va hiy tom tit muc dich, cac thire thue hién tin

cong Trojan va backdoor, Dos, buffer Overflow, wireless Hacking
I. TROJAN VA BACKDOOR
1.1. Trojan la gi?

Tén goi “Trojan” 1y ¥ tudng tir cudc chién tin cong thanh Troy véi tén goi 1a Trojan
Hoorse, xuit phat tir cu chuyén vé con ngua gd trong than thoai Hy Lap, noi ma nhiing ngudi
linh 4n minh bén trong dé xam nhap vao thanh va dé nita dém xuat hién cong pha thanh tir phia

bén trong.

Trojan, hay con goi 1a Ngua Trojan, 13 mot loai phan mém ddc hai dugc nguy trang duéi
dang phan mém hop 1¢ hodc hitu ich dé lira nguoi dung tai xudng va cai dat. Cac hacker di tao

san cac chuong trinh trén vai tap tin crack da dugc “khuyén mai” thém ma doc (trojan).
1.2. Backdoor la gi?

Backdoor hay con goi 1a “cong sau” la chuong trinh ma hacker cai dat trén may tinh cua

nan nhan dé co thé diéu khién hay xam nhép lai dé dang.

Mot chirc ning khac cta backdoor 1a x0a tit ca nhitng théng tin hay cac ching ctr ma
hacker c6 thé dé lai khi ho xam nhap trai phép vao hé thong, cac backdoor tinh vi d6i khi tu
nhan ban hay che ddu dé co thé duy tri “cong sau” cho phép cic hacker truy cap hé thong ngay
ca khi chung bi phat hi¢n.

Mot trong cac backdoor thudng dugce dé cap trong CEH 1a Remote Administration Trojan
(RAT) cho phép céac hacker kiém soat nhitng may tinh d bi chiém quyén diéu khién véi nhiing
chtrc ndng xem va quan ly toan b desktop, thuc thi cac tép tin, tuong tac vao registry hay tham

chi tao ra cac dich vu hé théng khac
1.3. Muc dich va cic dang tin cong Trojan

Trojan c6 thé dugc sir dung cho nhiéu dang tin cong khac nhau tir danh cip dix liéu cho

dén chay chwong trinh tir xa, tin cong tir choi dich vu, tao ra 15 hong bao mat ...
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Remote Access Trojan | dung dé truy cap tir xa vao hé thong
(RAT)

Data-Sending Trojan | dung dé danh cap dir liéu trén hé thong va goi vé cho hacker

Destructive Trojan st dung dé pha huy tap tin trén hé théng

Denial of Service dung dé phat dong cac dot tan cong tir chdi dich vu.

Trojan

Proxy Trojan duoc dung dé tao ra cac vd boc truyén thong (tunnel) hay phat dong

tan cong tir mot hé thong khac.

FTP Trojan dung dé tao ra dich vu FTP nham sao chép di liéu Ién hé thong bi
nhiém.
Security software dung dé tat cac dich vu phong chdng virus, trojan.

disabler Trojan

1.4. Cach thue hién tin cong

e TROJ_OAZ la mdt trojan thay do6i tén chuong trinh notepad.cexe thanh note.com sau d6
sao chép chinh n6 thanh notepad.exe vao thuy muc h¢ théng cua Windows. Nhu vay mdi
khi ching ta m¢ chuong trinh notepad thi trojan cling hoat dong va m¢ cong hau
(backdoor) 7597 dé hacker c6 thé thAm nhap vao may tinh tir xa. TROJ OAZ con nhiém
vao registry dé nap khi may tinh khoi dong.

e Tini 12 mot trojan co kich thuoc rit nho va don gidn hoat dong trén hé diéu hanh
Windows chuyén ling nghe trén cong 7777 cho phép hacker chay lénh tir xa théng qua

chuong trinh telnet dén cong nay trén cac may tinh bi 1y nhiém.

e Donald Disk 1a mot dang backdoor Trojan trén hé thong Windows cho phép hacker toan
quyén kiém soat qua méi trudng internet. Hacker c6 thé doc, ghi, xoa hay chay bat ki tng
dung nao trén hé thong. Donald Disk kém theo ca keylogger dé bat tin hiéu ban phim va
thay dbi registry dé thuc hién cac hanh dong nhu déng mé khay CD-ROM. . Donald Disk
hoat dong trén céac céng mac dinh 23476 hay 23477
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e SubRoot 14 trojan quan tri tir xa ma hacker c6 thé dung dé diéu khién may tinh bi nhiém

qua cong 1700

e LetMeRule ciing thudc loai trojan quan tri tir xa (RAT) va c6 thé ling nghe trén bt ki
cong nao trén may tinh bi lay nhiém, cho phép hacker x6a hay thyc thi tap tin trén may

tinh nan nhén, xem va sita d6i registry hay diéu khién may tinh nay thong qua dong lénh.
II. TAN CONG DOS
2.1. Dos la gi?

DoS 1a dang tan cong lam cho cic hé thong may chu, trang web bi té liét khong thé dap
tng lai cac yéu cau cta ngudi dung. Pay 1a mot trong cac hinh thic tan cong dem lai hiéu qua
cao cho cac hacker ciing nhu 1a giai phap sau cung néu nhu khong tim dugc cach nao dot nhap

vao muc tiéu.

DOS danh vao ban chat ty nhién ciia mot qua trinh truyén thong cuia client va server, néu
c6 qua nhi€u clicent truy cép thi server s€ bi qua tai, budc long phai tir choi cac yéu cau truy cap

khéac
2.2. Muc dich ciia viéc tin cong Dos

Mot khi khong thé tim dugc cach thirc xam nhap vao hé théng muc ti€u bﬁng cach do tim
va khai thac 16i thi cac hacker s& ap dung phuong phap tin cong tir chdi dich vu hay con goi 1a

Denial of Service (DoS).

Muc dich ciia viéc tan cong nay:
e Lam té liét hé thong mang bang cach giri luong 16n dit lidu.
e Khién cac giao dich thong thuong khong thé thuc hién duoc.
o Ngit két ni gitta may khach va may chu.
e Chan quyén truy cdp cua mét host vao dich vu.

e Ngin can phan hoi tir hé thong, gay gian doan cho nguoi dung.
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2.3. Cach thue hién tin cong Dos

Céc hacker thudng sir dung cac cong cu nao dé tdn cong DoS, dudi ddy 1a mét sé ing dung dién

hinh :

e Ping of Death : Cac cong cu tin cong Ping of Death géi nhiéu goi tin IP véi kich thude 16n
dén muc tiéu 1am cho cac may nay phai mat nhiéu thoi gian va tai nguyén hé théng dé xu 1y,
két qua 1a khong thé dap ung dugc cac yéu cau két ndi thong thudng cua nhitng may tinh

khac dan dén bj tir chdi dich vu.

e LAND Attack : Nhitng cong cu c6 chirc ning tin cong LAND Attack s& goi cac goi tin c6 dia
chi IP triung ldp véi cac dia chi IP dich khién cho viéc xir Iy cac yéu ciu nay c6 thé dan dén

tinh trang bi 1ap lai (loop) va khong thé tiép nhan thém cac yéu cau truy cap khac.

e WinNuke : Chuong trinh nay tim kiém cic may tinh dang m& port 139 dé goi céac goi tin IP
rac dén muc tiéu. Dang tan cong nay con dugc goi 1a Out of Bound (OOB) va 1am tran ngap

bd nhd dém cua giao thuc IP.
e CPU Hog: Cong cu nay 1am qua tai ngudn tai nguyén CPU cua cic may bi tin cong .

e Bubonic: La cong cu DoS hoat dong bang cach gdi cac goi tin TCP véi nhiing thiét 1ap ngiu

nhién lam cho muc tiéu bj tn cong bi qua tii hay tham chi bi giy d6.

e RPC Locator: bay la mot dich vu nhay cam néu nhu khong duogc va 16i c¢6 kha ning bi tan
cong gy tran bo dém. Dich vu nay hoat dong trén cac hé thong Windows dé phan phdi cac
ban cai dat hay ung dung tren toan hé théng, day cling 1a mot dich vy dé bi tAn cong gay ra
tinh trang tir chdi dich vu trén cac may chu.

e Ngoai ra con c6 cac cong cu nhu SSPing hay Targa cé thé goi cac goi tin véi kich thugc 1on
dén muc tiéu 1am té liét kha ning dap Gng cling nhu xur Iy cac dit lidu nay, diéu dé ciing co

nghia nan nhan s& khong thé tiép nhan cac yéu cau khac dan dén tinh trang “tir choi dich vu”.
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2.4. Co ché hoat dong ciia DDOS

Céc cudc tin cong thuong gip 1a DDoS, hinh thirc nay st dung cac hé thdng mang may tinh
“ma” goi 1 botnet, va mdi may tram trong hé thong nay goi 1a mot bot hay zombie da duogc cac
hacker cai dit trojan co thé diéu khién tir xa thong qua kénh IRC hay nhitng dir liéu tip trung
(co thé 1a mot tap tin diéu khién dat trén mot trang web nao do.

Thong thuong DDoS goém c6 3 thanh phan :

- Master hay Handler : Chwong trinh dung dé diéu khién.

- Slave hay zombie, bot 1a cic may tinh bi cai dit hay lay nhiém cac chuong trinh

nguy hiém va bi diéu khién boi cac master / handler.

- Victim : Nhirng muc tié€u bi tan cong tur chdi dich vu.

Trong cac cudc tan cong DDOS gan day hacker thuong st dung cong cu Low Orbit lon Cannon
(LOIC). Hién nay, nhom hacker hang dau thé gisi 1a Anonymous sé& phat trién mot ing dung méi
c6 tac dung manh mé& hon c6 tén 1 #RefRef dé thay thé cho LOIC.

1. BUFFER OVERFLOW

3.1. T4n cong Buffer Overflow la gi?

Buffer Overflow hay BoF 1a 18i tran bo dém, c6 nguyén nhan gan gidng véi tinh hudn
tan cong SQL injection khi ngudi dung hay hacker cung cap cac bién dau vao hay dit liéu vuot
qua kha ning xtr Iy ctia chuwong trinh lam cho hé thong bi treo din dén tir chdi dich vu (DoS) hay
c6 kha ning bi cac hacker loi dung chén cac chi thi trai phép nham thuc thi cic doan ma nguy
hiém tir xa. C6 hai dang 13i tran bo dém 1a stack-based va heapbased.

Ca hai thanh phan stack va heap déu duoc sir dung dé luu trit cac bién nguoi dung khi
chay chuong trinh. Khi mgt chuong trinh dugc nap vao bd nhéd dugce chia thanh 6 giai doan

tuong tmg véi so d6 phan doan trong bd nhd nhu hinh minh hoa bén dudi :

-y

\ Unused \ .
text .data bss Hea 2 Stack Env.
R D =
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3.2. Muc dich tan cong

e Khai thdc 16 hong bio mdt: Tan cong nham 1am tran bd nhd dém (buffer), dan dén ghi

de 1én ving nhé quan trong.
o Chay md dpc: Cho phép ké tan cong thyc thi mi tiy ¥ trén hé thong muc tiéu.

e Chiém quyén diéu khién: Dat duoc quyén truy cap khong hop 18 vao hé théng, c6 thé

dan dén viéc kiém soat hoan toan.

e Lam réi loan hodiic ngan chan dich vu: Co thé gy ra sy ¢ cho ung dung hodc hé thong,

dan dén tr chdi dich vu.
3.3. Cach thirc thuc hién
Cdc buwdc tién hanh khai thdac buffer overflow:
1. Tim vi tri hay cac diém gy ra 13i tran bd dém cta tng dung.
2. Ghi cac dir lidu ¢6 kich thudc 16n dé vuot qua kha niang kiém soat clia chuong trinh.
3. Ghi d¢ 1én dia chi tra vé ctia cac ham.
4. Thay d6i chuong trinh thyc thi bing doan ma ctia hacker.
IV. WIRELESS HACKING
4.1. TAn cong trén mang khong day la gi?

Wireless hacking 1a qua trinh xAm nhdp vao mang khong day véi muc dich chiém quyén
truy cip hodc gy rdi loan. Py 13 mot hinh thirc tin cong ma ké xam nhap khai thac cac 16 hong

bao mat trong giao thirc mang khong day.
4.2. Muc dich ciia tin cong wireless hacking

o Chiém quyén truy cdp: Lay quyén truy cip vao mang dé str dung tai nguyén, dich vu,

hodc dir liéu ma khong dugc phép.

e Nghe lén dir ligu: Theo ddi va thu thap thong tin nhay cam nhu mét khau, dir liéu ca

nhan, hodc thong tin tai chinh.

o Ldy lan md djc: Phat tan virus hoic ma doc qua mang khong day dén cac thiét bi két ndi.
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e Gady réi loan dich vu: Ngin chin ngudi dung hop phap truy cap vao mang thong qua cic

cudc tan cong nhu jamming hodc denial of service.

e Ddinh cip théng tin: Tan dung cic diém yéu dé thu thap thong tin nguoi dung hoic
doanh nghiép.
4.3. Cach thirc thue hién
Trén mang khong diy (WLAN), tin cong pho bién nhét 1a eavesdropping hay sniffing,
cho phép hacker nghe 1én va danh cip thong tin tir cac Access Point (AP) duoc ciu hinh mic
dinh. Céac goi tin khong dugc ma hoa, din dén viéc mat khau va tai khoan trong cac giao thirc

nhu FTP, POP3, SMTP dé dang bj danh cip.

Mang WLAN duoc xac dinh qua SSID, duoc giri khong ma hoa, gitip hacker phéat hién dé

dang. Dudi day 1a mot s6 hinh thirc tin cong phd bién:
« AP masquerading: Hacker gia mao AP hop 1¢. Nguoi dung két ndi s& bi danh cip thong tin.
« MAC spoofing: Gia mao dia chi MAC dé vuot qua kiém soat ciia AP.

« Denial of Service: Gay nhiéu loan mang Wi-Fi, khién n6 khong hoat dong. Hacker ¢ thé

guri nhiéu yéu cau xac thue, lam té liét AP va danh cép thong tin./.
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