LAB 1
KHAO SAT & THIET LAP AN NINH MAY WINDOWS CLIENT

Ho va tén: Ho Phic Lam
MSSV:
Lép: DHCNTT17
Yéu cau:
* Thuc hién cac Iénh Dos co ban

« Xem&caiu hinh Local Firewall

«  Céc thiét lap chinh sach an ninh hé théng véi GPOs

«  Theo ddi & Giam st hé théng véi Event Viewer

Thuwec hién: Sinh vién thuc hién 1énh trong PowerShell dung tai khoan Administrator, xem

nhdn xét va ghi y nghia & két qua thuc hién lénh

thi thong tin

Lénh Y nghia Két qua thuc | Ghi chu
I1énh hién

ver, date, time Hién thi Phién ban
phién ban, windows,
thoi gian ngay, gio
hién hanh, hién tai dugc
thoi gian hé | hién thi
thdng hién
hanh

hostname, whoami Hién thi tén | Tén ctia may
cta may tinh va tai
tinh va tén khoan nguoi
nguoi dung | dung hién tai
hién hanh duoc hién thi

systeminfo Hién thi Thong tin
thong tin chi | cu hinh hé
tiét vé cau théng duoc
hinh hé hién thi trén
théng, bao | cmd
gom hé diéu
hanh, b vi
xu ly, Ram,
b6 nha,
Card
mang...

dxdiag Mg cong cu | Mot cira s6
DirectX DirectX
Diagnostic | dugc mo ra
Tool, hién | va thdng tin
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hé thong, d6 | chi tiét ¢ cac
hoa bang
tree Hién thi ciu | Cau trac thu | Tdc do hién
trac thu muc | muc hién tai | thi dua vao
dudi dang duoc hién thi | s6 luong thu
cay muc
msconfig M¢ cong cu | Ctra SO
cau hinh hé | System
théng, cho | Configuratio
phép quan | nmora
ly cac dich
vu hé thng.
taskmgr M¢ Task Cira s6 Task
Manager, manager mo
hién thi cac | ra
tién trinh,
hiéu suat hé
thong. ..
services.msc Mg cong cu | Cira s6
quan ly dich | Services mo
vy, cho phép | ra
khoi
dong/dung
cac dich vu
cua
windows
compmgmt.msc Mo cong cu | Cira 6
Computer Computer
Managemen | Management
t,chophép | mora.
quan ly may
tinh, cung
cap truy cap
vao nhiéu
cong cu
quan ly hé
thdng
lusrmgr.msc Mé cong cu | Cira s6 Local | Chi kha
quan ly Users and dung trén
nguoi dung | Groups mé | cac phién
va nhém cuc | ra ban
bo windows
Professional
tro 1€n
firewall.cpl Moracoa | Ciraso
séquanly | Windows
tuong ltra Defender
Firewall Firewall
duoc mo ra
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router trung
gian

control Ma Control | Cira s6
Panel, cho Control
phép truy Panel mo ra
Cap vao céac
cdng cu va
cai dat hé
thdng
optionalfeatures M¢ ra ctra Ctra $6
séquanly | Windows
tinh nang Features mo
tuy chon cua | ra
windows
ncpa.cpl Mo racira | Curasd
soquanly | Network
két ndi Connections
mang mo ra
ping www.google.com.vn Giri goi tin | Thong tin vé
kiém tra két | do tré va
ndi dén trang thai két
Google ndi duoc
hién thi
tracert www.google.com.vn Hién thi Théng tin vé | Téi da 30
duong di cac router budc nhay
cua goi tin trung gian (hops)
dén Google | dugc hién thi
gua cac

pathping www.google.com.vn Két hop Thong tin
lénh ping va | chi tiét vé
tracert dé duong di va
hién thi trang thai
duong di va | mat goi dugc
kiém tra mat | hién thi
g0i trén moi
budc nhay
(hops)
ipconfig Hién thi cau | Théng tin
hinh mang | cau hinh
cta may mang hién
tinh, gém tai cia may
dia chi IP, tinh
subnet
mask,
gateway
net view \\target Hién thi Danh sach
danh sach | chia sé¢ mang
chia s¢ trén may tinh
mang trén | dugc hién thi
may tinh
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net user Hién thi Danh sach
danh sach tai khoan
nguoi dung | ngudi dung
trén may duoc hién thi
tinh

net time Hién thi Thoi gian
hoac ddng | hién tai cua
bo thoi gian | may tinh
hé théng véi | hodc may
may chu chu dugc
thoi gian hién thi
mang

net accounts Hién thi Théng tin vé
thong tin vé | cac chinh
cac chinh sach tai
sach tai khoan duoc
khoan, mat | hién thi
khau, thoi
gian dang
nhap

net localgroup Hién thi Danh sach
danh sach cac nhom
cac nhom nguoi dung
nguoi dung | cu bo dugc
cuc bo hién thi

netstat -an Hién thi cac | Danh sach
két ndi cac két noi
mang va mang va cac
cong dang tién trinh
mé twong rng

duoc hién thi

netstat -b Hién thi cac | Danh sach
két ndi cac két noi
mang va cac | mang va cac
tién trinh da | tién trinh
tao ra ching | twong tng

duoc hién thi

netstat -e Hién thi Théng ké
thong ké Ethernet
Ethernet, s | duoc hién thi
luong byte
da nhan va
gui

netstat -r Hién thi Bang dinh
bang dinh | tuyén IP
tuyén IP caa | duogc hién thi
may tinh

netstat -f Hién thi cac | Danh sach
két ndi cac két ndi
mang Voi mang vai tén

KHAO SAT & THIET LAP AN NINH MAY WINDOWS CLIENT.pdf

Trang 4 | @tailieuitiuh



tén DNS DNS duoc
day du hién thi

netstat -n Hién thj cac | Danh sach
két ndi céc két ndi
mang Vi mang vai dia
dia chi IP s& | chi duoc
thay vi tén | hién thi
DNS

netstat -on Hién thj cac | Danh sach
két ndi céc két ndi
mang Vi mang Vi
PID va dia PID, dia chi
chi IP IP hién thi

netstat -p Hién thi cac | Danh séach
két ndi cia | cac két ndi
mot giao cua giao
thac cu thé | thic cu thé
(TCP, UDP, | duoc hién thi
ICMP...)

netstat -s Hién thi Théng ké chi
thong ké chi | tiét vé cac
tiét cho mdi | giao thuc
giao thirc duoc hién thi

netstat —an 2 Hién thi Danh sach
danh sach két nbi mang
cac két nbéi | duoc cap
mang moi 2 | nhap mdi 2
gidy gidy

Wmic process Hién thi Danh sach
danh sach | tat ca cac
C4c tién tién trinh
trinh dang hién tai dugc
chay trén hé | hién thi
thdng

wmic process list brief Hién thi Danh sach
danh sach cac tién trinh
céc tién Véi thong tin
trinh dang tom tit PiD,
chay voi tén tién trinh,
théng tin trang thai
tom tat

wmic process list full Hién thi Danh sach
danh sach c4c tién trinh
céc tién Vi thong tin
trinh dang chi tiét PiD,
chay véi tén tién trinh,
théng tin chi | trang thai,
tiét duong dan

wmic qgfe Hién thi Danh sach
danh sach cac ban va
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cacbanva | bao gom sb
(hotfix) dd | KB, md ta,
duoc cai dat | ngay cai dat
trén hé
thdng
wmic share Hién thj cac | Danh sach
chia sé cac thu muc
mang trén hoac tai
may tinh nguyén dang
hién tai duoc chia sé
qua mang
wmic useraccount Hién thi Danh s&ch
thong tin vé | céc tai khoan
cac tai ngudi dung
khoan nguoi | va théng tin
ding hé SID, tén day
thong du, trang thai
openfiles /local on Kich hoat | Theo d@i cac | Can quyén
viéc theo file mo duoc | Administrato
ddi cac file | kich hoat, s& | r dé thuc
mo trén hé ghi lai théng | hién
thong cuc | tin vé cac
bo file duoc mo
openfiles /query /v Hién thi chi | Danh séach
tiét cac file | cac file mo
hién dang cung vaoi
mo trén hé | thong tin chi
thong tiét vé nguoi
dung, ché do
truy cap
openfiles /local off Tat tinh Tinh ning
nang theo theo doi file
ddi cac file | mo duoc tét
mo trén hé
théng cuc
bd
netsh wlan show profiles Hién thi Danh séch
danh sach cac mang
cac profile | Wi-fi ma
mang khong | may tinh da
day (Wi-Fi) | két néi trudc
duoc luu trit | d6 dugc hién
trén may thi
tinh
netsh wlan show profile tén-mang-mudn- Hién thi Thong tin
xem key=clear thdng tin chi | chi tiét vé
tiét vé mot | cau hinh
profile mang | mang wifi,
khong ddy, | SSID, mat

KHAO SAT & THIET LAP AN NINH MAY WINDOWS CLIENT.pdf

Trang 6 | @tailieuitiuh




bao gém khau, cai dat
mat khau bao mat
(netsh wlan show profiles) | Select- Duyét qua Danh sach
;Egigﬁe:;: (M;’)c:ﬁ:el .Groups[1].Value.Trim va hiér! thi Cé.c me;mg
O; $3 |_%{(netsh wlan show profile di,inh sach W}ﬁ qa d}IQC
name="$name” key=clear)} | Select- cac mang ket noi cung
String “Key Content\W+\:(.+)$” | Wi-Fi da ket mét khau va
%{$pass=$_.Matches.Groups[1].Value.Trim | ndi va mat hién thi dudi
(); $_} | %{[PSCustomObject]@{ khau dang bang
PROFILE_NAME=$name; PASSWORD=$pass }} |
Format-Table -AutoSize
Netsh wlan show interfaces Hién thi Thong tin
théng tin vé& | chi tiét vé
cac giao cac giao dién
dién mang Wifi, tén,
khong day trang thai, tin
hiéu, toc do
két ndi
netsh wlan show drivers Hién thi Théng tin vé
thong tin vé | driver wifi,
driver cua tén driver,
mang khéng | phién ban
day nha cung
cap, trang
thai
netsh wlan show wirelesscapabilities Hién thi cac | Danh séach
kha nang cac kha nang
khong day, | mang khéng
hd tro chuan | day c6 hd trg
wifi, WPS
netsh firewall show state Hién thi Thong tin vé
trang thai cac thiét 1ap
cua tuong hién tai cua
Itra tuong ltra
netsh advfirewall firewall add rule dir=in Tao mét quy | Quy tat
action=block protocol=TCP localport=135 tat tuong lira | tuong hira
name="Block TCP-135” dé chan cac | mai duoc
két ndi TCP | thém vao dé
dén cong chin TCP
135 trén cong
135
gpedit.msc Mo Group | Mo ra ctra s6
Policy Group Policy
Editor, noi Editor mo ra
chinh sira
cac chinh
s&ch nhdm
cu bo
gpupdate /force Cap nhat Chinh sach
cac chinh nhom duoc

KHAO SAT & THIET LAP AN NINH MAY WINDOWS CLIENT.pdf

Trang 7 | @tailieuitiuh



sach nhom cap nhat
(GPO) ngay | ngay lap tac
lap tac duoc ap
dung
eventvwr Mo Event | Cira s6
Viewer, noi | Event
dé xem cac | Viewer mo
log su kién | ra, cho phép
cua hé thong | xem log su
Kién
ipconfig Hién thi Théng tin
ipconfig /all thong tin mang co ban
cAu hinh ciu | nhu dia chi
mang may IP
tinh subnetmark,
defaultgetwa
y 7 by
ping www.google.com.vn Gui goi tin | Két qua ve
ICMP dé do tré va
kiém tra két | trang thai két
ndi véi trang | ndi duoc
web Google | hién thi
Viét Nam.

tracert www.google.com.vn Theo doi Danh sach
duong di cac router
cua goi tin trung gian
tr may tinh | trén duong
caa ban dén | di dén
Google Viét | Google
Nam qua
céc router
trung gian.

pathping www.google.com.vn Két hop Thong tin
gitta ping va | chi tiét vé
tracert dé duong di va
kiém tra trang thai
duong di va | mat goi trén
trang thai maoi hop
két néi dén | duoc hién
Google Viét | thi.

Nam, bao

goém thdng
tin vé mat
goi.

Ipconfig /release Giai phong | biachi IP
dia chi IP hién tai duoc
hién tai cia | giai phong,
tat ca cac giao dién
giao di¢n mang s€
mang.
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khong con
dia chi IP.

Ipconfig /renew Giahandia | biachi IP
chi IP cho mai duoc
Cac giao cap tur
dién mang | DHCP (néu
tr may cha | o).

DHCP.

Ipconfig /flushdns X6abo nhé | By nhé
cache DNS | cache DNS
trén may duoc x0a.
tinh, buoc
hé théng
phai tra cuu
lai cac dia
chi DNS
moi.

BAI TAP:

1) Hién thi sé liéu thong ké Ethernet va so liéu thong ké cho tat ca giao thic ?
Hién thj théng ké Ethernet:
Mo CMD véi quyén Administrator: ding Iénh netstat -e

PS C:\Users\yOns2> netstat
Interface Statistics

Received Sent
313004760
28U322
30942

62213745
96162
144685

Bytes

Unicast packets
Non—-unicast packets
Discards 0
Errors 0
Unknown protocols
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Hién thi s liéu thdng ké cho tat ca giao thuc: netstat -s

PS C:\Users\y@ns2> netstat

IPvld Statistics

Packets Received

Received Header Errors
Received Address Errors
Datagrams Forwarded
Unknown Protocols Received
Received Packets Discarded
Received Packets Delivered
Output Requests

Routing Discards

Discarded Output Packets
Output Packet No Route
Reassembly Required
Reassembly Successful
Reassembly Failures

Datagrams Successfully Fragmented
Datagrams Failing Fragmentation

Fragments Created

IPv6 Statistics

Packets Received

Received Header Errors
Received Address Errors
Datagrams Forwarded
Unknown Protocols Received
Received Packets Discarded
Received Packets Delivered
Output Requests

Routing Discards

Discarded Output Packets
Output Packet No Route
Reassembly Required
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TCP Statistics for IPvid

Active Opens

Passive Opens

Failed Connection Attempts
Reset Connections

Current Connections
Segments Received

Segments Sent

Segments Retransmitted

TCP Statistics for IPv6

Active Opens

Passive Opens

Failed Connection Attempts
Reset Connections

Current Connections

Segments Received
Segments Sent
Segments Retransmitted

23810
1099
3093
3815

1]
2260359
2087354
25491

12608
138
2012
1906

21
1077602
1007569
86uU6

UDP Statistics for IPvid

ley2e824
12896

1
3791515

Datagrams Received
No Ports

Receive Errors
Datagrams Sent

UDP Statistics for IPv6

12553172
6780

9
3041419

Datagrams Received
No Ports

Receive Errors
Datagrams Sent
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2) Hién thi sé liéu théng ké cho giao thirc TCP va UDP?

Hién thi sb liéu théng ké cho giao thirc TCP: netstat -sp tcp

PS C:\Users\y®ns2> netstat

TCP Statistics for IPvld

23816
1099
3093
3819

1
2260445
2087U483
25491

Active Opens

Passive Opens

Failed Connection Attempts
Reset Connections

Current Connections
Segments Received

Segments Sent

Segments Retransmitted

Active Connections

Proto Local Address Foreign Address State

TCP 192.168.1. = 52.152.90.172: https TIME_WAIT
TCP 192.168.1. : 20.189.173.2:https ESTABLISHED
TCP 192.168.1. : a23-55-U6—202:https ESTABLISHED
TCP 192.168.1. : 49.213.95.38:https ESTABLISHED
TCP 192.168.1. = 192.168.1.4: 8009 ESTABLISHED

Hién thi s liéu théng ké cho giao thirc UDP: netstat -sp udp
PS C:\Users\yOns2> netstat udp
UDP Statistics for IPvi

Datagrams Received 10422689

No Ports 12896

Receive Errors 1

Datagrams Sent = 3793087

Active Connections

Proto Local Address Foreign Address

3) Shutdown may tinh tir xa

M6 phong viéc shutdown may tinh tir xa bang 2 PC trén may a0 Vmware
Bwéc 1: Tao va ciu hinh 2 may ao:

Tao 2 may ao va dat tén la PC1 va PC2

Céu hinh mang IP va cho 2 PC ping véi nhau. 192.168.1.1 va 192.168.1.2
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& @ PC2 - VMware Workstation

File Edit View VM Tabs p =l a (==} > File Edit View VM Jabs Help

o e e TR Pl Fnte =

ysbem3d el e

ion. A1L pigh poed .

192.168.1.1

Ton
Eron
fron
Eron

in pilli

ran = A

fron
feply Fron

P 3
. Waxirmin = Bz, fue
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Bwéc 2: Cau hinh may ao cho viéc shutdown tir xa

2.1. Trén PC2 (may sé bi shutdown tir xa):
2.1.1. Bdt Remote Registry Service:

% Services
File Action View Help

[E=Er=]

= (EEc= Heml » = unw»n

| | senvices ocan _
Remote Registry Name N Description Status Startup Type Log On As =
- - £ System Event Noti... Moni sy... S d - ti Local Syste..
Stop the service 2 gz &
4 Superfetch Maintains a... Automatic Local Syste...
Restart the service g
4 Still Image Acquisi... Launches a... Manual Local Syste...
L SsDpP Discovery Discovers n... Manual Local Service
Dm;ipﬁom i % SPP Notification S... Provides So... Manual Local Service
Enqb es remote users 1o modify L, Software Protection Enables the ... Automatic (D... NetworkS... [
registry settings on this computer. f o 2 [
this service is stopped, the registry 545 SNMP Trap Receives tra... Manual Local Service =
can be modiﬁefi only.by.usejs on this ‘. Smart Card Remo... Allows the s... Manual Local Syste... ’
computer. If this ser\:nc_e Lot g;sebl:d, . Smart Card Manages ac... Manual Local Service
;“xi;e':?"f:s“n'up RCHY Cepench oy L4, Shell Hardware De... Provides no... Started Automatic Local Syste...
4, Server Supports fil...  Started Automatic Local Syste...
.. Security Center The WSCSV... Started Automatic (D... Local Service
4 Security Accounts... Thestartup ... Started Automatic Local Syste...
. Secure Socket Tun... Provides su... Manual Local Service
% Secondary Logon Enables star... Manual Local Syste...
4 RPC Endpoint Ma... Resolves RP... Started Automatic Network S...
gutin Remu.  Offers routi Disabled Local Syt
Manual Local Service]
4 Remote| B :
.’,._?;Remote General |Log On | Recovery | Dependencies |
«
Extended /A Standard / Service name
Display name: Remote Registry
"""" Description: Enables remote users to mod#y registry settings on -
o is computer. If this service is st .the registry _
Path to executable:
C:\Windows\system32\svchost.exe *« regsvc
Startup type: [Naw Y. ]

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.
services.msc -~

) This task will be created with administrative privileges.
7| Run in separate memory space

) [ Goncet ) [ loween ]

1. Mo Services (services.msc).

Help me configure service startup options

Pause

You can specify the start parameters that apply when you start the service

from here.

Start parameters

[ Resume

2. Tim Remote Registry va kich hoat no (Start).

3. Thiét Iap ché do khai dong la Automatic.
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2.1.2. B4t File and Printer Sharing:

@-\_} @y = MNetwork and Sharing Center » Advanced sharing settings -~ | 49 || Search Controi f

File Edit View Tools Help

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Home or Work
Public {(current profile)
MNetwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers. What is network discovery?

@ Turn on network discovery
Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

@ Turn on file and printer sharing K

Turn off file and printer sharing

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders. What are the Public folders?

@ Turn on sharing so anyone with network access can read and write files in the Public folders

Turn off Public folder sharing (pecple logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
wvideos on this computer. This computer can also find media on the network.

Choose media streaming options...
File sharing connections

Windows 7 uses 128-bit encryption to help protect file sharing connections. Some devices don't
support 128-bit encryption and must use 40- or 56-bit encryption.
@ Use 128-bit encryption to help protect file sharing connections (recommended)
Enable file sharing for devices that use 40- or 56-bit encryption
Password protected sharing

When password protected sharing is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.

Turm on password protected sharing
& Turn aff naccuwnred nratectad charina -

Inge Cancel

S = <

1. Mg Control Panel > Network and Sharing Center.
2. Chon Change advanced sharing settings.
3

. Bat Turn on file and printer sharing.
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2.1.3. Bt Windows Firewall dé cho phép Remote Management:

=

T -
U{|“ <« All Control Panel kems ¢ Windows Firewall ¢ Allowed Programs - 49' | Search Control Panel B

File Edit View Toels Help

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? Change settings

Allowed programs and features:

Name Home Work (Private)  Public =

B s orchoch - Content Rerewl Uses TR~ D0 |

[] BranchCache - Hosted Cache Client (Uses HTTPS) -

[ BranchCache - Hosted Cache Server (Uses HTTPS)

O BranchCache - Peer Discovery (Uses W5D)

[ Connect to a Network Projector

Core Networking

Distributed Transaction Coordinator

_—+ I File and Printer Sharing

] Google Chrome

¥ HomeGroup

] i5CSI Service

[ Media Center Extenders

1

O0DEMEOEO0O000
oooEopEOo0oad

=
g
F
=
=
m

I Allow another program...

B R ==

N
@U vla <« All Control Panel ltems » Windows Firewall » Allowed Programs w | 4y | | Search Control Panel gl

File Edit View Tools Help

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? Change settings

Allowed programs and features:

Marme Home Waork (Private)  Public *

B Teamviewer Remote Control Senvice

CWindows Collaboration Computer Mame Registration Service
O Windows Communication Foundation

C'Windows Firewall Remote Management

CO'Windows Management Instrumentation (WI)

Windows Media Player

Windows Media Player Network Sharing Senice

O'Windows Media Player Metwork Sharing Service (Internet)

[ Windows Peer to Peer Collaboration Foundation

[ Windows Remote Management

[JWireless Portable Devices

DO0EREOO0OO0O®

m

3]

OmiOoyooooooo

a

Details... Remaowve

[ Allow another program...

1. Mo Windows Firewall.

2. Cho phép céc cong va dich vy lién quan dén File and Printer Sharing, Remote
Management.
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2.2. Trén PC1 (may thuc hién shutdown tir xa):

2.2.1. Kiém tra két néi mang:

BN Administrator: C\Windows' System3 2 cmd. exe

TTL=-128
TTL=128

mate roun
Hinimum = Bm:

Cz Window: utdown ~#n 192.168.1.2 .

T PC1, ping dén dia chi IP cia PC2 dé dam bao hai may c6 thé lién lac voi
nhau. ping IP_address_of PC2

2.2.2. Shutdown PC2 ter PC1:

Mg Command Prompt trén PC1 véi quyén admin (Run as administrator).
Str dung Iénh shutdown: shutdown /m \IP_address_of PC2 /s /f/t0
Shutdown /m 192.168.1.2 /s /f /t O

w VM Tabs Hep ||

Két qua: PC1 thuc hién 1énh shutdown thi may PC2 s& thuc hién shutdown va tit may. ba
hoan thanh tat may tinh tir xa trén may tinh 40 vmware.
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4) Xem va cau hinh firewall mang néi b

(J B Administrator: Windows Powel X B Administrator: Windows Powe

PolicyStoreSource : PersistentStore
PolicyStoreSourceType : Local
RemoteDynamicKeywordAddresses : {}

PolicyAppId :

Name : {098B99A9-CF5C-Uu17-ACU3-39FCD995AD3C}
DisplayName : Microsoft Store

Description : Microsoft Store

DisplayGroup : Microsoft Store

Group : Microsoft Store

Enabled : True

Profile : Domain, Private, Public

Platform : {6.2+}

Direction : Inbound

Action : Allow

EdgeTraversalPolicy : Allow

LooseSourceMapping : False

LocalOnlyMapping : False

Owner : §5-1-5-21-1899412518-1501826276-1543522081-1001
PrimaryStatus : OK

Status : The rule was parsed successfully from the store. (65536)
EnforcementStatus : NotApplicable

PolicyStoreSource : PersistentStore

PolicyStoreSourceType : Local

RemoteDynamicKeywordAddresses : {}

PolicyAppId :

PS C:\Users\y@ns2> Get-NetFirewallRule|

£ N
Cau hinh
(J B Administrator: Windows Powe X + v

PS C:\Users\yOns2> New-NetFirewallRule Outbound
Block

Name : {eli3d3851-f587-U5el-a9Ub-UdOd36e3cbbat
DisplayName : Block TCP 80
Description 3

DisplayGroup

Group B

Enabled : True

Profile : Any

Platform - {1

Direction : Outbound
Action : Block
EdgeTraversalPolicy : Block
LooseSourceMapping : False
LocalOnlyMapping : False

Owner 3

PrimaryStatus : OK

Status : The rule was parsed successfully from the store. (65536)
EnforcementStatus : NotApplicable
PolicyStoreSource : PersistentStore
PolicyStoreSourceType : Local
RemoteDynamicKeywordAddresses : {}

PolicyAppId 3

PS C:\Users\y@ns2> |

Xoa cau hinh rule

Remove-NetFirewallRule -DisplayName "Block TCP 80"

PS C:\Users\yOns2> Remove—-NetFirewallRule
PS C:\Users\y@ns2> |
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5) Xem mat khau wifi

O 2 Administrator: Windows Pows X + o~

PS C:\Users\y@ns2> (netsh wlan show profiles) | Select-String

| %{ .Matches.Groups[1].Value.Trim(); } | %{(netsh wlan show pr
ofile name=” ? key=clear)} | Select-String |
%1 .Matches.Groups[1].Value.Trim(); } | %{[PSCustomObject]@f P
ROFILE_NAME : PASSWORD }} | Format-Table

PROFILE_NAME PASSWORD

Fastcare
Wifi-H62-2.U4GHz
An

NHATQUAN
| TP-LINK_A288 2

‘ B1 4509
H4.1-LAB
H7.02
TOP1
FPT
FPT Telecom-6CF6
pc37
Wifi-Hel
VNPT TIN THANH
VIETTEL_TUONG VY
VIETTEL_GPON_B65AA8
Tue Duyen
TP-LINK_CUA6
TMP 30000_5G

Xem tét ca két ndi wifi: netsh wlan show profiles

Xem mat khau theo tén wifi: netsh wlan show profile name="WiFi_Name" key=clear

L] S Administrator: Windows Pows < -+ ~

PS C:\Usexrs\y@ns2> netsh wlan show profile name="TOPl" key=cleaxr

Profile TOPl on interface Wi—Fi:

Applied: All User Profile

Profile infFormation

Version = A
Tvpe : Wireless LAN
Name : TOP1
Control options -
Connection mode : Connect automaticallywy
Network broadcast : Connect only if this network is broadcasting
AutoSwitch : Do not switch to other networks
MAC Randomization : Disabled

Connectivity settings

Number of SSIDs : 1
SSID name : "TOP1™

Network twvpe : Infrastructure
Radio tvpe : [ Any Radio Twvpe 1
Vendor extension : Not present

Security settings

Authentication : WPAZ—Personal
Ciphexr : CCMP
Authentication : WPAZ2Z—Personal
Ciphex : GCMP
Security kewv : Present

Hey Content : swviuhE@l2x=

Cost settings
: Unrestricted

Congested : No
Approaching Data Limi : No
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6) Chan Program Microsoft Edge truy cap internet
Tao rule trong Firewall

New-NetFirewallRule -DisplayName "Block Edge" -Direction Outbound -Program
"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" -Action Block

B Administrator: Windows Pows . is i @) wvwltacebock.com

weww.facebook.com

: Default

2> New-NetFirewallRule

Rat ti€c... truy cap Internet cia ban bj chan

d061873d}

Tuéing lifa hogc phin m&m chéing vi-niit cé th da chin ket ndi.

from the

™ Microsft Edge

Xoa cau hinh rule

remove-NetFirewallRule -DisplayName "Block Edge™

$ Facebook

www.faceb... Cai dat éng dung Facebook

hing Data Limit . N f b k
Limit : No
acepoo
t Source : Default
Facebook helps you connect and

New-NetFirewallRul c a 3
ew-NetFirewallRule share with the people in your life.

Outbound Log in
: Block

: Block

Forgotten p

fully from the

Create a Page for a celebrity, brand or business
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(=] DC1 - VMware Workstation

File Edit View VM Tabs Help
» DC1

File Action View Help

o 2FE X H =

7) Céc thiét 1ap policies véi mat khau

Local Computer Policy
~ & Computer Configuration
| Software Settings
~ Windows Settings
. Name Resolution Policy
& Scripts (Startup/Shutdown)
#== Deployed Printers
~ _3 Security Settings
- & Account Polici
4 Password Policy
g4 Account Lockout Policy
2 Kerberos Policy

4 Local Policies

Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
_| Application Control Policies
g IP Security Policies on Local Computer
_| Advanced Audit Policy Configuration
wlli Policy-based QoS
| Administrative Templates
~ §& User Configuration
| Software Settings
Windows Settings
_ Administrative Templates

Policy Security Setting

24 passwords remembered

E Enforce password history

E Maximum password age 42 days
,__j Minimum password age 1 days

:_j Minimum password length

_:j Password must meet complexity requirements Enabled
_j Store passwords using reversible encryption Disabled

7 characters

| Windows Defender Firewall with Advanced Security

Cai dat cac chinh sach mét khau & day

= Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open:

Cancel Browse...

¥ This task will be created with administrative privileges.

Str dung Group Policy Management Editor (gpedit.msc):

e CAu hinh Password Policies:

o Mo gpedit.msc.

o Piéu huéng dén Computer Configuration > Windows Settings > Security Settings
> Account Policies > Password Policy.

o Tai day, ban c6 thé thiét lap cac chinh sach nhu yéu cau do dai mat khau tdi thiéu,
mat khau phai bao gdm ky tu phtc tap, thoi gian ton tai téi da ciia mat khau, v.v.
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File
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it Viev Tabs Help

Action View Help
nt Viewer (Local)

Custom Views
Windows Logs

T P

Is] System

[-] Forwarded Events
Applications and Services Logs
Subscriptions

8) Giam sat ding nhap véi Eventviewer

B o

Number of events: 5415 (1) New events available Actions
Keworg: Date and Time. Source EveotiD Task Category ~ | | Secunity
A Audit Success Microsoft Windows sec 4624 Logon Open Saved Log
Audit Success Microsoft Windows sec_ 4624 Logon ¥ Create Custom View.
Audit Success Microsoft Windows sec 4624 _Logon ~
At S = y X = Import Custom View—
Uan Success
Aucit Succes wnmamsone dang nhap.thanh cong EventID 4624 Gleartog
2, Audit Success 4/25/2024 15603 PM Microsoft Windows sec 4624 Logon ¥ Filter Current Log-
Audit Success 8/10/2024 51521 PM Microsoft Windows sec_. 4624 Logon Properties
A Audit Success 8/10/2024 5:15:24 PM Microsoft Windows sec 4624 _Logon & -
& Audit Failure 4/25/2024 20833 PM Microsoft Windows sec 4625 Logon *% Find
8 Audit Failure Microsoft Windows sec. 4625 Logon Il Save All Events As
k Audit Failure Microsoft Windows sec 4625 Logon Attach a Task To this Log.-
& Audit Failure d"‘ h" th ’Vt b H 4625 Logon
View
oo ang nhap that bai
& Audit Failure 4/25/2024 1:1206 PM Microsoft Windows sec 4625 Logon 3 Refresh
£ Audit Failure 4/25/2024 1:1206 PM Microsoft Windows sec 4625 Logon «||B Hep
Event 4624, Microsoft Windows security auditing. Run X Jows security -
General Details
Type the name of a program, folder, document, or pnt
P — v —y— Internet resource, and Windows will open it for you.
DAtk Open: | EEIIES
Log Name: Security @ This task will be created with administrative privileges.
Source: Microsoft Windaws security : Logged: 8/10/2024 5:1524 PM
Event ID: a624 Task Category: Logon

Cancel Browse...

Str dung Event Viewer dé giam sét su kién ding nhap:

e Mo Event Viewer (eventvwr.msc).

« Diéu huéng dén Windows Logs > Security.

« Tim kiém sy kién véi Event ID 4624 (Successful login) hoic 4625 (Failed login).
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