MON TRIEN KHAI AN NINH HE THONG
THO02 — Lab03 — WireShark
Phic Lam - 08/09/2024

I. TIM HIEU QUA BO TAI LIEU

Il. Thwc hanh phéan tich gdi tin véi Wireshark

1. Khéi dong &ng dung Wireshark

‘ The Wireshark Network Analyzer [Wireshark 1.10.5 (SVN Rev 54262 from /trunk-1.10)]
Eile Edit View Go Capture Analyze 5Statistics Telephnnz Tools |Internals Help

Filter: Expression... Clear App

The World's Most Popular Network Protocol 2

_—
WIRES HARK Version 1.10.5 (SVN Rev 54262 from /trunk-1.10)
]

Interface List =

(=
Live list of the capture interfaces
(counts incoming packets)

Opet
4 Start )
Choose one or more interfaces 1o capture from. then Start @
E_il. VMware Network Adapter VMnet1 A
i* | Local Area Connection* 2 1
&% VMware Network Adapter VMnet8

® Capture Options

Start a capture with detailed options

Capture Help

Budc 1: cai dat WinPcap_4 1 3.exe va Wireshark-win64-1.10.5.exe

Budéc 2: Khéi dong Wireshark, chen loai mang can quét. Sau d6 nhan “Start”

Bwéc 3: Xem két qua caa viéc bat goi tin
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& Capturing from Wi-Fi  [Wireshark 1105 (SVN Rev 54262 from /trunk-1.10)] = a x

i View Go Capture Analyze Statistics Telephony Tools Intemals Help

2 0.0581660¢
3 0.10867900 192
4 0.43694200 a4:97
5 1

application Data
4 61406 > https [ACK] Seq=186 Ack=259 Win=514 Len=0
2 who has 192.168. 57 1 168. 35

_tep. local,

0
0

q
tandard query OX000! homek. on PTR _compani

39b:8801:f1a9

7 1.50532200 Intelcor_29:67:60 ARP 42 who has 192.168.1.2447 Tell 192.168.1.13
8 1.60481300192.168.1.117 MDNS 82 standard query 0x0000 PTR _googlecast._tcp.local, "gu" guestion
9 1.60481600 feB0: :B015:c352:6375:99fc MDNS 102 standard query 0x0000 PTR _googlecast._tcp.local, "M question
10 1.60935800192.168.1.117 251 MDNS 82 standard query 0x0000 PTR _googlecast._tcp.local, "aM" question
11 1.60936000 f MONS 102 standard PTR _googlecast._tcp. local, "gu” i

2 Standard
standard

. 7164 s
4 2.61028600 fe8 MDNS 101 Standard query 0x0000 A BRW3OF!
15 2.61028700 fe8 1250 LLMNR 95 standard query 0x4575 A BRW3OF

16 2. 1GMPV2 46 Membership Report group 224.0.0.

s Frame 1: 239 bytes on wire (1912 bits), 239 bytes captured (1912 bits) on fnterface 0

# Ethernet II, Src: bc:aB:a6:99:df:cc (bc:aB:a6:99:df:cc), Dst: 60: :a9:b2:3c (60:38:e0:29:b2:3c)

@ Internet Protocol version 4, Src: 192.168.1.89 (192.168.1.89), Dst: 49.213.95.49 (49.213.95.49)

5 Transmission Control Protocal, Src Port: 61406 (61406), Dst Port: https (443), seq: 1, Ack: 1, Len: 185
@ Secure sockets Layer

live capture in progress> File: C:\Use... Profile: Default

Thuc hanh phén tich goi tin véi Wireshark

Muc tiéu:
o Thuwc nghiém kién thiecc md hinh TCP/IP
o Hiéu cau triic cac header co ban truong & goi tin thu thap dwoc
Cong cu: sir dung cong cu “Wireshark”
Céac muc chinh
o Phén tich qua trinh ping
o Phan tich qua trinh két néi HTTP
Phan tich qua trinh ping
Bwéc 1: Mé wireshark va capture & trén card mang cé két néi internet
o Cai dat va mé wireshark nhuw trén
o Chen card mang “Hop ly” dé capture
o O day toi chon “Wi-fi”
Bwéc 2: vao cmd ciia may tinh ping 8.8.8.8

o lIpconfig

reless LAN adapter Wi-Fi:

Connection-specific DNS Suffi

Link-local IPv6 Address . . . fe80: :a5dd:e1b3:5530:cfbf%15

IPvl4 Address. 192.168.1.89
Subnet Mask . . 255.255.255.0
Default Gateway 192.168.1.1
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o Ping 8.8.8.8

7 CAWINDOWS\system32\cmd. X + -

Microsoft Windows [Version 10.0.22631.4037]
(c) Microsoft Corporation. All rights reserved.

C:\Users\yOns2>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from bytes=32 time=36ms TTL=55
Reply from bytes=32 time=71lms TTL=55
Reply from bytes=32 time=U45ms TTL=55
Reply from bytes=32 time=137ms TTL=55

8.8.8.8:
8.8.8.8:
8.8.8.8:
8.8.8.8:

Ping statistics for 8.8.8.8:

Packets: Sent = U4, Received = 4, Lost = 0@ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 36ms, Maximum = 137ms, Average = 72ms

©)
- Bwdrc 3: Stop qua trinh capture cia wireshark
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d Capturing from Wi-Fi [Wireshark 1.10.5 (SVN Rev 54262 from /trunk-1.10]]

File Edit View QOI Qaﬂn!lénalyze Statistics Telephony Tools Internals Help
© Interfaces... Ctrl+l
Ctrl+K

©@® £ m &

Filter:

No.
5/4U

5741
5742
5743
5744
5745
5746
5747
5748
5749
5750
5751
5752
5753
5754
5755
5756
5757
5758
5759
5760
5761
5762
5763
5764

Time

245,
245.
245.
245.

245

- 85626

245. e
245.
245.
246.
246.
246.
246.
246.
246.
246.
246.
246.
246.
246.
246.
246.
246.
246.
246.
246.
247.

@

i Options...

¥

Start Ctrl+E

Stop <1ﬂ+4

70734 4% Restart
80926| @ Capture Filters...
Refresh Interfaces

u/jf ]
6858 e
i

85661

Ctrl+R

857029192.168.1.89

857318 fe80::a5dd:elb3:5530:

028996 192.168.1.89
045240192.168.1.89

045758 fe80::a5dd:elb3:5530:

046461 192.168.1.89

046858 feB0::a5dd:elb3:5530:

310814 192.168.1.89

311500 feB0::a5dd:elb3:5530:

465239192.168.1.10
576360192.168.1.89

577410 fe80::a5dd:elb3:5530:

684078 IntelCor_29:67:60
794584 192,.168.1. 89
813789 a4:97:b1:56:97:9b
826531 192.168.1.89

827030 fe80::a5dd:elb3:5530:

827497 192.168.1.89

827911 feB80::a5dd:elb3:5530:

327286192.168.1.148

cfbf

cfbf

cfbf

cfbf

cfbf

cfbf

cfbf

Destination
224.U.U. 252

Broadcast
192.168.1. 255
Broadcast
224.0.0.251
ffo2::fb
224.0.0.251
ffo2::fb
192.168.1.255
224.0.0.251
ffo2::fb
224.0.0.251
ffo2::fb
224.0.0.251
ffoz2::fb
192.168.1.255
224.0.0.251
ffo2::fb
Broadcast
192.168.1.255
Broadcast
224.0.0.251
ffo2::fb
224.0.0.251
ffoz2::fb

Protocol
LLMNK

ARP

NBNS
ARP

MDNS
MDNS
MDNS
MDNS
NBNS
MDNS
MDNS
MDNS
MDNS
MDNS
MDNS
NBNS
MDNS
MDNS
ARP

NBNS
ARP

MDNS
MDNS
MDNS
MDNS

DTFLIEE QQQBH E$E®\ X O

~ | Expression... Clear Apply Save

Length
"

Info

stanaara query

42 who has 192.168

92

Name query NB L

42 who has 192.168

81
101
81
101
92
210
230
85
105
85
105
92
85
105

Standard query
Standard query
standard query
standard query
Name query NB D
Standard query
Standard query
standard query
standard query
standard query
Standard query
Name query NB L
Sstandard query
Standard query

42 who has 192.168

92

Name query NB D

42 who has 192.168

267
287
211
231

Sstandard query
standard query
Standard query
Standard query
Standard query

Ll
]
]
]

Frame 5643: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
Ethernet II, Src: 90:78:41:60:f8:f1 (90:78:41:60:f8:f1), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)

0000 ff ff ff ff ff ff 90 78 41 60 f8 f1 08 06 00 01
0010 08 00 06 04 00 01 90 78 41 60 f8 f1 c0 a8 01 7e
0020 00 00 00 00 00 00 cO a8 02 b9

O @ B WL clhea rambiira in nrnaraces Filas CAllea

[ Darlate: G768 . Picnlavad G7AK 1100 NON

Buéc 4: Vao thanh filter caa wireshark va nhap vao tir khéa “icmp” va ip.addr
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o Turkhoa “icmp”

r-|

File Edit View Go Capture Analyze Statistics Telephony Tools Intenals Help

o@®4dmyg X2 QAe»aTFTLEE Q@QQQl $@BX B

F\Itznl icmp | Expression.. Clear Apply Save

No. Time Source Destination Protocol Length Info
1865 88.6318580 192,168, 1. 192.168.1.79 ICMP 74 echo (ping) request i seq-73/18688, tt1-128
1866 88.6441600192.168.1 192.168.1.89 Icmp 74 echo (ping) reply i 18688, tt1=128 (request in 1865)
1890 89.6399200192.168.1. 192.168.1.79 ICMP 74 echo (ping) request i /18944, tt1=128 (reply in 1891)
1891 89.6499760192.168.1.7 192.168.1.89 ICMP 74 echo (ping) reply i 18944, tt1=128 (request in 1890)
1901 90.6571280 192.168.1.89 192.168.1.79 IcHP 74 echo (ping) request i 19200, tt1=128 (reply in 1902)
1902 90.6746960 192.168.1.79 192.168.1.89 ICMP 74 echo (ping) reply i 75/19200, tt1=128 (request in 1901)
1934 91.6723060192.168.1.89 192.168.1.79 ICMP 74 echo (ping) request i /19456, tt1=128 (reply in 1935)
1935 91,6847220192.168,1.79 192.168.1.89 ICMP 74 Echo (ping) reply 1d=0x0001, seq=76/19456, tt1=128 (request in 1934)

7 C:\WINDOWS\system32\cmd. X +
\Users\y@ns2>ping 192.168.1.79

Pinging 192.168.1.79 with 32 bytes of data:
Reply from 192.168.1.79: 2 time=12ms
Reply from 192.168.1.79: i Oms
Reply from 192.168.1.79: i Tms
Reply from 192.168.1.79: i 2ms

Ping statistics for 192.168.1.79:
Packets: Sent = 4, Received =
Approximate round trip times in mill
Minimum = 10ms, Maximum = 17ms, Average = 12ms

Frame 1865: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0
Ethernet II, src: bc:a8:a6:99:df:cc (bc:a8:a6:99:df:cc), Dst: cc:6b:le:47:b7:7d (cc:6b:le:47:b7:7d)
Internet Protocol version 4, src: 192.168.1.89 (192.168.1.89), Dst: 192.168.1.79 (192.168.1.79)
Internet Control Message Protocol

T

0000 cc 6b 1le 47 b7 7d bc a8 a6 99 df cc 08 00 45 00 .k.G.}
0010 00 3c e4 ed 00 00 80 01 dl da cO a8 01 59 <0 a8 .

0020 01 4f 08 00 4d 12 00 01 00 49 61 62 63 64 65 66 . . Tabcdef
0030 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghij n opgrstuv
77 7 68 69 wabcdefg hi
© B |Wi-Fi: <live capture in progress> File: C:\Use... | Packets: 2568 - Displayed: 8 (0.3%) Profile: Default

o Ip.addr

3. M6 phéng tan cdng arp qua victim truy cap server, internet phai théng qua attack.

92.168.1

Chuan bi:
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