
Introduction To Information Systems Security



Contents

 Historyof informationsecurity.

 InformationSystemsSecurity.

 Risks,Threats,andVulnerabilities.

 Tenetsof Information SystemsSecurity.

 TheSevenDomainsof aTypical IT Infrastructure.



1. History of information security



History of information security

 The1960s

 The1970sand80s

 The1990s

 2000to Present



History of information security (cont.)

 Thehistoryof informationsecuritybeginswith computer security

 Securephysicallocations,hardware,andsoftwarefrom threats



History of information security (cont.)

The 1960s:

 During the Cold War, many more mainframeswere brought online to

accomplishmorecomplexandsophisticatedtasks.

 Larry Roberts,knownasthefounderof theInternet,developedtheproject

whichwascalledARPANET



History of information security (cont.)

The 1970s and 80s: Network security

 ARPANETbecamepopularandmorewidely used,andthepotentialfor its

misusegrew:

 protectdatafrom unauthorizedremoteusers

 lackof safetyproceduresfor dial-upconnections

 nonexistentuseridentificationandauthorizationto thesystem





History of information security (cont.)

The 1990s:

 TheInternethasbecomeaninterconnectionof millions of networks

 Industrystandardsfor interconnectionof networks: de facto standards

 e-mail encryption



History of information security (cont.)

2000 to Present

 Today, the Internetbrings millions of unsecuredcomputernetworksinto

continuouscommunicationwith eachother.

 Security?



2. Information Systems Security



Information system

 An information systemconsistsof the hardware,operatingsystem,and

applicationsoftwarethat work togetherto collect,process, andstoredata

for individualsandorganizations.



The Components of Information Systems



The Components of Information Systems

 Hardware: Information systemshardwareis the part of an information

system you can touch –the physical componentsof the technology.

Computers,keyboards,diskdrives,networkdevices.

 Software: is a set of instructionsthat tells the hardwarewhat to do.

Softwareis not tangible–it cannotbetouched.

 Applications,

 Operatingsystems



The Components of Information Systems

 Data: as a collection of facts. For example,your streetaddress,the city

you live in, andyour phonenumberareall piecesof data. Like software,

datais alsointangible.

 People: help-desk workers,systemsanalysts, programmers. The people

involvedwith informationsystemsareanessentialelement



The Components of Information Systems

 Procedures: Proceduresare written instructions for accomplishinga

specifictask.

 Networks: A network is a connectedcollection of devices that can

communicatewith eachother



Information systems security

 Informationsystemssecurityis the collectionof activitiesthatprotectthe

informationsystemandthedatastoredin it



3. Risk, Threat, and Vulnerabilitie



Risk

 Risk is thelikelihood thatsomethingbadwill happento anasset.

 In the contextof IT security,an assetcanbe a computer,a database,or a

pieceof information.

Examples:

 Losingdata

 Losingbusinessbecauseadisasterhasdestroyedyourbuilding

 Failing to complywith lawsandregulations



Threat

 A threatisanyactionthatcoulddamageanasset.

 Informationsystemsfacebothnaturalandhuman-inducedthreats

Examples:

 Flood, earthquake,fire, …

 Virus, DDOS



The most common threats

 Malicioussoftware

 Hardwareor softwarefailure

 Internalattacker

 Equipmenttheft

 Externalattacker

 Naturaldisaster

 Industrialespionage

 Terrorism



Threat Types

 Disclosure threats: occursany time unauthorizedusersaccessprivateor

confidentialinformationthat is storedon a networkresourceor while it is

in transitbetweennetworkresources.

Two techniques

 Sabotage: thedestructionof propertyor obstructionof normaloperations

 Espionage: theactof spyingto obtainsecretinformation



Threat Types (cont.)

 Alterationthreats: makingunauthorizedchangesto dataonasystem

 Example: modify databasefiles, operatingsystems,applicationsoftware,

andevenhardwaredevices



Threat Types (cont.)

 Denialor DestructionThreats: Denialor destructionthreatsmakeassetsor

resourcesunavailableor unusable.

 Example: DOS/DDOS



Vulnerability

 A vulnerabilityisa weaknessthat allows a threatto be realizedor to have

aneffectonanasset.

Examples:

 Buffer overflow.

 IIS Error



3. Tenets of Information Systems Security



2. Tenets of Information Systems Security

 Confidentiality: Only authorizeduserscanview information.

 Integrity: Only authorizeduserscanchangeinformation.

 Availability: Informationis accessibleby authorizeduserswheneverthey

requesttheinformation.



a) Confidentiality

 Confidentialinformationincludesthefollowing:

ÇPrivatedataof individuals(Full name,

Mailing address,Dateof birth,…)

ÇIntellectualpropertyof businesses

ÇNationalsecurityfor countriesandgovernments

 Securitycontrol: is somethinganorganizationdoesto helpreducerisk.



Security control

Example:

 Conductingannualsecurityawarenesstrainingfor employees

 wheresecuritycontrolsshouldbeused

 Designinga layeredsecuritysolutionfor anIT infrastructure

 Performingperiodic security risk assessments,audits,and penetrationtestson

websitesandIT infrastructure.

 Enablingsecurityincidentandeventmonitoringat your Internetentry andexit

points



Security control

Example(cont):

 Using automatedworkstationandserverantivirusandmalicioussoftware

protection.

 Usingaccesscontrol.



Ensuring data confidentiality

 Defining policies, standards,procedures,and guidelines to protect

confidentialdata.

 Accesscontrol.

 Usingcryptographytechniques.

 Encryptingdatathatcrossthepublic Internet.

 Encryptingdatathatarestoredwithin databasesandstoragedevices.



b) Integrity

 Integritydealswith thevalidity andaccuracyof data.

 Ensuringdatacannotbealteredby unauthorizedpeople.



Ensuring data integrity

 Digital signature.

 Hashing.

 AccessControl.

 Authenticationprotocols



c) Available

Commonavailability time measurementsincludethefollowing:

 Uptime: is thetotal amountof time thata system,application,anddataare

accessible

 Downtime: is thetotal amountof time thata system,application,and data

arenotaccessible.

 Availability: A = (TotalUptime)/ (TotalUptime+ TotalDowntime).



4. The Seven Domains of a Typical IT 

Infrastructure





a) User Domain

 The User Domain defines the people who accessan organization’s

informationsystem.

 Roles and tasks: Users can accesssystems,applications, and data

dependingupon their definedaccessrights. Employeesmust conform to

thestaffmanualandpolicies



Risks, Threats, and Vulnerabilities in the User Domain

RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized access Conduct security awareness training

Lack of user awareness Conduct security awareness training

User apathy toward policies Conduct annual security awareness training

User insertion of CDs and USB drives with personal 

photos, music, and videos

Disable internal CD drives and USB ports. 

Enable automaticantivirus scans for inserted 

media drives, files, and email attachments

User downloads of photos, music, and videos Enable content filtering and antiviruscanning 

for email attachments. Content-filtering 

network devices are configured to permit or 

deny specific domain names in accordance 

with AUP definitions



Risks, Threats, and Vulnerabilities in the User Domain
RISK, THREAT, OR VULNERABILITY MITIGATION

User destructionof systems,applications,

or data

Restrictusers’accessto only thosesystems,applications,and

data needed to perform their jobs. Minimize write/delete

permissionsto thedataowneronly

Attacks on the organization or acts of

sabotageby disgruntledemployees

Track and monitor abnormal employeebehavior, erratic job

performance,and use of IT infrastructure during off-hours.

Begin IT accesscontrol lockout proceduresbased on AUP

monitoringandcompliance

Employeeblackmail Trackandmonitorabnormalemployeebehavioranduseof

IT infrastructureduring off-hours. Enable intrusion detection

system/intrusionprevention system (IDS/IPS) monitoring for

sensitiveemployeepositionsandaccess.



b) Workstation Domain

 A workstationcanbe a desktopcomputer,a laptop computer,a special-

purposeterminal,or anyotherdevicethatconnectsto yournetwork.

 Roles and tasks: configuringhardware,hardeningsystems,andverifying

antivirusfiles



Risks, Threats, and Vulnerabilities in the

Workstation Domain
RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized access to workstation Enable password protection on workstations for access.

Unauthorized access to systems,

applications, and data

Define strict access control policies, standards, procedures, and 

guidelines

Desktop or laptop computer operating 

system software vulnerabilities and 

software patch updates

Define a workstation operating system vulnerability window 

policy and standard.Update application software

Infection of a user’s workstation or laptop 

computer by viruses, malicious code, or 

malware

Use workstation antivirus and malicious code policies, 

standards, procedures, and guidelines



Risks, Threats, and Vulnerabilities in the

Workstation Domain
RISK, THREAT, OR VULNERABILITY MITIGATION

User downloads of photos, music, or videos 

via the Internet

Use content filtering and antivirus scanning at Internet 

entry and exit.

User insertion of CDs, digital video discs  

(DVDs), or universal serial bus (USB) 

thumb drives into the organization’s 

computers

Deactivate all CD, DVD, and USB ports. Enable automatic 

antivirus scans for inserted CDs, DVDs, and USB thumb drives 

that have files.



LAN Domain

 A local areanetwork(LAN)is a collectionof computersconnectedto one

anotheror to acommonconnectionmedium.



LAN Domain

Roles and tasks:

Managementof thephysicalcomponentsincludes:

 Cabling

 NICs

 LAN switches

 Wirelessaccesspoints(WAPs)



Risks, Threats, and Vulnerabilities Commonly Found in

the LAN Domain

RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized access to LAN Computer rooms are secure.

Unauthorized access to systems, 

applications, and data

Access control policies.

read/write/delete privileges on specific documents

LAN server operating system 

software vulnerabilities

vulnerability assessments

LAN server application software vulnerabilities 

and software patch 

updates

software patching

Unauthorized access WLANs Access control

Compromised confidentiality of data 

transmissions via WLAN

Implement encryption between workstation and WAP to 

maintain confidentiality.



LAN-to-WAN Domain

 The LAN-to-WAN Domain is wherethe IT infrastructurelinks to a wide

areanetworkandtheInternet



LAN-to-WAN Domain

 TransmissionControlProtocol(TCP).

 UserDatagramProtocol(UDP).

 Both TCP and UDP use port numbersto identify the application or

function



LAN-to-WAN Domain

 Rolesandtasks:

 Routers: routing,accesscontrollists.

 Firewalls: Packetfiltering

 Demilitarizedzone(DMZ): web,proxy,emailservers

 Intrusiondetectionsystem(IDS)

 Intrusionpreventionsystem(IPS)



Risks, Threats, and Vulnerabilities Commonly 

Found in the LAN-to-WAN Domain
RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized network probing and 

port scanning

Disable ping. IDS/IPS

DOS/DDOS attack ?

IP router, firewall, and network appliance  

operating system software vulnerability

vulnerability assessments

LAN server application software vulnerabilities 

and software patch updates

update devices

IP router, firewall, and network appliance  

configuration file errors or weaknesses

Firewall, Encryption

Unknown email attachments and embedded 

URL links received by local users

Antivirus, Conduct security awareness training



WAN Domain

 TheWideAreaNetwork(WAN) Domainconnectsremotelocations.

 Rolesandtasks:

 WAN communicationlinks

 IP networkdesign

 Firewall

 routerconfiguration

 VPNs,SNMP



Risks, Threats, and Vulnerabilities Commonly 

Found in the WAN Domain
RISK, THREAT, OR VULNERABILITY MITIGATION

Most Internet traffic sent in cleartext Use encryption and VPN tunnels

DOS/DDOS attack ?

Vulnerable to eavesdropping Use encryption and VPN tunnels

Vulnerable to malicious attacks IDS/IPS

Vulnerable to corruption of information and 

data

Use encryption and VPN tunnels



Remote Access Domain

 The RemoteAccessDomain connectsremote usersto the organization’sIT

infrastructure.

 Rolesandtasks:

 LaptopVPN client software

 Securebrowsersoftware

 Cell phones,smartphones

 VPN routers,VPN firewalls

 SecureSocketsLayer(SSL)/VPNwebserver



Risks, Threats, and Vulnerabilities Commonly 

Found in the Remote Access Domain
RISK, THREAT, OR VULNERABILITY MITIGATION

Brute-force user ID and password  attacks Password policies

Unauthorized remote access to IT  systems,  

applications, and data

?

A mobile worker’s laptop is stolenMulti -factor authentication

Private data or confidential data  compromised  

remotely

Encrypt all private data within the database or hard drive



System/Application Domain

 The System/ApplicationDomain holds all the mission-critical systems,

applications,anddata

 Rolesand tasks: The System/ApplicationDomain consistsof hardware,

operatingsystemsoftware,applications,anddata



RISK, THREAT, OR VULNERABILITY
RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized access to data centers, computer 

rooms, and wiring closets

Password policies

Downtime of servers to perform maintenance ?

Loss or corruption of data Backup

Server operating systems software  vulnerabilityupdate



Common threats and vulnerabilities in the seven

domains of an IT infrastructure



Common threats and vulnerabilities in the seven

domains of an IT infrastructure






