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1. History of information security




History of information security

e Thel96Gs
e Thel97Gand80s
e Thel99Gs

e 2000to Present




History of information security (cont.)

e Thehistoryof informationsecuritybeginswith computer security

e Securephysicallocations hardwareandsoftwarefrom threats

Earlier versions of the German
code machine Enigma were
first broken by the Poles in the
1930s. The British and
Americans managed to break
later, more complex versions
during World War II. The
increasingly complex versions
of the Enigma, especially the
submarine or Unterseeboot
version of the Enigma, caused
considerable anguish to Allied
forces before finally being
cracked. The information
gained from decrypted
transmissions was used to
anticipate the actions of
German armed forces. “Some
ask why, if we were reading
the Enigma, we did not win
the war earlier. One might ask,
instead, when, if ever, we
would have won the war if we
hadn't read it."!

Figure 1-1 The Enigma




History of information security (cont.)

The 1960s:

e During the Cold War, many more mainframeswere brought online to

accomplishmorecomplexandsophisticatedasks

e Larry Roberts knownasthe founderof the Internet,developedhe project
whichwascalledARPANET




History of information security (cont.)

The 1970s and 80s: Network security

» ARPANET becameyopularandmorewidely used,andthe potentialfor its
MmIsSusegrew.
e protectdatafrom unauthorizedemoteusers
e lack of safetyproceduresor dial-up connections

e nonexistenuseridentificationandauthorizatiorto thesystem




ll pate_|Documents

Maurice Wilkes discusses password security in Time-Sharing Computer Systems.

schell, Downey, and Popek examine the need for additional security in military systems in
"Preliminary Notes an the Design of Secure Military Computer Systems.™

The Federal Information Processing Standards {(FIPS) examines Digital Encryption Standard (DES) in
the Federal Register.

Bisbey and Hollingworth publish their study "Protection Analysis: Final Report,” discussing the
Protection Analysis project created by ARPA to better understand the vulnerabilities of operating

system security and examine the possibility of automated vulnerability detection techniques in
existing system software.®

Morris and Thompson author "Password Security: A Case History,” published in the Communications
of the Association for Computing Machinery (ACM). The paper examines the history of a design for a
password security scheme on a remotely accessed, time-sharing system.

Dennis Ritchie publishes “On the Security of UNIX™ and "Protection of Data File Contents,™ discussing
secure user |IDs and secure group IDs, and the problems inherent in the systems.

Grampp and Morris write “UNIX Operating System Security.” In this report, the authors examine four
~important handles to computer security”: physical control of premises and computer facilities,
management commitment to security objectives, education of employees, and administrative
procedures aimed at increased security.”

Reeds and Weinberger publish "File Security and the UNIX System Crypt Command.” Their premise
was: "No technique can be secure against wiretapping or its equivalent on the computer. Therefore

no technique can be secure against the systems administrator or other privileged users ... the naive
user has no chance.™®

\ Table 1-1 Key Dates for Seminal Works in Earlly Computer Security




History of information security (cont.)

The 1990s:

e Thelnternethasbecomeaninterconnectiorof millions of networks

 Industrystandardgor interconnectiorof networks de facto standards

e e-mail encryption




History of information security (cont.)

2000 to Present

e Today, the Internetbrings millions of unsecureccomputernetworksinto

continuouscommunicatiorwith eachother

e Security?




2. Information Systems Security




Information system

e An Information systemconsistsof the hardware,operatingsystem,and
applicationsoftwarethat work togetherto collect, processand storedata

for individualsandorganizations




The Components of Information Systems

Hardware
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The Components of Information Systems

e Hardware: Information systemshardwareis the part of an information
systemyou can touch — the physical componentsof the technology

Computerskeyboardsdisk drives,networkdevices

e Software: I1s a set of instructionsthat tells the hardwarewhat to do.

Softwarels nottangible— it cannotbetouched T
ser

1ppitatons Applications

e Operatingsystems Operating System




The Components of Information Systems

e Data: asa collection of facts For example,your streetaddressthe city
you live in, andyour phonenumberare all piecesof data Like software,

datais alsointangible

e People: help-deskworkers, systemsanalysts programmersThe people

Involvedwith informationsystemsareanessentiatlement




The Components of Information Systems

e Procedures: Proceduresare written instructions for accomplishinga

specifictask

e Networks: A network iIs a connectedcollection of devicesthat can

communicatevith eachother




Information systems security

 Informationsystemssecurityis the collectionof activitiesthat protectthe

Informationsystemandthe datastoredin it
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3. Risk, Threat, and Vulnerabilitie




Risk

Riskis thelikelihood thatsomethingoadwill happerto anasset

n the contextof IT security,an assetcanbe a computer,a databaseor a

nieceof iInformation

Examples

_osingdata

_osingbusines®ecausa disastehasdestroyed/our building

Failing to complywith lawsandregulations




Threat

e A threatisanyactionthatcoulddamagenasset

 Informationsystemdacebothnaturalandhumaninducedthreats
Examples

e Flood earthquakeire, ...

* Virus, DDOS




The most common threats

Malicioussoftware
Hardwareor softwarefailure
Internalattacker
Equipmentheft
Externalattacker

Naturaldisaster

Industrialespionage

Terrorism




Threat Types

e Disclosure threats: occursany time unauthorizedusersaccesrivate or
confidentialinformationthatis storedon a networkresourceor while it is

In transitbetweemetworkresources
Two technigues
e Sabotagethe destructiorof propertyor obstructionof normaloperations

e Espionagetheactof spyingto obtainsecretnformation




Threat Types (cont.)

o Alterationthreats makingunauthorizea&hangeso dataon asystem

 Example modify databasdiles, operatingsystemsapplicationsoftware,

andevenhardwarealevices




Threat Types (cont.)

e Denialor DestructionT hreats Denial or destructionthreatsmakeassetor

resourcesinavailableor unusable

 Example DOS/DDOS




Vulnerability

* A vulnerabilityisa weaknesghat allows a threatto be realizedor to have

aneffectonanasset
Examples
o Buffer overflow

e IIS Error




3. Tenets of Information Systems Security




2. Tenets of Information Systems Security

e Confidentiality: Only authorizeduserscanview information
e Integrity: Only authorizeduserscanchanganformation

e Availability: Informationis accessibldy authorizeauserswhenevelithey

requestheinformation

Availability




a) Confidentiality

» Confidentialinformationincludesthefollowing:
C Privatedataof individuals(Full name
Mailing addressDateof birth, ...)
C Intellectualpropertyof businesses

C Nationalsecurityfor countriesandgovernments

e Securitycontrol is somethinganorganizatiordoesto helpreducerisk.




Security control

Example
Conductingannualsecurityawarenesgainingfor employees
wheresecuritycontrolsshouldbeused
Designinga layeredsecuritysolutionfor anlIT infrastructure

Performingperiodic security risk assessmentgudits, and penetrationtestson

websitesandIT infrastructure

Enablingsecurityincidentand eventmonitoring at your Internetentry and exit

points




Security control

Example(coni):

e Using automatedvorkstationand serverantivirusand malicioussoftware

protection

e Usingaccesgontrol




Ensuring data confidentiality

e Defining policies standards, procedures,and guidelines to protect

confidentialdata
e Accesscontrol
e Usingcryptographytechniques

e Encryptingdatathatcrossthe public Internet

e Encryptingdatathatarestoredwithin databaseandstoragedevices




b) Integrity

e Integrity dealswith thevalidity andaccuracyof data

e Ensuringdatacannotbe alteredoy unauthorizegeople

Firewall

Data Has Integrity If:

by, - i

y 1. Data is not altered
) T — i

ﬁ’ |2 Database 2. Data is valid

. Application and 3. Data is accurate
Mainframe Web Servers

System/Application
Domain




Ensuring data integrity

e Digital signature
e Hashing
e AccessControl

e Authenticationprotocols




c) Available

Commonavailability time measurementscludethefollowing:

* Uptime is thetotal amountof time thata systemapplication,anddataare

accessible

* Downtime Is thetotal amountof time thata systemapplication,and data

arenotaccessible

e Availability: A = (Total Uptime)/ (Total Uptime + Total Downtime)




4. The Seven Domains of a Typical I'T
Infrastructure
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a) User Domain

e The User Domain defines the people who accessan or gani z a

Informationsystem

* Roles and tasks: Users can accesssystems,applications, and data
dependingupon their definedaccessights Employeesmustconformto

the staff manualandpolicies




Risks, Threats, and Vulnerabilities in the User Domain
Unauthorized access Conduct security awareness training
Lack of user awareness Conduct security awareness training

User apathy toward policies Conduct annual security awareness trainin

User insertion of CDs and USB drives with persc Disable internal CD drives and USB ports.
photos, music, and videos Enable automatiantivirus scans for insertel
media drives, files, and email attachments

User downloads of photos, music, and videos  Enable content filtering and antiviraanning
for emall attachments. Contetfiitering
network devices are configured to permit ¢
deny specific domain names in accordanct
with AUP definitions




Risks, Threats, and VVulnerabilities in the User Domain

RISK, THREAT, OR VULNERABILITY | MITIGATION

User destructionof systems,applications, Restrictu s e acassto only those systems,applications,and
data neededto perform their jobs Minimize write/delete

permissiongo thedataowneronly

or data

Attacks on the organization or acts of
sabotagdy disgruntledemployees

Employeeblackmail

Track and monitor abnormal employee behavior, erratic job
performance,and use of IT infrastructure during off-hours
Begin IT accesscontrol lockout proceduresbasedon AUP
monitoringandcompliance

Trackandmonitorabnormakemployeebehavioranduseof

IT infrastructureduring off-hours Enable intrusion detection
system/intrusionprevention system (IDS/IPS) monitoring for
sensitiveemployeepositionsandaccess




b) Workstation Domain

e A workstationcanbe a desktopcomputer,a laptop computer,a special

purposdaerminal,or anyotherdevicethatconnectso your network

* Roles and tasks: configuringhardware hardeningsystemsandverifying

antivirusfiles




il

Risks, Threats, and Mulnerabilities In the
Workstation Domain

RISK, THREAT, OR VULNERABILITY | MITIGATION

Unauthorized access to workstation Enable password protection on workstations for access.

Unauthorized access to systems, Define strict access control policies, standards, procedures,
applications, and data guidelines

Desktop or laptop computer operating Define a workstation operating system vulnerability window
system software vulnerabilities and policy and standard)pdate application software
software patch updates

| nfection of a us el Useworkstation antivirus and malicious code policies,
computer by viruses, malicious code, or standards, procedures, and guidelines
malware




ll Risks, Threats, and Mulnerabilities In the ll

Workstation Domain

RISK, THREAT, OR VULNERABILITY | MITIGATION

User downloads of photos, music, or vide Use content filtering and antivirus scanning at Internet
via the Internet entry and exit.

User insertion of CDs, digital video discs Deactivate all CD, DVD, and USB ports. Enable automatic
(DVDs), or universal serial bus (USB) antivirus scans for inserted CDs, DVDs, and USB thumb dri
t humb drives i nt o 1thathave files.

computers




LLAN Domain

* A local areanetwork (LAN)is a collectionof computersconnectedo one

anotheror to acommonconnectiormedium

s
N/
/N

s




LLAN Domain

Roles and tasks:

Managemenof the physicalcomponentscludes

e Cabling
e NICs
e LAN switches

* Wirelessaccespoints(WAPS)




Risks, Threats, and Vulnerabilities Commonly Found In
the LAN Domain

RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized access to LAN Computer rooms are secure.

Unauthorized access to systems, Access control policies.
applications, and data read/write/delete privileges on specific documents

LAN server operating system vulnerability assessments
software vulnerabilities

LAN server application software vulnerabilitie software patching
and software patch
updates

Unauthorized access WLANS Access control

Compromised confidentiality of data Implement encryption between workstation and WAP to
transmissions via WLAN maintain confidentiality.




LLAN-to-WAN Domain

e The LAN-to-WAN Domainis wherethe IT infrastructurelinks to a wide

areanetworkandthe Internet

LAMN Domain LAM-to-WAN Domain

lf. -—;" "‘; kj-

Router

.—-‘_.

WAN
Domain

l

.. - I_ -- -..
V; -
Firewall




L AN-to-WAN Domalin

e TransmissiorControlProtocol(TCP).

e UserDatagranProtocol(UDP).

e Both TCP and UDP use port numbersto identify the application or

function




L AN-to-WAN Domalin

e Rolesandtasks

e Routersrouting,accesgontrollists.
e Firewalls Packefiltering

e Demilitarizedzone(DMZ): web, proxy, emailservers

e Intrusiondetectionsystem(IDS)

e Intrusionpreventionsystem(IPS)




Risks, Threats, and Vulnerabilities Commonly
Found in the LAN-to-WAN Domain

RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized network probing and Disable ping. IDS/IPS
port scanning

DOS/DDOS attack ?

IP router, firewall, and network appliance vulnerability assessments
operating system software vulnerability

LAN server application software vulnerabilitie update devices
and software patch updates

IP router, firewall, and network appliance Firewall, Encryption
configuration file errors or weaknesses

Unknown email attachments and embedded Antivirus, Conduct security awareness training
URL links received by local users




WAN Domain

 TheWide AreaNetwork(WAN) Domainconnectgemotelocations

e Rolesandtasks
e WAN communicationinks
e |P networkdesign
e Firewall
e routerconfiguration

* VPNs,SNMP




Risks, Threats, and Vulnerabilities Commonly
Found in the WAN Domain

RISK, THREAT, OR VULNERABILITY MITIGATION

Most Internet traffic sent in cleartext Use encryption and VPN tunnels
DOS/DDOS attack ?

Vulnerable to eavesdropping Use encryption and VPN tunnels

Vulnerable to malicious attacks IDS/IPS

Vulnerable to corruption of information and  Use encryption and VPN tunnels
data




Remote Access Domalin

 The Remote AccessDomain connectsremoteusersto theor gani 2Tat |

Infrastructure

* Rolesandtasks
e LaptopVPN client software
e Securebrowsersoftware
e Cell phonessmartphones
* VPN routers,VPN firewalls
e SecureSocketd_ayer(SSL)/VPNwebserver




Risks, Threats, and Vulnerabilities Commonly
Found Iin the Remote Access Domain

RISK, THREAT, OR VULNERABILITY MITIGATION

Brute-force user ID and password attacks = Password policies

Unauthorized remote access to IT systems, ?
applications, and data

A mobil e wor ker ' s | a Mulit-factor authentication

Private data or confidential data compromise Encrypt all private data within the database or hard drive
remotely




System/Application Domain

e The System/ApplicationDomain holds all the missionrcritical systems,

applicationsanddata

* Rolesandtasks The System/ApplicationDomain consistsof hardware,

operatingsystemsoftware applicationsanddata




RISK, THREAT, OR VULNERABILITY

RISK, THREAT, OR VULNERABILITY MITIGATION

Unauthorized access to data centers, compu Password policies
rooms, and wiring closets

Downtime of servers to perform maintenance ?

Loss or corruption of data Backup

Server operating systems software vulnerab update




ll Common threats and vulnerabilities In the seven ll

domains of an IT infrastructure

DOMAIN COMMON THREATS AND VULNERABILITIES

User domain Lack of awareness or concern for security
Accidental acceptable use policy violation
Intentional malicious activity
Social engineering

Workstation domain Unauthorized user access
Malicious software introduced
Weaknesses in installed software

LAN domain Unauthorized network access
Transmitting private data unencrypted
Spreading malicious software

LAN-to-WAN domain Exposure and unauthorized access to internal resources from the outside
Introduction of malicious software
Loss of productivity due to lack of Internet access




Common threats and vulnerabilities In the seven
domains of an IT infrastructure

VWAN domain Transmitting private data unencrypted
Malicious attacks from anonymous sources
Denial of service attacks
Weaknesses in software

Remote Access domain Brute-force passwaord attacks on access and private data
Unauthorized remote access to resources
Data leakage from remote access or lost storage devices

System/Application Unauthorized physical or logical access to resources

domain Weaknesses in server operating system or application software
Data loss from errors, failures, or disasters

I










