Bai giang Mang May Tinh

Chwong 3: Lop irng dung/ Application Layer

Muc tiéu:

» Nhan dién duoc
i vai tro cua l6p Gng dung
i? Cac loai dich vu phuc vu nguoi dung va phuc vu ha
tang mang.

» Hiéu duoc kién trdc dia chi IP

> Tam quan trong ctia dich vu DNS va DHCP
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Chwong 3: Lop ung dung/ Application Layer

% No¢i dung:
1. Nhiém vu va chtic nang
2. Cac dich vu ung dung ngudi dung
3. Cac dich vu ha tﬁng
* Diachi IP
* DNS
- DHCP
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Lop ing dung

¢ Lop tng dung trong mo6 hinh OSI
O La 16p cao nhét va giao tiép truc tiép v6i ngudi ding
(. Cm}g cap cac loai dich vu hoat dong trong méi trudng
truyén thong.
% L6p ung dung trong mo hinh TCP/IP
U Dich vu ttng dung phuc vu nguoi dung:
& Web, mail, file sharing,...
O Dich vu phuc vy ha ting mang;
g DNS, DHCP, SNMP, Whois,...
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Cac dich vu ng dung nguoi dung

¢ Thu dién tr (e-mail)
% Dich vy lay thong tin (FTP)
% Dich vu tim kiém (Google, bing...)

+* Dich vu web
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Dich vu thu dién tir

% Thu dién tir (e-mail) 12 dich vu phd bién nhit va don gian nhat
dé dwa thong tin t6i moi ngudi dung trén mang IP.

+* Dich vu "mailing-list" thong qua danh sach dia chi thu dién tr
ctia mot nhom ngudi, cung cip dong thoi cing ndi dung thong
tin.

% Dich vy tim kiém va chuyén file (Archive): Lam nhiém vu
truyén céc file qua dich vu email.

% Dich vu Archive ctia mail server c6 thé tu dong tim kiém trong
tai nguyén san c6 dé dap tmg cho mot yéu cau vé mot dé muc
thong tin hay tén cua file dir li¢u tr nguoi dung email.

»>5

Dich vu thw dién tir

% Thu dién tir (e-mail) 1a dich vu pho bién nhat va don gian nhét
dé dua thong tin t6i moi nguoi dung trén mang IP.

+ Dich vy "mailing-list" thong qua danh sach dia chi thu dién t
ctia mot nhém nguoi, cung cap ddng thoi cing ndi dung thong
tin.

% Dich vu tim kiém va chuyén file (Archive): Lam nhiém vu
truyén céc file qua dich vu email.

% Dich vu Archive ctia mail server c6 thé tw dong tim kiém trong
tai nguyén san co dé dap tmg cho mot yéu cau vé mot dé muc
thong tin hay tén cua file dir liu tir nguoi1 dung email.
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Dich vu lay théng tin - Gopher

% Dich vu Gopher: Tra ciru va ldy tap tin theo danh muc (Menu)

% Uu diém: dich vu chi phi thip Va truy nhap thong tin nhanh
chong

% Han ché: kha nang chi hd tro cac dang dit liéu Text va sé dich
vu ma no cé thé truy cap duoc (FTP, Telnet, Wais).
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Dich vu lay thong tin - FTP

% Dich vu pho bién nhat dé truyén file trén Internet.

% Dich vu FTP cung cép cac chtic ning:
U Xac thue nguoi dung
O Cap quyén sir dung : loai tai nguyén va muc do sir dung
QM4 hoa va truyén file dén ngudi ding

% Uu diém: cau hinh server khong cao va quan tri don gian.

% Han ché: Hoat dong cham do co ché truy nhap vao timg thu
muc dé tim file
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Dich vu tim kiém théng tin

Dich vu Wais, Google, Bing...

< Dich vu Wais cung cip chtrc nang tim kiém thong tin trén
mot danh sach cac servers dua trén mot tir khoa nao do va
néu khong tim duoc tai liéu ndy, nd s& cung cp nhiing tai
lidu gan v6i yéu cau nhat.

X Lam viéc dya trén mdt chi muc dugc tao boi mot tap tiéu
chi nao do.
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World Wide Web (1/2)

= WWW la hé thong bao gdm cac mién (site) luu trit va cung cip
thong tin da phuong tién (multi-media): &m thanh, hinh anh,
video, van ban

* Su dung ngén ngir HTML (Hyper Text Markup Language) dé
m@ ta cac moi lién két gitra cac tai li€u vo1 nhau va cac moi lién
két to1 cac dich vu Internet khac.

= Sir dung giao thirc HTTP dé truyén trang web HTML

= http:// Hypertext Transfer Protocol

= \Website: mién cung cdp cac vin ban siéu lién két

= Web page: cac trang vin ban siéu lién két.

= Web browser: phan mém chuyén doi tai liéu HTML thanh “siéu
van ban” va truy cap Web.
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World Wide Web (2/2)

% URL — Uniform Resource Locator: Locator lién két t6i cac tai nguyén
thong tin tir cac dich vu khac nhau nhu FTP, Gopher, Wais... trén cac
server khac nhau.

<% Hyperlink: lién két trong mot trang Web cho phép di chuyén dén
trang web khac theo dia chi cta lién keét.

“» Dich vu WWW phat trién rat manh trén mang IP, bao gém nhiéu
churc nang va thém kha nang tich hop duoc hau hét cac loai dich vu
hién c6 trén mang IP.

“» World Wide Web cho phép truy cdp dugc Gopher, Wais, FTP, st
dung Telnet, Finger.

+% Trién khai dich vu Web yéu cau duong két ndi co bang thong cao dé

ho tro multimedia.
»>11

Web/Database Connectivity

Execute 'SELECT Plant_location
FROM Company_Plants’

| Get URL http://server.com/dbscript >

Send formatted data to client:

Retfrieve raw data from database

Plant locations Dayton
Client Dayton Web server San Diego Database
San Diego Atlanta
Atlanta Chicago server
Chicago
»12
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Cac dich vu phuc vu ha tang mang co sé
+* Pia chi IP

% Hé thdng phan giai tén mién DNS

% Hé thdng cung cap thong tin ciu hinh ndi mang DHCP

»>13

Théng tin nhin dién hé thong truyén thong

s*Host name (e.g., www.cnn.com)
WU Thich hop voi con nguoi
QThoéng tin vé tén don gian va cu thé cia mot to chirc hay ca nhan.
QCau triic tén phan cip, co thé thay ddi (chir va sd)
s»Dia chi IP (e.g., 64.236.16.20)
QThich hop véi thiét bi truyén thong: routers va host
U4 buyte (32 bits )
“»Pia chi MAC (e.g., 00-15-C5-49-04-A9)
QS dung trong pham vi mot link- (broadcast domain)
QTich hop trong phan cimg va 1a gia tri duy nhit.
Q148 bits; flat address
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Dia chi IP v4

> Dia chi IP 1a dia chi thay di theo vi tri dia 1y noi hé théng truyén
thong nodi két vao.

> CO cau tric co ban gdbm 2 thanh phan: Net-id va Host-id

> Str dung 32 bits va 3 dau “.” dé phan cach 4 bytes.

) 32 bits i

‘ 10000011 ” 01101100 H 01111010 H 11001100 ‘

-3 Bits =3 =3 Bits == =73 Bits =2~ =75 Bits =2

‘ 131 ‘ | 108 | ‘ 122 ‘ - ‘ 204 ‘
-3 Bits = -2 3 Bits — -«—3 Bits —3» -=&—3 Bits —»

»>15

Dia chi IPv4

Decimal and binary conversion

e A

<z 32 Bits >

10000011 01101100 01111010 11001100

<3 Bits =2 <=3 Bits == <=0 Bits =2 <=3 Bits =2

131 . 108 . 122 . 204

3 Bits =3 -3 Bits =3 -3 Bils =3 -3 Bits =3

11000000[®(00000101|e[00100010[¢[/00001011

4 3 210 6 5 4 3 6 5 4

3359"9%%'F 9200 %9 7 J%0%0H%Y 53555593
Octet (8 bits) ~ Octet (8 bits) ~ Octet (8 bits)  Octet (8 bits)
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« Co 5 16p dia chi khac nhau:

Dia chi Unicast IPv4
Class A Network
Octet 4
OXXXXXXX
Class B Network
Octet 4 3 2 1
L1OXXXXXX
Class C Network
Octet 4 3 2 1 >17
110XXXXX
Lop dia chi IPv4

Q Pia chi Lép A, B, C: sir dung cho truyén thong unicast
Q Dia chi 16p D: sir dung cho truyén théng multicast
Q Dia chi 16p E: sir dung cho truyén thong thir nghiém

% Xac dinh 16p ctia dia chi bang cach tham chiéu 4-bit ciia dia chi IP hay
nhan dién bit”0” & vi tri bit cao nhét ctia byte cao nhat:

O Class A bét dau 0xxx, hodc 1 t6i 126 thap phan

O Class B bt dau 10xx, hodc 128 t6i 191 thap phan
Q Class C bét dau 110x, hodc 192 t&i 223 thap phan
Q Class D bét dau 1110, hodc 224 t&i 239 thap phan
Q Class E bat dau 1111, hodc 240 t&i 254 thap phan
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Mang con va mat na mang con

% Subnetting 13 mot phan mang con céc 16p dia chi dé c6 thé tao
thém nhiéu dia chi mang.

QO Giam bét s6 luong dia chi host trén mot mang.
% Str dung cho céc to chirc
® Su dung moi truong mang khac nhau.
@ Duy tri khong gian dia chi.
& Bao mat.
s Piéu khién luu lugng mang.
+ Subnet masks duoc st dung cho dia chi IP dé nhan dang ph?m

phan chia mang va host thudc day dia chi. o

Subnet Masks

<% Subnet masks dugc ing dung cho dia chi IP dé nhan dang phan
chia mang va host thugc day dia chi.

% Subnet masks c6 hinh thai giéng dia chi IP ngoai trir day bit 1 dai
dién cho Network-ID va Subnet-ID néu dugc chia sebnet.

Vidu:
UbiachiIP :
Class B IP address: 140.179.220.200
Subnet Mask: 255.255.192.0
In Binary:

10001100.101100111.11110000.11001000

11111111, 112111114 .11000000.00000000

10001100.101100{11.11000000.00000000
=> Subnet Address is 140.179.192.0
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Dia chi IP Public va Private
+¢ Public IP: dia chi IP duoc nhan dién va chuyén tiép toan internet,
cung cap boi ISP (do INA chi dinh-Internet Numbering Authority)
% Private IP:
QGiai quyét van d& can kiét cua dia chi IP-public.

QO Su dung trong mang ndi bd, khong duoc dinh tuyén trén
internet.

O GOm cac pham vi:
— 10.x.y.z (10.0.0.0 to 10.255.255.255)
— 172.16.x.y (172.16.0.0 to 172.31.255.255 )
— 192.168.x.y (192.168.0.0 to 192.168.255.255 )
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Classless va Prefix

% Classless duoc sir dung khi mot t6 chire duoc cip mot khdi dia chi, ¢6
thé tao nhitng subnet véi gia tri subnet-mask dai phu hop véi nhu cau
su dung.

U Variable-Length Subnet Mask —VLSM

+ Bia chi Classless cho phép gan cac day dia chi IP c6 kich thude thay
d6i ph hop véi yéu cau.
QPrefix — 1a mot cach goi khac cuia Net-1D
QPrefix length — chiéu dai cua Prefix.

% Vd1: 195.10.100.0/24 => block of 28(255) dia chi IP cta host c6
prefix 195.10.100.0

% Vd2: 195.10.100.192/26 => block of 2(64) dia chi IP cua host ¢
prefix 195.10.100.192 »22

Gvbs.NTPDung-ptithcm.edu.vn
Luu hénh nél bé CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Subnet Masks & Prefix

0 255.0.0.0/8
O 255.255.0.0 /16
U 255.255.255.0 /24

+» Trong dia chi classful, gia tri mask la ¢d dinh

+¢ Trong dia chi classless, can x4c dinh gia tri mask va
dia chi ctia khdi dé tim gia tri net-id (prefix).
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Dia chi IPv6

Céu triic dia chi IPv6 = prefix + suffix

64 bits prefix 64 bits suffix

Phan Prefix:
|, 13 bits | 8bits | 24 bits | 16 bits
[ | ) |
001] TLA |Res NLA SLA
Next level
Phan Suffix:

interface ID

=Manual =Random =DHCPV6 server =EUI-64

Next level
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Phéan loai dia chi IPv6

Multicast Unicast Anycast
Assigned Solicited Node Link Local Global Unique Local
Address
FF00::/8 FF02::1:FF00:0/104 EE80::/64 2000::/3 ECO00::/7
Unicast Prefix | pr3x::/12 FECO::/48 dwoc hiy bo
Sept-2004 [RFC3879]
UIne e Link Local Global Site Local Compatibility
Loopback
2128 FES0::/64 2000::/3 EERgTS FFFFwixy.z [M]
::1/128

; RFC 4193 wxy.ZICl
Unique Local Fooo:j7  2002WLX.Y.Z::HF
Address " BEFEwxy.z [I]

Dich vu phén giai tén mién
DNS (Domain Name System)

< Hé théng tén mién dugc su dung dé chuyén ddi mét hostname
sang dia chi IP va nguoc lai.

% Str dung cac Name server dé luu trir thong tin vé tén mién va dia
chi trong g trong mdt vung ctia mot mang hay mang con.

% Hoat dong:

QPhan giai tir client dén Name server khi client can truyén
thong dén mot dich vu ing dung trén mang IP.

O Trao d6i co so dit liéu tén mién gitra cac Name server :
Q Chong giao thire diéu khién hoat dong ->chuong 7
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Dich vu phén giai tén mién
DNS (Domain Name System)
% Heé thong tén mién duoc sir dung dé chuyén d6i mot hostname
sang dia chi IP va nguoc lai.
OTién trinh phén giai tén sang dia chi IP : phan giai
thuan
i resolve forward lookup queries
¥l gethostbyname ()
LMot phan giai nguoc tur dia chi IP sang tén:
* resolve reverse lookup queries
* gethostbyaddr ()

Mot tén mién thi céip duoc khoi tao “in-addr.arpa”

»27

Domain Naming System

Root domain

. Root
Top level domain /’N
edu com gov mil org net uk fr

/N /N AAN

Second level domain princeton...mit  cisco-..yahoo nasa ..-nsf arpa-..navy acm ...ieee

e Y AN AN ANV ANVANIVANVANVANVAN

cs ee physics

VANWAN

ux01 ux04

Sub domain

% Khong gian tén mién (Domain name space) : gdm tap hop cac nit
phan cap (hierarchy) tao thanh cay c6 goc (Root) ¢ vi tri cao nhat.
¢ Céc nut c6 tén goi 1a nhan (label)

a A WA »28
% Nut goc c6 tén: “.”
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Reverse Lookup Zone

IP sddress 15.16.192.152

« hastame winme. eorp. hp.com »29

Domain & Zone

Domain: c6 thé P

bao gom 1 nhanh edu com gov mil org net uk fr

con hay toan bo A YA YA NYA UYA WVAWAWAY

princeton .. mit cisco ---yahoo nasa ---nsf arpa ---navy acm ..-ieee

S flomain NLANANNADNNDNNNN

Tén cua domain cs ee | physics
1a tén cua nit VAN 7A\WAN

X ux01 ux04 Root
cao nhi trong

domain
Zone: la domain dugc quan ly [ frinceton ] .. [ Cisco |
N A N . . . A name server name server
tén mién va dia chi boi mot /
nhom Name server.
Cs EE
name server name server|
»>30
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Domain name space & NS- Name Servers

=

=

Name Servers

«* Primary name server: server luu trir, cap nhat nhan cong dir liéu tén
mién.
«+ Secondary name server: server luu trir, cap nhat tu dong dit liéu tén
mién qua co ché Zone Transfer.
UPort 53- TCP
% Name Caching- Name server luu giit két qua truy van dé giam bot
luu lwong truy van DNS ra ngoai mang.

»32
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Root Name servers

H.ROOT-SERVERS.NET 128.63.2.53
B.ROOT-SERVERS.NET 128.9.0.107
C.ROOT-SERVERS.NET 192.33.4.12
D.ROOT-SERVERS.NET 126.8.10.90

E.ROOT-SERVERS.NET

192.203.230.10

I.ROOT-SERVERS.NET

192.36.148.17

F.ROOT-SERVERS.NET

192.5.5.241

F.ROOT-SERVERS.NET

39.13.229.241

E-NASA Moffet Field CA
F-ISC Woodside CA

M-WIDE Keio

DNS Root Servers

Designation, Responsibility, and Locations

1Feb %8

I-NORDU Stockholm

¥ C-PSIHerndon VA
v D-UMD College Pk MD

G-DISA-Boeing Vienna VA

B-DISA-USC Marina delRey CA H-USArmy Aberdeen MD
L-DISA-USC Marina delRey CA J-NSF-NSI Herndon VA

K-LINXIRIPE London

i L
&, ANSENSI Hendon VA
&

G.ROQT-SERVERS.NET

192.112.88.4

A.ROOT-SERVERS.NET

198.41.0.4

»>33

Cic co ché phan giai

% Resolver: déng vai tro DNS client gdi truy van tdi name servers

% Truyén thong: Str dung port 53- UDP

% Cac co ché phan giai (Resolving Resolution)

LPhan giai dé quy (Recursion requests): name server
phai tim ra két qua cudi cung hay mt thong béo 101

dé dap tmg cho client.

Phan giai lap lai (Iteration request) : name server dap
ung cho client bdi danh sach tén cac server can tham
khao ma kha nang c6 thé cung cap.

>34
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Phan giai DNS (DNS Query)

root name server

iterated query

local name server PE— intermediate name server
ptithcm.edu 7 ﬂ .edu server
Query for
www.mit.edu
Recursive query ]
mit.edu server

requesting host
Cntt2.ptithcm.edu

»>35

Database va cac record

63.63.0.1 |

203.162.0.1

203.162.4.10

ctt -203.162.50.1 203.162.50.1

aaa - 203.162.70.201
bbb - 203.160.9.7

www - 203.162.50.100
mail - 203.162.50.101
Lab -203.160.100.1

www.ctt.com.vn =l
203.162.50.100 D
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Dich vu DHCP
Cap thong tin cau hinh mang cho host

+ Giao thirc phén giai dia chi ngwoc (Reverse Address Resolution —

RARP)
OMay tinh chay RARP dugc ma hoa trong ROM dé khai tao

tién trinh RARP, va x4c dinh RARP Server .
U Goi “Broadcast” mot yéu cau dja chi IP kém theo dia chi

MAC.
ORARP server phan hdi mot dia chi IP.
QChi duy nhét gan dia chi IP (khong: default gate way va

subnetmask)

IP address ARP Ethernet MAC
address
(48 bit)
»37

(32 bit) -—
RARP

Gan dia chi IP cho host

RARP Server
Source IP Source IP Source IP Source IP Address
Address? Address? Address? 197.15.22.126
] L] ] =
d = g =] %79 ‘
MAC Address MAC Address MAC Address MAC Address
02-60-8C-01-02-03 || 00-00-A2-05-09-89 || 08-00-2-90-90-90 (| 08-00-02-89-90-8
| |
Source IP Source IP
Address? Address?

L—7 = =]
MAC Address

02-00-A2-04-09-88
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Cic thong tin cau hinh c6 thé dwoc quén 1y béi DHCP

¢ Thong tin DHCP dwoc géi nhw mot tap cac tuy chon:
> Subnet Mask,
> Name Server,
> Hostname,
> Domain Name,
> Default IP TTL,
> DHCP Renewal Time, DHCP Rebinding,
> SMTP-Server,
> Printer Name, ...

»>39

Dich vu ha ting mang IP

DNS & DHCP
DHCP va DNS
— DNS server (D2)  Web server
Thong bao dia o (10.0.0.9) (10.0.0.10)
chi dich vu can
thiét

Sale-Dept
10.0.0.101 --> 10.0.0.200

/

Chi dinh dia
chi dong

1
\ Marketing-Dept DHCP server (D,) D

(11.0.0.5) =
10.0.0.50 > 10.0.0.100 —

»>40
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