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Muc ti€u mon hoc (1/2)

Nim ré:
> Muc dich va yéu ciu ctia quan trj mang.
> Cac chuin va mo hinh quan tri mang lién quan
« M6 hinh quan tri mang : Kién tric va cac thanh phan chirc
nang
« Céac chirc nang va qui trinh quan trj mang thuc té tai trung
tdm quan tri mang.
« Hiéu duoc vai tro va chirc ning ctia md hinh t6 chirc, mé hinh
thong tin, mé hinh truyén thong va mé hinh chtrc ning ctia
chuan SNMP IETF.
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Muc ti€u mon hoc (2/2)

Van dung dwoc vao cong tac quan tri thuc té thong qua cac dién
clru:
« Xay dung kich ban giam sat trang thai mang: sit dung MIB-II

- Xay dung kich ban canh bao tinh huéng ngoai 1¢: SNMP-Trap,
MIB-II

- Xay dung kich ban diéu khién thay d6i cau hinh.

- Apdungduoc cac kién thirc quan tri mang trong viée tim hiéu

vatrién khai cac cong cu quan tri mang dién hinh.

Muc tiéu mon hoc (1/2)

= Hiéu vé:
— Muc dich va yéu ciu cua quan trj mang.
— Cécchuan va mé hinh quan trj mang lién quan
— MO hinh quan tri mang : Kién tric va cac thanh phan
churc nang
— Céc chtrc nang va qui trinh quan tri mang thuc té tai
trung tdm quan tri mang.
= Hiéu duogc vai tro va chuc nang cua mo hinh t6 chirc, mod
hinh théng tin, md hinh truyén théng va mo hinh chirc
ning cta chuan SNMP IETF.
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Muc ti€u mon hoc (2/2)
* Vandung dugc vao cong tac quan tri thuc té thong qua cac dién
curu:
— Xay dung kich ban giam sat trang thai mang: st dung MIB-II
— Xay dung kich ban canh bao tinh hudng ngoai 16: SNMP-Trap,
MIB-II
— Xay dung kich ban diéu khién thay ddi c4u hinh.
* Trién khai cac cong cu quan tri mang va van dung dugc cac kién
thtrc quan tri mang trong viéc tim hiéu cc tng dung ctia 4 md
hinh quan tr1.

Chuong 1.
Tong quan quan trimang

Muc dich va yéu cau quan tri mang
Kién tric chung cho quan tri mang

Kién tric quan tri mang Internet

N &

M0 hinh quéan ly mang Internet

« M5 hinh t6 chie (Kién trac quan tri mang)

* M0 hinh thong tin (MIBs, RMON)

« M5 hinh truyén thong (control messages)

* M0 hinh chtrc nang (FCAPS)

5. Céc chuén lién quan (OSI/ CMIP va SNMP/ IETF)
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1.1 Giéi thi¢u

Dinh nghia:
1. Quaén trimang cung cAp khaning giam sat va diéu khién mang phan
tan tt mot diem quan tri don .
Muc dich:
1. Duy tri hoat dong ciia toan hé théng mang nhu thiét ké ban dau.
2. Cho phép khaning phit trién va morong hé théng va mang.
3. Cho phép tiét kiém chi phi duy tri va phét trién mang.
Cac dbi twong quan tri:
Céc hé thong, thiét bi quan Iy tai nguyén , dich vu duoc chia sé.
Céc thiét bi ndi mang.
Céc lién két truyén dan, bang thong. ..
Nguoi ding cudi, va ngudi quan tri (cac nhan va nhom)

hn B W N =

Céc chinh sach lién quan...

Chu ky phat trién mot hé thong mang

Collection of Status
of Organization

Management basing on
Baselines

Infrastructure
& Applications

Maintenance

mplemcntatiun

Logical & physical
Diagrams& Documents
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Chiphi trong qui trinh xdy dung va phat trién hé thong
Nguyén tacnuibang
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HP-openview, Solarwind, Nagios...

Hé thdng giam sat mang

= Giam sat mang bang cac phan mém quan tri chuyén dung nhu:

s E-mail, Pagers
ervers & Sounds

Routers &

Switches \\ Web Pages/
Wireless gear N / 7 Remote Views
E I —— | Monitoring |~ AP

nvironmenta ~— Strip Charts
Sensors // System N
/ \\ Diagram of the
Power Systems / network
Log Files
Quan trichiphi
A
Network Traffic and
Network Technology
Growth

Network Resaources
(Support Staff, $%)

Time

>
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Total Cost of Ownership (TCO)

— Total Cost of Ownership (TCO) Ia cdch tinh chi phi mdy tinh
trong 1 nam.

— Chiphi TCO bao gom:
« Chiphi sira chira va nang cip phan cing va phan mém.
« Chiphi cho nhém hd tro nguoi dung dau cudi.
« Chiphi huan luyén va dao tao.

« Chi phi khau trir khi may ngung hoat dong gay ton hai trong
hoat dong nghi¢p vu- “wasted” time.

— Viduy: TCO cho mdt PC sir dung hé diéu hanh Windows
computer

* TOO HIGH - $8-12,000/year
* Nguyén nhan chinh cta chi phi qua cao 1a do “wasted” time

* Khong thé chép nhan duoc!

Net Cost of Ownership (NCO)

= Net Cost of Ownership- NCO l1a chi phi that sy dugc bd ra khong
tinh thiét hai do hu hong.

— NCO cho mot PC/ year : tir $1,500-> $3,500

— Chiphi quan tri cho mang v4i 100 nguoi st dung trung binh 1a
$150,000 -> $350,000

 Chiphi l6n nhét 1a chi phi cho ddi ngii quan tri va hd trg
ngudi dung.chiém 50-70% tong chi phi.

— Chiphi thué duong két ndi WAN
— Chi phi nang cp va thay thé phan ctng, phan mém.

— Cau hoi dit ra: chi phi nao c6 thé giam t6i da dwoc 2??
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Céc loai chi phi cho duy tri va phat triéen mot hé thong mang

Chi phi cho mét lan.
« Nhan Iyc thiét ké va xay lap ban dau
« Trang thiét bi ( thiét bi chuyén dung, mdy tinh, phan mém...)
st dung cho phan tich, thiét ké, kiém thir
« Phan ctng, phan mém trién khai hé théng mang
« Huén luyén va dao tao nhan lyc khai thac va quan tri
+Co s& vat chat khac: trang thiét bi, nha tram, phong dat may,
ké tu...

Chi phi dai han.
«Thué bao dé sir dung thiét bi, duong truyén (Lease payments)
*Ban quyén (Licenses)
*Tra lwvong nhan vién (Salaries of support personal)
«Nguyén vat liéu phan cing, phan mém sira chira, thay thé
*Bdo tri (out-sourcing)
eLam tuoi cong nghé

Chi phi vé nhan su quan tri mang

Systonss managemant

End soer support Clont compuiem
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Giai phap t6i wu ngan sach cho quan tri mang

= Baitoan kho:
— Khindi mang V‘é ) h{qng hé thépg, thiét bi phat trién nhanh
chong 2 yéu cau nhiéu thiét bi can quan tri hon
« Phai can nhiéu nhan vién quan tri mang hon ???
= Giai phap:
— Str dung chinh sach tra phi sir dung d6i voi ngudi st dung mang
« Chiphu hop véi bdi canh sir dung WAN
« Khong hop Iy néu ap dung trong mang LAN.

— Giai phép dat ra 1a can kién} soat viéc chia sé tai nguyén mang
thong qua chinh sach cu thé cua cong ty dya trén chirc nang hoat
dong nghiép vu cua nguoi dung mang trong mod hinh t6 chuec.

— Strdung co ché xac thuc, cap quyén va giam sat- Authorization
(Rights/ Permissions)- AAA

Yéu cau d6i véi nguoi quan tri mang (1/2)

= Yéu cau d6i voi nhan vién quéan tri mang :

— Hiéu biét day da vé cong nghé mang

— C6 kha nang xur 1y duoc thiét bi dugcndi mang.

— Cokha nang giao tiép, hd trg voingudi dung dau cudi

= Yéu ciu dic biét:

— C6 kha nang va ky ndng dac biét dé giai thich, tu van cho viée
trién khai cac ing dung hoat dong trén mang nham cai thi¢n
hoat dong nghiép vu tai cong ty.

« Can phai c6 sy hiéu biét vé nhitng yéu t6 chu yéu lam ting
chi phi quan tri mang.

« Can sy am hiéu yé vai tro, chirc nang cua cac hoat dong
quan tri mang dé c6 the thuyet minh, dicn giai thoa dang vé
su gia tang vé chi phi TCO/ NCO
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Yéu cau ddi v6i nguoi quan tri mang (2/2)

* Théach thirc: Cong tac quan tri mang ngay cang tr¢ nén phurc tap:
— Cac cong nghé cang ma1i, cang thong minh thi cang dap ung
dugc do tin cay
— Chiphi cao
— doihdi doi ngli }{}7 thue:lt, qqén tn phai kip thoi cip nhat kién
thire, k¥ nang dé co the thiet ke, cai dat, xir ly va duy tri hoat
dong mang.
— Su tich hop gitta mang LAN-MAN_ WAN
— Su tich hop giita cac dich vu vién thong & LAN- Internet

— Voice over I[P
— Teleconference. ..

1.2 Kién tric quan tri mang Internet
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Céac thanh phan chtic ning

= NMS (Network Managemet Station): Manager thu thap
thong tin tir cac hé thdng can quan tri va gdi cac thjiét lap,
diéu khién dén thiét bi duoc quan tri.

= Agent: hé théng hay thiét bj duoc quan tri.

= MIBs (Management Information Base): co s¢ dit liéu chura
cac tham bién quéan tri mo ta tinh trang hoat dong cua
agent.

= Management Protocol: Giao thirc quan tri mang thuc hién
cac tuong tac gitta SNM va Agents.

MG hinh minh hoa cua kién tric quan tri

Metwork Management
Commands / Responses / Notifications

Host
Agent

To Other Segments
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cac hoan canh khac nhau:

1.3 Phan loai kién tric quan tri mang
= (63 kién triic quan tri mang co thé dugc sir dung trong
— Kién truc tap trung (Centralized)

— Kién triic phan cap (Hierarchical)
— Kién truc phan tan (Distributed)

o New York, NY

R e S R L O
H H

Kién tric quan trj tap trung- Single NMS
architecture

Managerto Agents (MoA)

Architecture

*, Agent (Managed devices)

Lwu hanh ndi bd ptithemsedu.vn

https://fb.com/tailieudientucntt

12


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Bg.Quan ly mang-Gvbs NTPDung

" New York, NY

Kién truc phan cap —Hierarchical (1/2)

Server !
Intermet
‘ - Atfanta, GA
i .
San Jose, CA i : m Router

(" New York, NY

L

Distributed NMS architecture

Managerto Managers (MoM)
Architecture

=] | Router

P2P '

Ezzzx
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Kién tric phéan tan
Distributed In-Band vs.Out-of-Band Management

2 D= =
N Rauter 1 ’ Router 1

N
~
~
~
= - /]

Qut-of-band ™ ~ _

Ik T e —— =

Router 2
Network that contains an out-of band link Network that can support only in-band management traffic

Out-of-Band Management In Band Management

! New York NY
Minh hoa mo hinh voi thu il l_-‘ @
thap thong tin quan trj véi A

In Band va Out Band

: Aanta 60
San Jose, (A i ! E Router
; - i

Atlanta, GA Lii] Router
ol
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1.4 Cacmo hinh quan trimang

Network Management Models

Organization Information Communication Functional
Model Model Model Model

Mo hinh t6 chitc- Organization model

Mgmt Appls Mgmt object

M6 hinh t4 chirc bao gdm 2 thanh phan Managers
and Agents, dugc biét trong kién tric quan tri
@)
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M6 hinh thong tin

Information Model
Mo ta cac dbi tugng quan tri voi tdp cac thong sb dai dién cho cac khia
canh quan tri duoc quan tam.

* Qui dinh dinh dang cautrac dit liéu quan tri (SMI -Structure of
Management Information) véi ct phap ASN.1 cho phép luu trur va truy xuat
voi su tuong tac voi giao thue quan tri mang.

Object
I [
[
Object Object
Type Instance 3
—— | —— Object
Instance 2
Name: ) .
Syntax: Encoding: Obiect
OBJECT ASN A BER :
IDENTIFIER : Instance 1

CAu tric cdy thong tin quan tri

Interret
1361

directory mg mt experimental private

() (2) (3) 4

4]
transmission (1D)i
crmot (4)
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Cay con Internet

Internet
{1361}

directory mgmt experimental private

(1) (2) (3) (4)

Mo hinh truyén thong- Communication Model

MgmtAppls Mgmt object

- Mgmt protocol

Mgmt protocol bao gdm céc thong diép diéu khién:
- Request for information

- Setting

- Notification (Alert)
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M0 hinh chtic ning ctia chuan quan tri
SNMP/IETF va OSI/ ISO

. Configuration 4
o‘f‘*“ﬂ%-;\\ Management 4, @"‘fo,?n

O o Nag,. 2h
P =l Ca
ﬂﬂ“ﬁg\{ l /qgem@n;
s& %9
& 2%
SN %%
.;‘? J// @,%

Network

Manager

Céc chuc nang quan tri mang

Performance Management: Quan tri kha ning thyc thi nham duy tri
dugc su thong sudt (response time) va dd tin cdy cua toan hé thong

mang.

nguyén dugc chia s€ trén mang.

Fault Management: Quan tri 16i dé phat hién va xir Iy kip thoi 16i xay
ra trude khi nguo1 dung cudi nhan biét.

Security management: Quan tri bao mat nham trién khai, theo doi va
danh gia duogc su tuan tha chinh sach bao mat.

Configuration Management — Iuu trir va cdp nhat cac thong tin ciu
hinh v€ phan ciing, phan mém,cac gia tri thiét 1ap ban dau, baselines
trén cac thanh phan, hé thong mang dugc quan tri.

Accounting Management — theo ddi, thong ké dugc muc sir dung tai
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1.5 Cacto chtic va khuon kho tiéu chuan hod quanly mang
(12)

= OSI-ISO-CMIP (IEC-JTC 1-WG 4)

— Mo hinh OSI, dich vu thong tin chung -CMIS
— Giao thue quan tri: CMIP

— Thu thép thong tin quan tri :
* Truyén qua mang IP: CMIP/ TCP/ IP network
* Truyén qua mang khac: IPX/SPX; Appletalk...

« Report -> lugng thong tin rat 16n
* Out-band =>d0g tin cdy cao

— Pic diém:
* quan tri qui mo lon

« Co chéhoat dong phuec tap cho hiéu qua cao

Cac to chie va khuon kho tiéu chuan hoa quan ly mang @)

= TMN/ITU-T
— Quan tri mang vién thong.
— Str dung giao thirc CMIP ciia kién triic OSI/10S
— Thu thap thong tin bang duong truyén riéng (out-band)

= [ETF\SNMP/ Internet )
— Tiéu chi: quan tri mang may tinh theo cach don gian nhat

— Sir dung giao thirc SNMP ctia kién tric TCP/IP
— Thu thap thong tin quan tri:
* Str dung in-band
* =>({0 tin cdy khong cao va kha nang anh huéng mang
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Mdc thoi gian ra doi va phét trién

-

| | | | |

‘ | | | | | >
J T

=1
1980 | 1982 1984 1986 1888 1990 1992 1994 1996 1998 2000

osl|
Layer
Application
Presentation
Logical ‘
Connectivity Session
Transport
Intemetwork
Connectlivity
Network
Data Link
Local
Network
Connectivity )
Physical

Khuén khd OSI cho m6 hinh quan trimang

Network

Management i

Application - \I
|
LI
.

Internetwork
Management

Local
Network
Management
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Kién triic va mo hinh t6 chtic caa chuin quan tri OSI
(©1988, IEEE)

System Management Application Process
(SMAP)

+ Systam Management | Interfaca (M)
|

,,,,,,, fossse

v

Management
CMIP
Information - — LME System Managaman -——
Application Entity
o (SMAE)
e Presantation Layer
—— e Session Layer
- LME Transport Layer
B
LME Matwork Layar
" LME Link Layer
. LME Physical Layer
Layer Management LME: Layer Management Entity
Interface (LMI) CMP: Common Management Information
Protocol

Khudn khdé TCP-IP cho md hinh quan trimang SNMP/
IETF ©1990, IEEE

SNMP SNMP
Management System Managed System
[ Managed
Resources
Management < Application . SNMP
Application Manages Objects Managed Objects
F & & &
= 2 E| -
= 2| 3 z s 2| B % 5
| ‘ég' : °l g " =% &
X, ot O
A v - ac J - -
SNMP
SMNMP Manager + 4 SNMP Agent
Messages
uDP ubpP
P . IE
Link Link

—
i —
et

/ Communications Network /\_
St
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Kién trac CMOT

= Kiéntrac CMOT la su ap dung kién tric quan tri CMOP/
OSI cho mang Internet v&i su két hop str dung giao thirc
CMIP va céu trac thong tin quan trj cho chdng giao thirc
TCP/IP phu hop.
= M5 hinh thong tin va mé hinh t6 chire s& quyét dinh ciu
truc dit liu cua thong tin quan tri.
— MIBs sir dung trong kién chuan quan tri CMIP/ CMIS-
OSI sé& khac v6i MIBs trong chuan quan tri SNMP/
IETF .

14
A 4
Kién trac CMOT (CMIP& TCP/IP)
CMOT CMOT
Management System Managed System
Managed
Resources
Mar t o Bepllcson: | CMIP (08])
Application Manages Objects Managed Objects
CcMIS Sovi l CMIS Sl
CMIP »
CMISE + > CMISE
ROSE | ACSE WMessages ROSE | ACSE
LPP LPP
Tcp___] UDP TCP——— 1DP
P Y v~ P T
(\ Link Lin-k_)
{ Communications Network ‘.\)_
Mg e

TheAssociation Control Service Element (ACSE). —
A Lightweight Presentation Protocol (LPP) provides Presentation layer services.
The Common Management Information Service Element (CMISE)
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