CO BAN VE
MANG MAY TINH

Muc tiéu:
- Giai thich dugc cac thanh phan mang
- Biét cach phan loai mang

- So sanh duoc mo hinh OSI va TCP/IP

NOi dung

o Cac thanh phan mang

o Phan loai mang
= LAN
= WAN
m Internet
m Peer-to-Peer
m Client — Server
m Bus
m Star
= Ring

O Mo hinh OSI va TCP/IP
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MMT la gi?

oMMT 14 mot tap
hop cac host
dwoc ndi véi nhau
theo mét cau truc
mang dé chia sé
va trao déi théng
tin v&i nhau thdng
qua moéi trwdng
truyén théng




Components of a Network

Devices

Devices

o

Network Media

Wireless

Fiber Optic




Network Symbols

L
Desktop Computer aplop Printer
End Devices -
L = {7
Phone Wireless Tablet TelePresence Endpoint
Wireless Router LAN Switch Router
Intermediary
e £3 >
Multilayer Switch Firewall Appliance
Wireless Media
Network Media e

Local Area Networks (LAN)

e




Wide Area Networks (WAN)

WAN

WAN

CN VCB phia Nam
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Viet —-—= f
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Internet

Peer-to-Peer




Client - Server
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TCP/IP and OSI Model

TCP/IP Model OSI Model
Application
Application Presentation Application
Protocols Session Layers
Transport Transport
Internet Network
v,
. Data Flow
Data Link
I'Letwork Networks Layers
St Physical

OSI Model




OSI Model

App|ication Cac ng dung mang: email, web, chat,...
> -Y1-1117-1{[s s M@ DPinh dang di liéu, encoding, compression, ...
Session Thiét 1ap connection

Transport B&o dam truyén nhan dung di liéu

Network Routers: Quan ly dia chi, chon duong, truyen
nhan cac packet.

Data Link Switches: Truyén nhan frame, kiém tra va stva 16i

Physical Cables, hubs: Két ndi vat ly, truyén cac bit di liéu

OSI Model

/
Application Application
Presentation Presentation
Session Session
segments
Transport Transport
packets
Network Network
frames

Data Link Data Link

Physical

—r____

Physical




Encapsulating

Application
Presen’Fatlon PDU
Session
Transport Segment
h’CP Headequpper Layer Dat4
IP Header | Data Network ] Packet
| ——
| LLC Header | Data |FCS| Data Link ] Frame
| MAC Header | Data |FC§ 1
l ﬁ Physical .
0101110101001000010 E) Bits
-
DIA CHI IP
] I

Muc tiéu:
- Giai thich ciu trac dia chi IP
- Phan biét duoc céc 16p dia chi IP

- Xac dinh dugc dia chi mang va host
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NOi dung

o CAu truc dia chi IP

o Cac lop dia chi IP

o Mat na mang con (subnet mask)

o Dia chi mang (network address)

o Dia chi quang ba (broadcast address)

o Dai dia chi host (host range)

Cau truc dia chi IPv4

10000011011011000111101011001100

q 32 Bits .
NErwon I

g 32 Bits .
10000011 01101100 D1111010 11001100

= Bits =3 -af=——_{§ Bits = =7 Bits == =70 Bits =7

131

108

122

204

75 Bils = 0 Biis = 0 Bits = 0 Biig =—_
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Cac 16p dia chi IP

Bits:
Class A:

Bits:
Class B:

Bits:
Class C:

Bits:
Class D:

1 89 16 17 24 25 32
ONNNNNNN Host Host Host
Range (1-126)
1 89 16 17 24 25 32
1ONNNNNN Network Host Host
Range (128-191)
1 89 16 17 24 25 32
110NNNNN Network Network Host
Range (192-223)
1 89 16 17 2425 32
1110MMMM | Multicast Group| Multicast Group| Multicast Group

Range (224-239)

Mat na con (subnet mask)

Céac bit sir dung cho
mat na mang con

Bija chi IP
Mat namang con 255.255.0

131 .107 .16. 200

NetiD
HostiD

131.107.Y . 2
W.Y .16.200

Ky phap thap

phan dau chdm
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Network ID va host ID

ONetwork ID
mX3ac dinh dia chi mang ctia mdt thiét
bi/host
OHost ID:

mX4c dinh dia chi cua host/thiét bi trong
mang

Bits cua IP address

ONetwork Bits:
mXac dinh network 1D
mXac dinh class cua IP address
mKhéng cho phép tat ca bit 1a 0
OHost Bits:
mXac dinh host ID
mTAt ca cac bit hosts 14 0: dia chi mang

mTAt c4 céc bit host 1 1: dia chi broadcast
address

13



Network address

ONetwork address 1a dia chi xac dinh mot
mang riéng biét, 1a co s¢ dé phan biét vaoi
cac mang khac.

OHai host khac dia chi mang phai dugc ndi
v61 nhau thong qua mot thi€t bi dinh tuyén
(Router)

Obia chi mang két thuc véi tt ca cac bit
hosts 1a bit 0

S0 networks va so host

Class S6 Networks Network Address S6 Hosts
Class A 2 -2=126 1.0.0.0 to 126.0.0.0 2.2
14 16
Class B 2 128.0.0.0 to 191.255.0.0 2.2
Class C 2" 192.0.0.0 to 223.255.255.0 )

14



IP private va IP public

Class Range Address Range IP Private range

Class A 1 - 126 1.0.0.1 to 126.255.255.254 10.0.0.1 to 10.255.255.254

Class B 128 - 191 128.0.0.1 to 191.255.255.254 172.16.0.1 to 172.31.255.254

Class C 192 - 223 192.0.0.1 to 223.255.255.254 192.168.0.1 to 192.168.255.254

IP private va IP public

IPv4 Address Planning and Assignment
Public and Private Addresses

Network Address Translation
required to allow Internet
access for private addresses.

Internet

Public Web Servers

Internal Local Network

15



Broadcast address

OBroadcast di dén tat ca cac host c6 chung
mot IP mang.

OBroadcast address 1a dia chi IP trong d6 c6
tat ca cac bit host 1a 1.

oMot dia chi IP ¢6 tit ca cac bit host va bit
network déu 1 1 duoc goi 1a dia chi
broadcast cuc bd (local broadcast address)

Local broadcast address

I

—

STOP

Local broadcast address
255.255.255.255

16



Directed broadcast address

Voo T

192.168.20.0

Broadcast address

192.168.20.255

Bai tap lop dia chi IP

Address | Network Host Broadcast

Host IP Address Class Address | Range | Address

216.14.55.137

123.1.1.15

150.127.221.224

194.125.35.199

175.12.239.244




Bai tap dia chi IP gan cho host

150.100.255.255
175.100.255.18
195.234.253.0
100.0.0.23
188.258.221.176
224.156.217.73

mmoow?>

IP SUBNET

Muc tiéu:
- Biét hoach dinh va chia IP subnet
- Ung dung chia IP subnet trong thyc té

- Biét x4c dinh dia chi subnet, host range.

18



Chia Subnet

Chia subnet 1a chia mot mang c6 s6 host 16n
thanh nhiéu mang c6 s host nho hon nham:

= Co6 du s0 mang can thi€t gan cho céc site, phong

m Giam kich thudc broadcast domain
= Thyec thi viéc quan 1y phan cap

» Tang tinh bdo méat cho cidc mang

Vi du str dung lang phi IP

IP sir dung P.HR: 50
IP lang phi: 204

IP sir dung P.IT: 36
IP lang phi: 218

Phong Marketing Phong Sales IP sir dung P.Marketing: 62
Téng s6 PC: 62 Téng s6 PC: 52 Waste IP: 192
Network: Network:

IP sir dung P.Sales: 52

192.168.3.0 192.168.4.0 IP Iing phi: 202

255.255.255.0 255.255.255.0

19



Chia subnet

NETWORK| SUBNET ‘-

Network Network Network SM Host

76543210 76543210 76543210 76543210
22222222 22222222 22222222 22222222
Octet (8 bits) Octet (8 bits) Octet (8 bits) Octet (8 bits)

— | —

11000000|®(00000101(e|00100010|®|00001011

Subnet Field

New Host Field

Cac buéc chia Subnet

= Xac dinh can bao nhiéu host mdi subnet
= Xac dinh can bao nhiéu bit host

m Xac dinh subnet mask méi

m Xac dinh Slash value

m Xac dinh budc nhay mang (block size)
= X4c dinh tong s subnet

m Xac dinh Network, Broadcast, First IP, Last IP

20



Network:
192.168.1.0
255.255.255.0
192.168.1.0 / 24

Chia subnet c6 50 host

« S host can cho mdi subnet= 50
+ S04 bit host cAn ding

Q0= DEQADHDFDED = 64
n=6

¢ Subnet Mask méi = 255.255.255.192

128 64 )32 16 8 4 2 1

e Slash Value : 192.168.1.0/ 26
¢ Block size / subnets = 64

+  Tbng sb subnets = 256/64=4

Network:
Chia subnet ¢6 50 host  192.168.1.0
255.255.255.0
Block Size Network Address First Useable IP Last Useable IP Broadcast Address
0 192.168.1.0 192.168.1.1 192.168.1.62 192.168.1.63
64 192.168.1.64 192.168.1.65 192.168.1.126 192.168.1.127
128 192.168.1.128 192.168.1.129 192.168.1.190 192.168.1.191
192 192.168.1.192 192.168.1.193 192.168.1.253 192.168.1.254
2% ><

21



Cach xac dinh Subnet

Xac dinh subnet cua mot host ¢ dia chi IP va Subnet

mask (hoac Slash Value)

= Do6i dia chi IP ra dang nhi phan

= P6i Subnet mask ra dang nhij phan

m Xac dinh Network ID va Host ID
m Xac dinh dia chi Subnet, Broadcast

m Xac dinh dia chi First IP va Last IP

Vi du xac dinh subnet

(w2 [ s | 2 [ w0 |

172.16.2.160 10101100 COOLOQA0  COODOO10 10100000 Hnsto

255,255,255,192 11111111 11111111 11111111 11000000 Hasko

Subnet

Broadecast

First

Last

22



Vi du xac dinh subnet

2 [ 16 [ 2 [ w0 |
172.16.2.160 10101100 COOLOQOC  COODOO10 10100000 Husto
255.255,255,192 11111111 11111111 43111111 13000000 Haske

Subnet
Broadcast
First
Last
Vi du xac dinh subnet
(172 [ 16 [ 2 [ w0 |

g

172.16.2.160 10101100 CODLO0O0D  00OOOOL0 10100000 Hus‘ro

255.255.255,192 11111111 11111111 11111111 13000000 Haske

1do000ao 5uhnel°

Broadcast

First

Last

23



Vi du xac dinh subnet

YEEENECE

172.16.2.160 10101100 OOLO000  CoOOOO10C 10100000 Hs‘ro

255.255.255.192 11111111 11111111 11111111 14000000 Hasko

1000000 Subnety

10111111 Broadcast

Irst

Last

Vi du xac dinh subnet

172 | 1. | 2 | 160 |

e

172.16.2.160 10101100 COOLOQO0  DOOOQO10 10100000 Husto

255255255192 11111111 11111111 11111111 11000000 Haske

1qooca0n subnetl)

10111111 Broadcast

1000001 First 0

Last

24



Vi du xac dinh subnet

172 | 16 | 2 | 160 |

=

172.16.2.160 10101100 0OOL0000  GODOOO10 10100000 Hsto

255,255.255,192 11111111 11111111 11111111 13000000 Hashe

14000000 5uhnet°

10111111 Broadcast

1000001 First 0

1111110 Last (G

Vi du xac dinh subnet

VIEEENECE

172.16.2.160 10101100 GOOLO000  GOOOO010 10100000 Host o

Es.zsizss,nénnun 11111111 11111111 14000000 Hasko

10101100

Loo10000

oooooaLa

11]

000000 Subnet)

10101100

00010000

ooaacc1o

11]

111111 Broadcast

10101160

(0010000

Loaaoac1o

—

I

DEEIDDl?rs.t 0

10101100

000100040

00000aLd

1

111110 ast @

25



Vi du xac dinh subnet

w2 [ . [ 2 | 160 |

e

172.16.2.160 10101100 00010000 GOOO0010 10100000 Husto

35.25535,19é11111111 11111111 11111111 14000000 Hasko

177.16.2.128 10101100 00010000 QOOO0DO10 1000000 5uhnel°

172.16.2.191 10101100 00010000 00000010 10111111 Broadcast

172.16.2.129 10101160 00010000 00300010 10000001 wste

1111110 Last @)

172.16.2.190 10101100 00010000 Q0000010

b=

Bai tap xac dinh subnet

o Xac dinh dia chi subnet cta dia chi IP sau day:
192.168.20.180/277?

192.116.20.96/27

192.116.20.128/27
192.116.20.160/27
192.116.20.192/27

oo w »
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Bai tap xac dinh subnet

o Céc dia chi IP nao sau day c6 thé gan dwoc cho
cac host khi subnet mask la 255.255.255.224
A 16.23.118.63

87.45.16.159

92.11.178.93

34.178.18.56

192.168.16.87

217.168.166.192

mmo o w

Bai tap xac dinh subnet

< <Internet Zone=>>

72.76.5.3

Fao

Sarver-PT
Online-Server

Fa0 /0

—
% J
281 {*5e0/0/0 ) -
ISP-G P@PT
" Console r Ranet-BR
77.7.7.252/30

Se0/1/0
- 52.7.9.220/30 o

s
/..! Se;%?-—-@swm,'n . %/n
Fa0/0 2811

- - N
- Rane Q Ranet-BR ™. o
i .g —r;
I —
per e PC-PT
PC-PT
Hostl Host2
52.7.9.200/28 Console for Ranet-HQ

52.7.9.210/29
< <Ranet Network>> 52.7.9.192/27

27



THIET BI MANG ROUTER

I
Muc tiéu:
- Hiéu cac thanh phan cua Cisco router
- Biét cach sao luu cau hinh Cisco router

- Phuc hoi1 password cua Cisco router

NOi dung

o Cac thanh phan bén ngoai router
= WAN interface
= LAN interface
» Management ports: Console / AUX (Auxiliary)

o Cac thanh phan bén trong router

= CPU
= ROM
= RAM
= NVRAM
= FLASH

o Hé diéu hanh cla Cisco router

28



Thanh phan bén ngoai router

WAN Connections

LAN Connections  Management Port
Connections

LAN / WAN Interfaces

Vi ey

Serial Ports

I— FastEthernet = Console Auxiliary
Ports Port Port

o Két néi cac router dén mang dé truyén va nhan
packet.

0 Interfaces c6 thé tich hop trén motherboard
ciing c6 thé & dang module roi

29



Management port: Console

Console Port — RJ-45
Connector

Rollover RJ-45 to DB-9 Computer
Cable Adapter

Cac thanh phan trén Router

Flash SIMM  Boot ROM  RAM DIMMs CPU

30



CPU

o CPU (Central Processing Unit) khéi tao hé thdng
o CPU thwec thi cac chi thi cia HPH
o0 Thwe thi chire ndng dinh tuyén

o Diéu khién network interface

o Céac dong router 1&n ¢co thé cé nhiéu CPU.

ROM

o ROM (Read Only Memory) lwu cac ma chan doan khoi

ddng power-on diagnostics, chwong trinh bootstrap va
HDH ROMMON (ROM monitor).

o Nhiém vu chinh ctia ROM |4 kiém tra phan cirng cua
router khi kh&i déng va load phan mém 10S tw flash vao
RAM.

31



RAM

o Cung cap bd nhé tam cho file cAu hinh router trong khi

router dang hoat dong (running-config)

o Lwu trir cac bang dinh tuyén (routing tables).

O Lwu trlr ARP tables (Address Resolution Protocol)

o Cung cép vung nhé dém cho cac géi dir liéu dang &
hang doi cho xir ly.

o RAM c6 thé dwoc nang cép. Noi dung lwu trén RAM sé

mat khi router bi mat dién hoadc kh&i dong lai.

NVRAM (Non-volatile RAM)

O Lwu startup configuration file (startup-config)

o Noi dung cia NVRAM van dwoc lwu gilr khi

router bj mat dién hoac khoi dong lai

32



Flash Memory

o Lwu HDPH full current version of 10S (Internetworking
Operating System) dang chay trén router

o Flash 1a bd nhé cé thé x6a hodc ghi dé phién ban mai
cua HPH 10S

o Noi dung cla flash van dwoc lwu gilr khi router bi mét

dién hoac kh&i dong lai.

Hé diéu hanh Cisco router

O Hé tro cac giao thirc va chirc ndng mang (dinh
tuyén va chuyén mach)

o Két ndi chuyén Ivu lwong tbe d6 cao (high-
speed traffic) gitra cac thiét bj

o Dam béo tin cay va bdo mat khi truy xuét cac tai
nguyén mang

o Cung cip kha ndng mé réng mang

33



Hé diéu hanh Cisco router

C6 3 dang HDH ma router cé thé st dung:

o M6t hé diéu hanh (khéng phai la 10S) duoc
chwra trong ROM va&i tén goi la ROM monitor
(viét tat 1A ROMMON)

O HBH gi&i han limited-function 10S chtra trong
ROM

o HDH day da full-function 10S chra trong flash

Cac HPH cua router

C6 3 mode dé dung 3 HPH twong &ng:
0 ROM monitor: ROMMON>
0 Boot ROM: Router(boot)>

o Cisco 10S : Router>

34



ROM monitor: ROMMON>

o Config-register = 0x2100 la khéi déng tr ROM monitor

o ROM monitor thwe hién qua trinh bootstrap kiém tra
phan cirng (bootstrap 1a 1 tap 1&énh dé thwc hién kiém tra
phan clng va khéi dong HDH)

o Dung dé debug & cép thip hodc dé khdi phuc password
trong trwd'ng hop bi mat password

o Chi c6 thé vao mode nay tlr cdng console trén router

Boot ROM: Router(boot)>

o Config-register = 0x2101 la khéi dong tir ROM véi
limited-function I0S

o HDH nay chi cé cac chirc nang gi¢i han cua IOS (Dang
hoat ddng nay gidbng nhw DOS hay Safemode trong
Windows).

o HDPH nay sé dam bao cho Router hoat déng v&i cac
thdng s6 co ban nhat nhw cac théng sb vé két néi IP
o HDH nay dwoc st dung khi bé nhé flash bi hdng va ban

can copy mét hé diéu hanh day di mai vao Router.
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Cisco IOS : Router>

o Config-register = 0x2102 la khéi dong ttr IOS trong flash

o Hoat déng binh thuwéng ctia 1 router yéu cau s dung
phan mém full Cisco 10S lwu trong flash.
o O mot sé thiét bi, phan mém 10S duwoc thue thi trwe tiép

twr flash.

o Hau hét cac Cisco router yéu cau 1 ban copy cta 10S
dwoc load vao RAM va ciing thyc thi tv RAM

o Lénh show version xem cac théng tin va phién ban I0S

dang chay. Trong d6 c6 hién thj gia tri clia config-register

Thanh ghi Cisco router

o Thanh ghi 16-bit trong CPU:

» The configuration register is a 16-bit register in

CPU.
>

« 0-3: Boot field
6.

- B Ignore NVRAM contents

- 8 Break disabled

= 11-12: Console line speed
k 13: Boot ROM if network boot fails
ez 15: Diagnostic and ignore NVRAM
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Thanh ghi Cisco router

M6t sb gia tri dac biét cha thanh ghi:

0o 0x2100 la khéi déng ttr rommon

0o 0x2101 la khéi dong tr ROM véi limited
function 10S.

0 0x2102 la khéi dong twr 10S trong Flash — Full
10S

O 0x2142: Khéi dong bé qua NVRAM

Thanh ghi Cisco router

Cisco 10S Software, 2800 Software (C2800NM-IPBASE-M), Version
12.4(3i), RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 28-Nov-07 21:09 by stshen

RO(I}/I:ﬁystem Bootstrap, Version 12.4(13r)T, RELEASE SOFTWARE
C

DHSPKT uptime is 5 weeks, 5 days, 23 hours, 29 minutes
System returned to ROM by power-on

System image file is "flash:c2800nm-ipbase-mz.124-3i.bin"
Cisco 2851 (revision 53.51) with 251904K/10240K bytes of memory.
Processor board ID FHK1150F1M1

2 Gigabit Ethernet interfaces

1 Serial interface

2 Channelized E1/PRI ports

DRAM configuration is 64 bits wide with parity enabled.
239K bytes of non-volatile configuration memory.

62720K bytes of ATA CompactFlash (Read/Write)
Configuration register is 0x2102
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Bai tap

oNéu qui trinh phuc hoi password cua Cisco
router va dam bao khéng mat cau hinh truéc
do?

CAU HINH CISCO
ROUTER/SWITCH CO BAN

Muc tiéu:
- Biét cach ciu hinh co ban thiét bi Cisco

- Biét cach bao mat truy cap thiét bi Cisco
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NOi dung

o Tién trinh kh&i dong thiét bi

o Truy cap thiét b

o CAu truc phan cép 10S Mode

o CAu truc l1énh 10S

o CAu hinh cac thdng s6 co ban

o Bao mat truy céap thiét bi

o Lwu cau hinh

Tién trinh kh&i déng thiét bi

FLASH

RAM

10S image

c1900-universalk9-
mz.SPA.152-4.M1.bin

NVRAM

[

startup-config

Load startup-config

ana'»l@@l

[ Other system related files ]

Interfaces
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Tién trinh kh&i dong thiét bi

Cac phwong phap truy cap

Cac phwong phap truy cap Command Line Interface phd bién
o Console

o Telnet or SSH

40



Cac phan

mém truy cap

o PuTTY

o SecureCRT
o HyperTerminal
u]

PuTTY

'8 PuTTY Configuration

(")

[ Basic options for your PuTTY session |

| LT - [ oo || Coed |

Specify the dastination you want to connect to
Haost Name (or IP address) Port
2

Connection type:
“)Raw ) Tehet ©) Rlogn @ SSH ) Senial

Load. save or delete a stored session
Saved Sessions

Defautt Satings Load

Close window on ext:
D) Mways (D) Never @ Only on clean ed

Cau truc phan cap 10S Mode

User EXEC Command-Router>

pang

show (| Limited)
e

atc.

Privileged EXEC Commands-Routexd

all vser EXEC commands

debug o

reload Global configuration Commands-Router (config)#
configqure hostrare

etc. enabla secract

ip route

| interface ethernet Interface o

router

serial
dsl
abc.

rip
oaps
eigrp
etc,

vy
conscle
etc.

ipw6 address
encapsulation

shutdowny no ahutdown

eto.

config-if) §

i
<

network
wearsion

auto sumELy
eto.

1ds-Router (config-router) §

<

Line Commands-Router (config-line)§

sword
e
etc.
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Cac Mode chinh

User EXEC Mode The User EXEC mode allows only
a limited number of basic
Limited examination of router. monitoring commands and is often
Remote access. referred to as view-only mode.
awitch=
Router>

Privileged EXEC Mode

The Privileged EXEC mode. b Detailed examination of router. Debugging
default ?allows all monitoﬁ'né and testing. File manipulation. Remote

commands, as well as execution of | #6%85S.
configuration and management
commands.

switch#
Routers

Global Config Mode va Submodes

Privileged EXEC Mode |0S Prompt Structure

Privileged EXEC Mode
Detailed examination of router, Debugging and testing.
File manipulation. Remote access.

Routerbping 192.166.10.5

Router#zhow running-config

switch#
Routerk Router (config) #Interface FastEthernet 0/0
\F‘ Router (config-if) #ip address 152.168.10.1 255,255.255.0

Global Configuration Mode

N The prompt changes to denote the current CLI moda.
Global configuration commands.

switch (config) # - .
5 Switch>p. 192.168.10.9
Router (config)# * Ey
Switch#ishow running-config
\ i Switch (config)#Interface FastEthernet 0/1

Other Configuration Modes
Specific service or interface configurations.
switch (config-mods) #
Router (config-mods) #

Switch (config-if) #lescription connection to WEST LAN4
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Chuyén déi I0S Modes

Fouter conl is now awailable.
Press RETURN to get started.

User RAccess Verification

Password:
Routers 4—[ User-Mode Prompt

Routerrenable

Password: T

Routerd '(_[ Privileged-Mode
Router#disable

Routers (—[ User-Mode Prompt

Router=exit

S

—

N

Router

Chuyén déi I0S Modes

switch=enable
switchfconfigure terminal
Enter configuration commands, cne per line.
End with CNTL/Z.

switch{config) finterface vlan 1
switch{config-if) texit
switch{config) fexit
switchg

switchfconfigqure terminal

Enter configuration cormands, one per line.
End with CNTL/Z.

switch{config) fvlan 1

switch{config-vlan) fend

switchi

switchiconfigure terminal

Enter configuration cormands, one per line.
End with CNTL/Z.

switch{config) fline vky 0 4
switch(config-line) finterface fastethernet 0/1
switch({config-if) fend

switchi
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Cau truc Iénh 10S

Switch»>ping 192.168.10.5
1 [

Keyword or

Command Argument

I
Switch>show ip protocols

Context Sensitive Help

Context Sensitive Help

switch#el? Command options - display
clear clock e a list of commands or
keywords that start with the
characters cl

switch#clock sat 7 Command explanation - the

hh:mm:ss current Time - 105 displays what
command arguments or
wvariables can be next, and
provides an explanation of
aach

switch#clock sat 19:50:00 2
€1-31> pay cf the month -
MONTH Month of the year

Command explanation with
more than one argument or
wvariable option

switch#éclock set 19:50:00 25 June 2012
switch#
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Kiém tra cu phap Iénh

Switchi>clock set Switchia
¥ Imcomplete command. % Ambiguous command:'e’
Bwitchiclock set 19:50:00 -
% Incomplete command. The 10E returns a help message

- to indicate that there were not
The |08 returns a help message enough charactars enterad for the
indicating that required keywords command interpreter to recognize
or arguments were left off the end the command.
of the command.

Switchiclock set 19:50:00 25 &

rs

% Invalid input detected at '*'
marker.

The |05 returns a "* o indicate where the
command interpreter can not decipher the
command.

Cac lénh show kiém tra

|Switch#shnw vn:sinnl |Switch#shnw flnnhl |Switch#shnw interfaces

| RAM | [ nvram || Flash |

Internetwork Operating system
Backup ]
Active bles and Configuration Ospe{:g_';'g Interfaces
Programs | Configuration Tables a File ¥E!

Eile Buffers

switch#show processes T— switch#show arp

switch#show cdp neighbors switch#show mac-address-table
switch#show vlan

|Switch#shnw rlmning—mnfi.gl |Switch#shml startup-config

108 showcommands can provide information about the configuration, operation and
status of parts of a Cisco router.




Vi du Iénh show version

Router# shov wersion

Cisce IOS Software, C1300 Software (C1900-UNIVERSRLK9-M), Version 15.2 (4)M1, RELEASE SOFTRRRE (fel)
Technical Support: hittp://www.cisco.com/techsupport

Copyright (c) 1986-2012 by Cisco Systems, Inc.

Compiled Thu 26-Jul-12 19:34 by prod rel team

ROM: System Bootstrap, Veraion 15.0(1r)M15, RELEARSE SOFTWARE (fcl)

Router uptime is 10 hours, 9 minutes

System returned to ROM by power-on

System image file is “"flash0:c1900-universalk9-mz.5PA.152-4.M1.bin"
Laat reload type: Normal Reload

Last reload reason: power-on

<Qutput omitted>

Cisco CISCO1941/K9 (revision 1.0) with 446464K/77824K bytes of memory.
Processcr board ID FTK1636848Z

2 Gigabit Ethernet interfaces

2 Serial(sync/async) interfaces

1 terminal line

DRAM configuration is 64 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.

250880 bytes of ATA System CompactFlash 0 (Read/Write)

<Output omitted>

Technology Package License Information for Module:'cldoo®

Technology Technology-package Technology-package
Current Type Hext reboot

ipbase ipbasek? Permanent ipbasek9

gecurity None None None

data None None Hone

Configuration register is 0x2142 (will be 0x2102 at next reload)

Routerg

au hinh Hostname

Configuring Device Names

Sw-Floor-3

Sw-Floar-2

Sw-Floor-1




CAau hinh Hostname

Configure a Hostname

Configure the switch hestname to be "AtlantaHE Swl".

Gwitchf configure terminal

Enter configuration commands, one per line. End with CHTL/2.
Switch (config) f ho=tname= AtlantaHQdwl

AtlantaHR3w1 (configl ¥

You successfully configured the switch hostname.

Bao mat truy cap thiét bi

131.108.100.152
Paris

Denver

Tokyo
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Password truy cap Privileged Mode

Sw-Flogcr-1>enable

Sw-Floor-1#

Sw-Floor-l#conf terminal
Sw-Floor-1liconfig) fenable secret class
Sw-Floor-1(config) fexit

Sw-Floor-1%

Sw-Floor-l#disable

Sw-Floor-1l>anabla

Password:

Sw-Floor-1#

Bao mat truy cap User EXEC

Sw-Floor-1(config) #line console 0
Sw-Floor-1{config-line) fpassword cisco
Sw-Floor-1(config-line)#login
Sw-Floor-1(config-line) fexit
Sw-Floor-1(config)#
Sw-Floor-1(config) fline vty 0 15
Sw-Floor—1(config-line) fpassword cisco
Sw-Floor-1(config-line)#login
Sw-Floor-1({config-line) #
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Ma hoéa Password

Configuring Password Encryption

Enter the command to encrypt the plain text passwords.

IC

Switch [configl$ service password-encryption

Exit global configuration mede and view the running configuration.
Fwitch (configlf exit

Switch$ show running-config

[

<output omitted>

line con 0

password 7 054F4T1A1AQA
login
[

line wey 0 4

password 7 03095A0F034F38435B45150A181%
login

Banner Messages

Limiting Device Access - MOTD Banner

LAE 2 (config)#bannar motd # This iz a sscure ayatem. Authorized acocess ogoelll ¢

7

This configuration Delimiting characters are not included in the
results in this message message.
of the day banner.

Ewl-Floor-1 conl i= now available

Freas BRETURM to get started.

— Thi= i= a secure system. Authorized
Access ONLY!!!

Uzer Access Verification
password:
Swl-Floor-l>enable
Fasaword:

Swl-Floor-1%
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Lwu file cau hinh

Saving and Erasing the Configuration

[ Switoch#ahow running-—config

M

Lists the complete
configuration currenthy
active in FAM.

The active configuration
can be copied to
MW LA

v

p

Switch#show running—config
Building configuration.. .

Current configuration : 2904 bytes
[]

' La=t confi ration change at 00:0Z2:32

OTT Mon Max 19893
1

wvarsicn 15.0

no @ervice pad

smervice timestamps debug datetime maec
maervice timestamps log datetime m==c
no @ervice password-snorypbion

]

-;output omitted=
1

[.E'mritch#mpy running—config startup—config

Restore file cau hinh

ROUTER - HyperTerminal - =

File Edit View Call

Transfer | Help

(==

= B

Send File..

Receive File.

Capture Text...

| Send TextFile...

Capture to Printer

Sends a text file to the remote system




Vi du cau hinh co ban

192.168.10.0/24

10.1.1.0/24

209.165.200.224 /30

192.168.11.0/24

Router> enable

Fouterf# configure terminal
Enter configuration commands,
End with CNTL/Z.

Router (config) ! hostname R1
Bl {config)#

one per line.

Houter> an

Routerd conf €

Enter configuration commands,
End with CHTL/Z.

Router (config)# he R1

RZ (config) #

one per line.

OR

Rl {config)# enable secret class
Rliconfig)#

fl iconfig)# line conscle 0O

Rl (config-line) # password oissoo
Rl (config-line)# login

Rl (config-line)# exit

Rl (config) #
Rliconfig)# line
Rl ({config-line)#
Rl (config-line)l
Al (config-line)#
Rl iconfig) #
Rl(config)§ service password-encryption
Rl (config) #

vey 0 4
password ciseco
login
exit

El{config) # banner motd #
Enter TEXT message. End with the character

WARNING: Unauthorized access is prohibivad!

Ed

Rl {config)#

Fl# copy runni fig stazrtup fig
Destination filename [startup-config]?
Building configuration...

[OK]

R1%

Cau hinh LAN Interface

192.168.10.0/24

192.168.11.0/24

209.165.200.224 /30

10.1.1.0/24

10.1.2.0/24

REl# conf t
Enter configuration commands,
Rl{config)d

Rliconfig-if)# no shu
SLINK-S5-CHANGED:
SLINEPROTO-5-UPDOWN :
changed state to up
Rliconfig-if) 4 exit
Rliconfig)d

Rliconfig)# int gO0/1

Rl (config-if)# des Link to LAN-11
Rl (config-if)# no ahut
SLINK-5-CHANGED:

changed state to up
Rl{config-if)§ esxit
Rl (config)#

cne per line.
®l({config)# interface gigabitethernet 0/0
Bl (config-if)4 ip address 192.168.10.1 255.255.255.0
Rl (config-if)# description Link to LAN-10

tdown

Interface GigabitEthernetl/O,
Line protocol on Interface GigabitEthernet0/0,
Rl{config-if)# ip add 192.168.11.1 255.255.255.0

Interface GigabitEthernet0/1,
$LINEFPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetd/1,

End with CNTL/Z.

changed state to up

changed state to up




Cau hinh Serial Interface

Enter Global R1# i
Configuration Mode R1(config)#
P . R1(config)#
Cau hinh Serial Interface Router(config-if)#no shutdown

Router(config-if)#ip address 209.165
.200.225 255.255.255.252

Set Clock Rate R1(config-if)#
(on DCE interfaces only) R1(config-if)#

Kiém tra cau hinh Interface

192.168.10.0/24 10.1.1.0/24
PCi » ; o 209.165.200.224 /30 10
225 -226
1 S0/0/0 y
pc2 [ 2° Gor ' ——
— —
192.168.11.0/24 10.1.2.0/24
R1% show ip interface brief
Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 192.168.10.1 YES manual up up
GigabitEthernet0/1 182.168.11.1 YES manual up up
Serialo/o/o0 209.165.200.225 YES manual up up
Serialo/o/1 unassigned YES NVRAEM administratively down down
Vlanl unassigned YES NVRAM administratively down down

R1%
R1# ping 209.165.200.226

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 209.165.200.226, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/9 ms

R1¥
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o Céau hinh cac thdng sb co ban cia thiét b
Router/Switch dé c6 thé telnet tir xa vao thiét b
dwoc?

Bao mat thiéet bi str dung SSH

0 SSH (Secure Shell) duoc siv dung thay thé cho Telnet dé dam bao
Attacker khong thay d’u’c_rc Telnet traffic vi di¥ liéu da dwoc ma hoda
khi trao ddi gitra 2 thiét bi mang

0 SSH la giao thire TCP mac dinh st dung TCP port la 22, trong khi
do mac dinh Telnet str dung TCP port la 23
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Cac yéu cau dé cau hinh SSH

1. Dam bao router dang chay phién ban Cisco 10S cé

hé trg SSH:

nhét.

O SSH version 1: Cisco I0S Release 12.1(1)T tr& I1én
O SSH version 2: Cisco I0S Release 12.3(4)T tr& Ién

2. Dam bao mbi router c6 mét hostname riéng duy

3. Dam bao mdi router cd cau hinh domain name
4. Dam bao router dwoc ciu hinh local authentication

hodc AAA services dé& chirng thwc username va

password

Cau hinh SSH

1. Verify SHH Support —
show ip ssh

3. Generate RSA key pairs.

4. Configure user
authentication.

5. Configure the vty lines.

6. Enable SSH version 2.

2. Configure the IP domain.

172.17.99.11 172179929
[~ 4 .

[s14 configure terminal

51 (config) ¢ ip domain-name cisco.com
51(config)§ crypto key generate rsa
The pame for the keys will be: Sl.cisco.com

How many bits in the modulus [512]: 1024

51(config) # username admin secret ccna
§1(config-line)# line wty 0 15

51 (config-line)# transport input ssh
51(config-line)$ login local
51(config-line}$ exit

51(config)$# ip ssh version 2
51(config) # exit

| 514
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Kiém tra SSH

Remote Management SSH Connection

172.17.99.11

»172.17.99.21

172.17.99.11 - PuTTY

Using board-intera
authentication.
Password:

Sl»enable
Password:
514

Kiém tra SSH

172.17.99.11

2 172.17.99.21

L

514 show ip ssh
SSH Enabled - verszion 2.0

20 macs; Authenti < ies: 2
Minimum expected Diffie Hellman key size b.
108 aya in ECE £ mat (ssh-rsa, basef4 encoded)

AARREANzaClyc2EAARRDAQRBRAAARGOCALkaVZ2Q1 REaOZE2£2a
/83g/scGFNL

i+£+gTviuxt2 6BNmy624+6210/
BP3fyrKmViPpO
e0Zof6tnKgKKvIz18Mz22XA£20u/ 7092 InEFXycGMO880UIQL30==

cJHbW3aMDMA

j TwU £ IVN1LQhISGUOVILKNgVMOME Lg8Ud4qAiLlbGIfAa

514 show ssh

Connection Version Mode Usarname
0 2.0 IN shal ted admin
0 2.0 ouT shal Session rted admin

$No SSHvl server connec
514




Bai tap cau hinh SSH

o Céu hinh lab: “Configuring Secure Passwords

and SSH”
PINH TUYEN TINH
~%
Muc ti€u:

- Hiéu khai ni€ém dinh tuyén
- Biét cach cau hinh static route

- Biét cach ciu hinh default route
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NOi dung

o Khai niém dinh tuyén
o Phan loai dinh tuyén

o Céu hinh static routing

o Céu hinh default routing

Dinh tuyén Ia gi ?
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Khai niém veé dinh tuyén

=Binh tuyén (routing) 1& qua trinh
router lwa chon t,uyén duwong dé
chuyén goi tin dén mang dich.

=Router dwa ra quyét dinh dwa trén
dia chi IP cua gdi tin.

Khai niém vé dinh tuyén

Ly &
G(\g(\a‘l
gl 08
incoming link
outgoing link
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Phan loai dinh tuyén

= Dé& chon duwoc dwdng di tdi wu nhat doi
hoi cac Router phai “hoc” dwdng di dén
cac mang. Vay lam sao dé “hoc” day ?
mCb 2 cach:
Cach 1 :’Do ngwoi quan tri “day” goi la
dinh tuyén tinh (Static Routing)
Céc;h 2 : Do Router “tw hoc” goi la dinh
tuyén déng (Dynamic Routing)

Dinh tuyeén tinh (static)

s C4c thong tin vé duong di do ngudi
quan tri mang cung cap cho Router.

= Khi mang c6 sy thay doi thi nguoi quan
tri phai thay doi cac théng tin nay.

= Binh tuyén tinh 4p dung ddi véi hé thong
mang nho, hoac két hop véi dinh tuyén
déng.
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C4u hinh Static Routing

Router (config) #ip route network [mask]
{address | interface}

o Dién gii Iénh ip route:
o network—network/subnet dich
o mask—subnet mask

- address—IP address cua router ké dé dén dwoc
network/subnet dich

o Interface—Tén cla interface st dung dé dén
network/subnet dich

Static Routing

Stub Network

\ 172.16.1.0 .,
so =

172.16.2.2  172.16.2.1 |:|
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Default Routing

Stub Network

6% 172.16.1.0 |:|

Network so
10.0.0.0
%\// 172.16.2.2 172.16.2.1

= Tuyén nay cho phép stub network dén tat ca cac network da biét tir
router A.

Qg

Troubleshooting dinh tuyén

Céc lénh troubleshooting Ii dinh tuyén:
" ping

" traceroute

* show ip route

* show ip interface brief

* show cdp neighbors detail
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Bai tap static & default route

< <Internet Zone>>

72.76.5.3
Fao

< =
Fa0/0 Oonline-Server

= -

281} Se0/0/0

. .
ISP-G PG PT
Console r Ranet-BR

77.7.7.252/30

Se0/1/0
- 52.7.9.220/30 o~

= =
,'_’ Se0/0/0 Se0;070" & or0
Fa0/0 2811
// RanefHQ Ranet-BR S

=~ - =

- -
PC-PT S PC-PT
Hostl - : PfC,-P';I’ e Host2

52.7.9.200/28 onsole for Ranet-HQ 52.7.9.210/29

< <Ranet Metwork>> 52.7.9.192/27

GIAO THUC

\”/ \'\
1>
I

i
S—

Muc ti€u:
- Hiéu khai niém giao thtrc
- Hoat dong clia cac giao thirc trong chong

giao thirc TCP/IP
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Khai niém giao thuc

050

TCP connechon

& =

TCP connection
response

GET
http://www.yahoo cem

/
~— time
~ /<fi|e>

Chong giao thirc TCP/IP

mm
pelesien e 3 KN E
=

remeae N A 2 T

ARP




Cac giao thirc & I1&p Internet

Internet Protocol (IP)
Application Internet Control

Message Prot%col (ICMP)

Address Resolution

P | (ARP
Transport IocotiARR)

Reverse Address

Internet Resolution Protocol (RARP)

Network
Interface

ICMP - INTERNET
CONTROL MESSAGE
PROTOCOL
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ICMP

o Cung cip co ché théng bao 16i cho giao thirc IP
O Tinh nang:
= M6t node ph:ént hién ra 16i nhw gai tin hét TTL, may
dich khéng ton tai,... sé tao ra goi ICMP.
= Cung cip mét sb tinh nang dé chan doan hoat
dong cua mang.

Lénh st dung giao thirc ICMP

Router###ping 10.1.1.10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms
Router#trace 192.168.101.101

Type escape sequence to abort.
Tracing the route to 192.168.101.101

1 plrl (192.168.1.49) 20 msec 16 msec 16 msec
2 plr2 (192.168.1.18) 48 msec * 44 msec
Router#




Lénh Ping

o Lénh Ping g&i géi “echo request” d&n mot may
va dgi goi “echo reply”

ICMP echo
regquest

ICMP echo reply

GIAO THUC ARP
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ARP (Addr Resolution Protocol)

Logical address

ARP

Physical address

Logical address

RARP

)

Physical address

ARP (Addr Resolution Protocol)

0 Hoat déng cua ARP don gian la qua trinh “hoi”
(request) va “tra 101" (reply).

= Request: “Ai c6 IP 14 x.y.z.t vui Idbng cho biét
MAC”

= Reply: “Dia chi x.y.z.t dang ® MAC la ...”
0 Goi request dwoc gdi broadcast
0 Goi reply dwoc g&i unicast
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ARP (Addr Resolution Protocol)

Looking for physical address of a
node with IP address 141.23.56.23

Request

System A

a. ARP request is broadcast

The node physical address
is A4:6E:F4:59:83:AB

Minh hoa Iénh arp

C:\Users\PC>arp -a

192.168.100.1 00-50-7f-cc-81-f8  dynamic
192.168.100.26 00-26-5e-fc-5e-d9  dynamic
192.168.100.31 00-26-82-ea-ab-1e  dynamic
192.168.100.255 ff-ff-ff-ff-ff-ff static
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DHCP - Dynamic Host
Configuration Protocol

L [
Muc tiéu:
- Biét tmg dung DHCP
- Hiéu hoat dong cua DHCP
- Biét cach cau hinh DHCP

NOi dung

o Khai niém DHCP
o Hoat déng cua DHCP
o CAu hinh DHCP
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DHCP - Dynamic Host
Configuration Protocol

DHCP gitip lam giam su phuc tap cong viéc quan tri hé thng mang
bang cach cung cap thdng s6 TCP/IP ty dong.

Cau hinh TCP/IP bang tay

Cau hinh TCP/IP tu dong

« Dia chi IP dat bang tay

* Dia chi IP cd thé khéng ding

o C6 thé triing IP dan dén hé
mang bi 15i.

« Viéc di chuyén may tinh lam tan
cong viéc quan tri

( )

 Dia chi IP dugc gan tu dong

» Thong tin cau hinh chinh xac

» Thong s6 cau hinh cua client
dugc thay déi tu dong

e Tranh dugc cac cong viéc quan
tri khong can thiét

HOAT DPONG CUA DHCP

Lease Origination .
-

Server

Client

" would like to request an
address.” DHCPDISCOVER

- v Broadcast
"l am DHCPsvr1. Here is an
DHCPOFFER |— ]address | can offer.”
Unicast ! >
" | accept the IP address offer." DHCPREQUEST

"Your acceptance is
DHCPACK acknowledged.”

Broadcast

Unicast
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HOAT PONG CUA DHCP
' Lease Renawal .‘

Server Client

"l would like to renew my
lease." DHCPREQUEST

S Unicast

DHCPACK 1" Your request is acknowledged.”
Unicast l;

CAau hinh DHCP trén Cisco router

+ Cac budc cau hinh
# Xac dinh dai dia chi IP va IP dat tinh dé loai trwv
¢ Tao pool name
+ Xac dinh dai dia chi IP can cép va subnet mask
4 Chi dinh default gateway, DNS server, domain

Fl {config) # ip dhop excluded-address 1%2.168.10.1 122.168.10.%
Rl {config) $ ip dhep excluded-address 182.168.10.254

Fl{config) # ip dhep pool LAN-POOL-1

Rl {dhop-config)# network 192.168.10.0 255.255.255.0

Rl {dhop-—oontfig) # defanlt-router 192 .168.10.1

Fl {dhep-—config)# dnes-server 1922.168.11.5

Fl {dhep—config) # domain-name example.com

Rl {dhep—config)# end

Rid
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Bai tap DHCP

Céu hinh DHCP cép IP déng cho cac host trong LAN

< <Internet Zone>>
72.76.5.3

- =
Fa0/0 Oonline-Server

e —J
281 {FSe0/0/0

X R &
ISP-G P&‘PT
- Console r Ranet-BR
77.7.7.252/30

Se0/1/0
52.7.9.220/30

P S
e -__....“‘3_-
/., Se0,/0/0 Seo/o/0 0/0
Fan/0 2811

- = —
- Rane Q Ranet-BR S o
— J —J
e

PC-PT s “pc-pT
Hostl PC-PT

G le for R H Hos

52.7.9.200/28 onsole for ane Q

52.7.9.210/29
< <Ranet Network>> 52.7.9.192/27

IP ACCESS CONTROL LIST

Muc tiéu:

- Hiéu khai niém IP Access Control List
- Biét cach céu hinh Standard ACL

- Biét cach ciu hinh Extended ACL
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NOi dung

o Khai niém IP Access Control List (ACL)
o Phan loai IP Access Control List

o Céu hinh Standard ACL

o Céu hinh Extended ACL

Khai niém IP ACL

+ ACL la mét danh sach cac cau lIénh dwoc ap dat
vao cac cong (interface) cla router.

+ Danh sach nay chi ra cho router biét loai packet
nao dwoc chap nhan (permit) va loai packet nao
bi hay bé (deny).

+ Sy chip nhan va huy bd nay cé thé dwa vao
source address, destination address, protocols,
port-number.
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Khai niém IP ACL

+ Ap dung Access list cho Interface
+ Inbound (in): Loc cac goi dir liéu di vao cac interface
trén Router.
+ Outbound (out): Loc cac goi di¥ liéu di ra twr cac
interface trén Router.

EO Standard access list processes
I > > Outgoing
ncoming . °
packet Source | Protocol Permit > packet
address ? S0
optional

Phan Loai ACL

+ Standard ACL
+ Kiém tra dja chi ngudn trong géi tin.
+ Permit hay deny toan b6 protocol .

+ Extended ACL

+ Kiém tra ca dia chi ngudn, dia chi dich, port.

+ Permit hay deny mét giao thirc hay &ng dung cu
thé.

74



Khai niém Wildcard Mask

+ La chi s nguoc clia Subnetmask dung dé xac
dinh mét sé lwong host cu thé dwa trén dai dia
chi IP cta cac host.

+ Wildcard Mask gém 32 bit, chia thanh 4 octet,
mdi octet c6 8 bit.

+ NO xac dinh bit nao trong dia chi IP sé duwoc bo
qua hay kiém tra:

+ Bit “1” trong c6 nghia la bé qua (ignore) vi tri bit d6 khi
S0 sanh
+ Bit ‘0’ xac dinh vj tri bit phai kiém tra.

Wildcard Masking

128 64 32 16 8 4 2 1
$3333333 —
0 0 0 0 0 0 0 0 = Match All Address Bits (Match All)

0 0 1 1 1 1 1 1 = Ignore Last 6 Addresls Bits

0 0 0 0 1 1 1 1 = Ignore Last 4 Address Bits

1 1 1 1 1 1 0 0 = Ignore First 6 Address Bits

1 1 1 1 1 1 1 1 = Ignore All Bits in Octet
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Tinh Wildcard Mask

= Tinh wildcard masks khi biét subnet mask

Example 1
255 .255.255.255
- 255.255.255.000

Example 2
255 .255 .255.255
- 255.255.255.240

Example 3
255 .255.255.255
- 255.255.252.000

Vi du Wildcard Mask

Example 1

s e Tonay e |
IP Address 192.168.1.1 11000000.10101000.00000001.00000001
Wildcard Mask | 0.0.0.0 00000000.00000000.00000000.00000000
Result 192.168.1.1 11000000.10101000.00000001.00000001

Example 2

—— e — e ————
IP Address 192.168.1.1 11000000.10101000.00000001.00000001
Wildcard Mask | 255.255.255.255 | 11111111.11111111.11111111.11111111
Result 0.0.0.0 00000000.00000000.00000000.00000000

Example 3

| |Decmal _____ |Bay |
IP Address 192.168.1.1 11000000.10101000.00000001.00000001
Wildcard Mask | 0.0.0.255 00000000.00000000.00000000.11111111
Result | 192.168.1.0 11000000.10101000.00000001.00000000
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Vi du Wildcard Mask

N R

IP Address 192.168.16.0 11000000.10101000.00010000.00000000

Wildcard Mask | 0.0.15.255 00000000.00000000.00001111.11111111

Result Range 192.168.16.0 11000000.10101000.00010000.00000000
to to

192.168.31.255 11000000.10101000.00011111.11111111

Cau hinh Standard ACL

Access list number: 1 2 99 hoac 1300 = 1999
Router(config)# access-list access-
list-number {deny | permit} source
source-wildcard

Ap ACL:

Router(config-1f)# 1p access-group
access-list-number {in | out}
Kiém tra ACL:

Router# show access-lists
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Cau hinh Extended ACL

Access list number: 100 - 199 hoac 2000 - 2699
Router(config)# access-list access-
list-number {permit | deny} protocol
source source-wildcard destination
destination-wilcard

Ap ACL:

Router(config-1f)# 1p access-group
access-list-number {in | out}
Kiém tra ACL:

Router# show access-lists

ACL v¢&i Wildcard Any va Host

Example 1:

Rl (config)f access-list 1 permit 0.0.0.0 255.255.255.255
'0R
Rl (config)f access-list 1 permit any

Example 2:

Rl{config)f access-list 1 permit 192.168.10.10 0.0.0.0
!0R
Rl (config)# access-list 1 permit host 192.168.10.10
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Bai tap ACL

Bai 1:
Router1(config)#access-list 1 deny 172.16.0.0
0.15.255.255

Router1(config)#access-list 1 permit any

Bai 2:
Router2(config)#access-list 2 deny 172.16.32.0
0.0.15.255

Router2(config)#access-list 2 permit any

NAT - NETWORK ADDRESS
TRANSLATION

Muc tiéu:

- Hiéu khai ni¢ém NAT

- Biét cach céu hinh Static NAT

- Biét cach cau hinh Dynamic NAT, PAT
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NOi dung

o Khai niém NAT
o Phan loai NAT
o Static NAT

o Dynamic NAT

o Port Address Translation (PAT)

NAT
Network Address Translation

O IPv4 Private Address:
= 10.0.0.0/8
® 172.16.0.0/12
= 192.168.0.0/16
o NAT la gi?
= NAT 14 co ché chuyén
doi dia chi IP private
sang dia chi IP public
dé dinh tuyén ra
Internet

m CAu hinh NAT & router
bién.

SA DA SA DA
Inside Local Outsida Local Inside Glabal Outside Glabal
192.168.10.10 200.165.201.1 200.165.200.226 209.165.201.1

DA $A DA 8A
Inside Local Qutsida Local Inside Giobal Qutside Global
192.168.10.10 208.165.201.1 209.165.200.226 209.165.201.1

Inside Netwark Qutslde Netwark
B
209.185.200.26
6 -8 )
i
192.168.10.10 5P
| RENAT Tabke
PO [WebSeer |
Inside Global Inside Local Outside Local | Qutside Global
Address Address Address Address \Weh Server

208.165.200.226 | 192.168.10.10 208.165.201.1 209.165.201.1 265
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Static NAT

4 Static NAT
D Anh Xa One'tO'One |ﬂ.lllcN»\\T-T|Hn =
gitra 1 dia chi private va P

182 188.10.10 209165 200,226

1 dia Chi puinC LR LR W e, T
x . .. | 192.1308.10,12 208 165 200 238

o Cau hinh béi network
administrator i T

> ~ .x [pcee nah 208105 300 224 |
o S dung vinh vién e

L
192, 1E2.10.11

.
1921E810.42

Dynamic NAT

Static NAT

0 Anh xa mét dia chi IP | s

private néy Sang mét :::Ealf:?:lzmgdrm-mircs:u
dia chi public khac méot || Mt
CéCh tU’ déng URESREIN A 209165 200226
0 St dung 1 dai cac dia it o
chi pUb|IC [sct> o 209 108.200 320 |
oBatky motdiachiip | TE T
nao nam trong dai dia = _ )

Chi IP pUbIIC d‘éu Cé thé 192.153.1;';1
dwgc gan cho mét host
trong mang private_ i
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PAT- Port Address Translation

o Anh xa nhiéu dia chi IP private nay sang mot
hoac mét vai dia chi public

O Con dwoc goi la NAT overload

o S& dung port number dé& chuyén packet.

PAT with Single Address

182.168.10.10 | 209.365.201 .1
Inside Metwork | Outside Metwork
(]
Imtarnst
| 209 165.200.224/27
1
r 1
182.168.11.10 I 209.165.202.128

Cau hinh NAT

o C4u hinh NAT
iIp nat inside source static local-ip

global-ip s, ostonem
o0 Dinh nghia “!:( ;)7_3—.;(\.@!.
oip nat inside e o | .
oip nat outside o S
0 Kiém tra {é' e

show ip nat translations ==

Savress FAAETT
@O FRTEANS | EERTELMCE | W WRCANE | R TECR
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Cau hinh Dynamic NAT

= Anh xa

ip nat pool name start-ip end-ip {netmask
netmask | prefix-length prefix-length}

= Tao ACL

access-list access-list-number permit
source [source-wildcard]
= Gan ACL t&i pool

ip nat inside source list access-list-
number pool name

= Dinh nghia
ip nat iInside
ip nat outside

C4u hinh PAT: Single Address

o CAu hinh PAT: Single Address
= Dinh nghia standard ACL dé permit cac dia chi sé dwoc
chuyén 4doi
access-list access-list-number permit source
[source—wildcard]
= Thiét Iap NAT, chi ré ACL, exit interface, va overload option

ip nat inside source list access-list-number
interface type name overload

m Xac dinh inside va outside interfaces
ip nat inside
ip nat outside

PAT with Single Address

192.168.10.10 209.165.201.1

Inside Network ! Outside Network
! Swrl

Internet
12 £L3
| 209.165.200.224/27
1
', 1
192.168.11.10 | 209.165.202.129

Swr2
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Bai tap ciu hinh NAT

oLab1: “Configuring Static NAT”

oLab2: “Configuring Dynamic NAT”
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