Dé cwong mén Mang may tinh

Cau 1: Lop tng dung trong mé hinh TCP/ IP twong tmg vai 16p nao trong md hinh lién két hé théng
m¢d OSI.

A. Lép ung dung

B. Lop trinh bay

C. Lop phién

D. Ca316p trén
Céu 2: khi mot host dua ra 1 yéu cau phan giai dia chi ARP cho 1 dia chi IP thi ARP s& tra vé két qua
gi?

Dia chi IP cua host dugc yéu cau
Dia chi IP cta host giri yéu cau

Dia chi vat li cua host dugc yéu ciu
Dia chi vét i cia host giri yéu cau

oW

Cau 3:Cép thing c6 thé duoc dung trong két ndi nao sau day?

A. Switch —Switch
B. Switch —Router
C. Switch — Hub
D. Hub — Hub

Cau 4: Trong phong lab d& gia 1ap dudng truyén két ndi mang WAN ta can sir dung cac loai cap
na0?(Chon nhiéu d4p 4n)

A. V.35 DTE cable
B. V.35 DCE cable
C. Console cable

D. Cross over cable

Céu 5: Chon céc phat biéu dang vé cac 16p dia chi IP?

bia chi IP 101.10.10.0 thugc 16p B
bia chi IP 192.10.10.1 thuéc 16p C
bia chi IP 129.10.10.5 thugce 16p A
bia chi IP 255.10.10.11 thudc 16p C

pe o

Céu 6: Mot ngudi quan tri mang mudn dung 3 bit mét na con dé phan mang con cho 1 mang 16p B,
anh ta nén sir dung mat na con nhu th€ nao?va c6 thé phan dugc bao nhiéu mang trong 16p mang nay?

A. 255.255.224.0 ,6 mang con
B. 225.255.224.0, 8 mang con
C. 225.225.240.0 , 6 mang con
D. 225.255.240.0, 8 mang con

Cau 7 :Gia sir ban c6 dia chi mang 16p C va cong ty ban c6 nhan vién lam viéc & 10 bo phan mdi bo
phén c6 it nhat 12 nhan vién . Ban s€ sit dung mat na con nao dé cho phép cai dat 1 tram lam viéc cho
moi nhan vién va moi bg phan 1 mang con

A. 255.255.240.0

B. 225.225.255.240
C. 255.255.255.224



D.

255.255.255.192

Cau 8: Tinh sb mang cua 1 mang con c6 dia chi 10.170.192.0/20 ?

A.
B.
C.
D.

4094
4096
254
255

Céu 9: cac dia chi IP nam trong diy dia chi 212.100.192.0/20 ?

A. 212.100.192.0 t61 212.100.255.255
B. 212.100.192.0 t6i 212.100.207.255
C. 212.100.192.0 t61 212.100.240.255
D. 212.100.240.0 t61 212.100.255.255

Cau 10:

oOowp

Cau 15:

A.
B.
C.

Giao thuc TCP c6 nhitng dic tinh sau day?

Khong két noi, dam bao d¢ tin cay, co diéu khién luong

C6 két ndi, dam bao do tin cdy, dam bao thir tu cic gbi tdi dich, co diéu khién ludng
Khong két noi,khong dam bao d6 tin cdy,dam bao thir tu cac goi tdi dich
khong két noi, khong dam bao dg tin cay,khong dam bao thur ty cac gdi tdi dich,khong cod dicu

khién luong

UDP va TCP st dung thong tin gi dé phéan biét ng dung trong trén 1 méy tinh trong 1 mang

bia chi IP
Céng

Khe cAm
Dia chi vat li

xac dinh dia chi IP hop I€.

150.100.255.255
100.0.0.23
188.258.221.176
224.156.217.73

Giao thirc ARP 1a (chon nhiéu dap 4n dung)

Giao thirc xac dinh dia chi vat li tir dia chi IP

Giao thirc xac dinh dia chi IP tir dia chi vat li

Giao thire xac dinh dia chi IP tir tén mién

Tim kiém bang cach quang ba dé hoi thong tin trén toan mang LAN

Giao thirc ftp st dung cac cong TCP nao? (chon nhiéu dap an dung)

A. 23
B. 22
C. 21
D. 20

céc 16p trong md hinh TCP/IP (chon nhiéu dap an ding)

Internet Layer
Distribution Layer
Presentation Layer



D.
Cau 16:

Cau 20

Application Layer
Céc 16p trong mo hinh OSI (chon nhiéu dap 4n dung)

Internet Layer
Access Layer
Data Link Layer
Application Layer

chon cac phat biéu dung vé giao thirc ICMP (chon nhiéu dap an ding)

Giao thirc giri cc thong tin 151, diéu khién bang cac goi tin IP
Ping 1 1énh dya trén giao thitc ICMP

Giao thire xac dinh dia chi IP tir ten mién

ICMP la viét tic cua Internet Control Mail Protocol

: Giao thuc http sir dung cac cong nao ?

83
82
81
80

: giao thuc sir dung k¥ thuét truyén connectionless ?

TCP
UDP
T4t ca déu sai

. Tét ca déu ding

: Giao thirc DNS 1a ?

Giao thirc xac dinh dia chi vat ly trir dia chi [P

Giao thire xac dinh dia chi IP tir dia chi vat li

CSDL tén mién ciia DN'S dugc t6 chure theo hinh ciy
Tét ca déu ding

: Giao thirc str dung ki thuat truyén connection -oriented

TCP

UDP

P

Tét ca déu dung

M hinh client- server (chon nhiéu d4p 4n ding)

Mb hinh client- server bao gdm céc may tinh ngang hang

M0 hinh client- server thuc hién theo qua trinh truy van va tra 1oi

MO hinh client- server bao gom cac may server va cac may client két ndi véi nhau
Tat ca déu ding

Giao thirc gti thu dién tr email 1a?

SMTP

POP3

IMAP
Tét ca déu ding



Céu 24: Cac giao thirc thudc 16p Network trong mé hinh OSI (chon nhiéu dép 4n dung)

A. TCP
B. UDP
C. IP

D. ICMP

Cau 25: Dia chi Ip nao sau day la dia chi Public?

A. 192.168.1.254
B. 10.0.5.11

C. 203.162.4.190
D. 172.16.0.81

Céu 26: cac giao thirc thudc 16p Tranport trong mé hinh OSI? (chon nhiéu dap 4n dung)

A. TCP
B. UDP
C. IP

D. FTP

Céu 27: Cac dia chi IP nao sau ddy c6 thé gan duoc cho cac host khi subnet mark 1a 255.255.255.224?

A. 16.23.118.63
B. 87.45.16.159
C. 92.11.178.93
D. 217.168.166.192

Cau 28: DNS sir dung giao thirc va cong (well —know port) nao? (chon nhiéu dap an dung)

A. TCP 53
B. UDP 53
C. TCP 50
D. UDP 50

Cau 29: Bon vi du liéu (DU) & 16p data link 1a?

A. Frames
B. Packets
C. Segment
D. Bits

Céu 30: Giao thuc DNS 1a? (chon nhiéu d4p 4n dung)

A. Giao thtrc 13y dia chi vat li tir dia chi IP

B. Giao thuc 13y dia chi Ip tir dia chi vat li

C. Giao thic 1iy dia chi IP tir tén mién

D. DNS la viét tit cia Domain Name System

Céu 31 : Trong hé diéu hanh Microsoft Window tién ich nao iy thong tin tén hodc dia chi IP trong

A. Nslookups
B. Ping

C. Tracert
D. Nslookup



Cau 32 : Mot host nhén dong thong s6 IP tir 1 Cisco router lam DHCP server : 172.16.103.127/18 cau
1énh nao sau ddy dang khi cdu hinh DHCP server ?

A. Router (dhep-config) # network 172.16.64.0 255.255.192.0
B. Router (dhcp-config) # network 172.16.64.0 255.255.255.0
C. Router (dhcp-config) # network 172.16.128.0 255.255.192.0
D. Router (dhcp-config) # network 172.16.128.0 255.255.255.0

Cau 33 : Phat biéu nao 1a ding véi cau 1énh : ip router 172.16.1.0 255.255.255.0 172.16.2.1 ? (chon
nhiéu dap an ding)

A. Lénh nay dugc dung thiét 1ap 1 tuyén duong tinh

B. Lénh nay dugc dung dé thiét 1ap 1 tuyén duong mic dinh

C. Tét ca goi tin glri dén mang 172.16.1.0 s& duoc chuyén dén next hop router 172.16.2.1
D. Tét ca goi tin giri dén mang 172.16.1.0 s& duoc chuyén dén next hop router 172.16.2.2

Céu 34 : trén router cau hinh dong 1énh : router (config)# ip router 197.5.2.0 255.255.255.0 192.10.1.1
la?

Source host

Next hop router
Outbound interface
Destinaltion network

oOow

Céu 35 : Muc dich cua giao thirc dinh tuyén 1a gi ?

A. dugc sir dung dé xay dung va duy tri bang ARP

B. cung cép phuong phap dé phan chia cac goi dit liéu

C. cung cip cac giai thudt ma hoa va giai ma dit liéu vao cac bit dé chuyén tiép goi tin
D. cho phép 1 router chia s€ thong tin mang dugc biét dén véi 1 router khac

Cau 36 : giao thie HTTPS sir dung cac cong (well —know port) nao ?

A. 465
B. 445
C. 443
D. 80

Cau 37 : Mot may tinh nhan dugc dia chi Default Gateway tir DHCP server la 192.168.5.33/28 . Pia
chi nao sau day co thé sir dung trong host nay ?

A. 192.168.5.55
B. 192.168.5.47
C. 192.168.5.40
D. 192.168.5.32

Cau 38 : Dong 1énh nao cAu hinh duong di mac dinh cho bat ki dia chi mang dich nao khong dugc tim
thy trong bang dinh tuyén ?

A. Router(config)# ip default —router 0.0.0.0.255.255.255.255 s0

B. Router(config)# ip route 0.0.0.0. 255.255.255.255 s0

C. Router(config)# ip default —router 0.0.0.0.0.0.0.0 sO
D. Router(config)# ip route 0.0.0.0. 0.0.0.0 sO

Cau 39: Pic diém nao sau day khong phai cua gai thirc dinh tuyén RIPv2?
A. Hb tro Varible — Length subnet mark (VLSM) theo méc dinh



B. Cap nhap bang broadcast
C. Cép nhdp theo dia chi Multicast 224.0.0.9
D. Mang theo subnet mark trong qua trinhquang bé dinh tuyén

Cau 40. ACL nao sau day cam tét ca cac két ndi dén duong mang 10.10.1.0/24?

A. Access-list 15 deny telnet any 10.10.1.0 0.0.0.255 eq 23
B. Access-list 115 deny udp any 10.10.1.0 eq telnet

C. Access-list 15 deny tcp 10.10.1.0 255.255.255.0 eq telnet
D. Access-list 115 deny tcp any 10.10.1.0 0.0.0.255 eq 23

Céu 41: ACL khong st dung thong s6 nao sau day dé loc luu luong truy cap?

A. Kich thuée goi tin
B. Dia chi ngudn

C. Dia chi dich

D. BO giao thic

Cau 42: Khi DHCP server trong hé¢ théng mang cua cong ty ban gap su cb khong cép IP dugc thi cac
may client nhan céc dia chi nao sau day?

A. 169.254.200.22

B. 172.16.2.2
C. 10.0.0.1
D. 127.0.0.1

Céu 43: Giao thirc POP sir dung cong nao?

A 25
B. 995
C. 110
D. 465

Céu 45: Trong ng dung FPT Iénh anof dung dé upload file 1én server?

A. Mdir
B. Get
C. Put
D. Mget

Céu 46: Trén cisco router c6 dong 1énh cdu hinh nhu sau : ip nat pool NAT — test 192.168.6.10
192.168.6.20 netmark 255.255255.0 cho biét vi du trén ctia k¥ thuét nat nao?

A. Static Nat

B. Port Address translation
C. Dynamic NAT

D. Tét ca déu sai

Cau 47. Trong CSDL ciia 1 DNS server resourse record nao 1am nhiém vu phan giai tén mién thanh
dia chi IP?

A. CNAM
B. A

C. NS

D. SOA



Céu 48 :Ma trang thai nao sau ddy trong ban tin d4p ng cua giao thirc HTTP cho biét trang thai 15
xuat phat tr server ?

A. 501
B. 401
C. 302
D. 200

Cau 49: router s€ gii ban tin ICMP nao vao dia chi IP nguén khi bi tran ngap dir liéu do 1 khdi lugng
dir lidu giri dén no?

Fragmentation Needed

Time Exceeded

Destination Unreachable
Source Quench

oOowp

Cau 50:Trong co sé dit liéu cia mot DNS Sever, Resource Record nao 1am nhiém vy huéng dan cho
cac hé thong mail bén ngoai guri mail dugc vao mién ndi bo? (d€ nguodi dung cé thé tim dugc may
mail sever vdi tén mién ma né dang quan 1y)

a. SOA
b. NS
c. MX
d A

Cau 51:Ky¥ thuat NAT nao sau day st dung cac céng khéc nhau dé anh xa nhiéu dia chi IP sang mot
dia chi IP public dang ky vai ISP?

Static NAT

NAT overloading
Dynamic NAT

d. Port loading

o oe

Cau 52: Lénh nao sau day xo6a cache DNS trén may tram?

a. Ipconfig/cleardns

b. Ipconfig/registerdns
c. Ipconfig/cachedns
d. Ipconfig/flushdns

Cau 53: Dic diém nao sau day 1a ctia switch VTP Transparent mode?

Ddng bo Revison voi VTP Sever

Thém, x0a, stra cac Local VLAN

Hoc thong tin VLAN tir VTP Sever

Ngén chan cac goéi tin quang ba VLAN ctia VTP Sever khi di qua Switch nay

o op

Cau 54: Trén switch, 1énh nao sau day s€ gan Port 0/9 vao VLAN3?

Switch(config-if)# switchport vlan3
Switch(config-if)# switchport access 3
Switch(config-if)# switchport access vlan 3
d. Switch(vlan)# access switchport 0/9

e owp

Cau 55: Chirc nang dinh myén dit liéu trong dugc thyc hién ¢ 16p nao mé hinh TCP/IP?



a. L&p truy cap mang
b. Lép Internet

¢. L&p van chuyén

d. Lop tng dung

Cau 56: Cac 16p nao trong mo hinh tham khao OSI twong ung vop 16p truy cép mang trong mo hinh
TCP/IP

L6p mang va 16p lién két dit liu

Loép mang

Lop lién két dir lisu

d. Lép lién két dir liéu va 16p vat Iy

c o

Cau 57:Chuc nang chinh cuia 16p truy cap mang trong mé hinh TCP/IP 1a gi?

a. Dinh tuyén cac goi dir liéu giira ngudn va dich

b. Diéu khién tién trinh truy suit mang vat ly

¢. Chuyén dir lidu thanh dong bit truyén trén hé thng truyén din
d. Tét ca déu ding

Cau 58: Phat biéu nao sau day phu hop véi giao thirc dinh tuyén dong?

a. Cac con duong di qua mang duoc nguoi quan tri mang cAu hinh lai khi c6 su thay ddi tinh
trang mang

b. Cac con duong di qua mang dugc tinh toan lai nho qua trinh cap nhat ty dong cia giao
thirc dinh tuyén khi ¢6 sy thay di trang thai mang

c. Cac con duong di dugc thiét 1ap sén ban dau boi nha quan tri mang va sau do tu dong
thay d6i pht hop v6i sy thay di tinh trang mang

d. Tét ca déu ding

cau 63: Néu hé théng mang khong c6 DHCP server thi cac thiét bi s& tu nhan nhiing dia chi IP c6
NetID nao sau day?

A. 192.168.3.0
B. 169.254.0.0
C. 172.16.0.0

D. 168.254.0.0

Cau 64 : chon phat biéu ding v& 16p dia chi IP : 10101100.00010000.00000101?

A. Thuoc l6p B
B. Thudc 16p C
C. Thuéc l6p A
D. Tét ca déu sai

Céu 65: S6 mang cua dia chi IP 16p B 132

A2'¢
B.2M
C2'%-2
D2%-2

Cau 66: Mot host s€ st dung RARP khi n6?

a. Biét dja chi IP nhung khong biét dia chi vat li ciia host ma n6 can thong tin lién lac



b. Biét dia chi vat li nhung khong biét dia chi IP cua host ma nd can thong tin lién lac
c. Biét dia chi IP nhung khong biét dia chi vat 1i cua chinh nd
d. Biét dia chi vat li nhung khong biét dia chi host ctia chinh n6

Cau 67: Muc dich cua giao thirc DHCP la gi?

Cép dong dia chi IP cho cdc may tinh trén mang
Cép phat dia chi IP tinh cho cic may tinh trén mang
Cép phat dia chi MAC cho cac may tinh trén mang
Cung cip dia chi IP twong g véi mot tén mién

a0 oP

68. Mot host sé& sir dung RARP khi n6?
a. Biét dia chi IP nhwng khong biét dia chi vat Ii clia host ma né can théng tin lién
lac
b. Biét dia chi vat Ii nhwng khoéng biét dia chi IP ctia host ma né can théng tin lién
lac
c. Biét dia chi IP nhwng khong biét dia chi vat li ctia chinh né
d. Biét dia chi vat Ii nhwng khong biét dia chi host clia chinh né

69. Giao thirc FTP hoat dong & ché dd Active thi phia nao khdi tao két néi di liéu trén
s6 hiéu cong bao nhiéu?
a. FTP Sever, cdng TCP 20
b. FTP Client, cdng TCP 20
c. FTP Sever, cdng TCP 21
d. FTP Client, cng TCP 21

70. Giao thtrc dinh tuyén ndo st dung gia tri hop count dé tinh toan dwéng di ti wu tir
diém nay dén diém khi trong mang IP?

a. OSPF
b. EIGRP
c. RIP

d. Tétca déu dung

71. Trén Cisco router |&nh ndo sau day cho ta xem néi dung bang dinh tuyén?
a. Show ip route
b. Show ip ospf neighbor
c. Show ip ospf
d. Show ip protocols
72. Giao thirc ndo sau day duoc sir dung dé chuyén tai nhiéu VLAN di qua mét duwdng
két ndi vat ly?(chon nhiéu dap an dung)

a. VTP
b. 802.1q
c. ISL
d. IGP

%Cac vung dia chi danh riéng cho mang private z10.0.0.0 ->10.255.255.255 z172.16.0.0 ->
172.31.255.255 7z192.168.0.0 ->192.168.255.255



